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Why should we study
Interoperability

Mechanisms In
Blockchain?



+3.2 BILLION
USD

Stolen from cross-chain bridges since 2021



A Recurrent Problem...

Timeline of Cross—Chain Bridge Hacks
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Total of
3.2 Billion USD
(=3 Million USD
per day)

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Privacy of Blockchain Interop eability,” 2024 IEEE Symposium on Security and

Privacy (SP), San Francisco, CA, USA, 2024, pp. 3840-3865,
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Decreases the flow of funds to other
blockchains, and consequently to dApps
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Why Is Blockchain
Interoperability
needed?
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The Blockchain Trilemma
Security

Decentralization Scalability
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Connect Different Ecosystems
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The Blockchain Trilemma
Security

e.g., shards,
rollups

Decentralization Scalability



The Scalability Problem of Blockchains

Limited number of transactions in each block
High transaction fees

10
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Scaling Blockchains

Layer 2.
(execution)

ation to another layer (L2) and
w state roots into the L1. May be
nied by computation proofs (as in the
case of zk-rollups)

Layer 1
(séttlement)

11
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Scaling Blockchains

Layer 2 H—’—’—’—

communication through a blockchain
interoperability
mechanism

Layer 1 <>—<>—<>—<>—<>—

12



What about connecting L2s?

Layer 2 9999~ =

Layer 1 O~

Layer 2 9-9-9-9-@-

Layer 1 O~~~

13
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What about connecting L1s?

Layer 2 -9 Layer 2 -9~

Layer 1 O-O-O-O<O~ @ Layer 1 OO0~

14
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Example: how does a token bridge work?

Bridge Contract
Blockchain B

Off-Chain IM

deposit

tokens _
Bridge Contract
Blockchain A
,"t'

15
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Example: how does a token bridge work?

Bridge Contract
Blockchain B

Off-Chain IM

deposit

tokens _
Bridge Contract
Blockchain A

16
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Example: how does a token bridge work?

observes state changes
o i Off-Chain IM

Relays information or proof

deposit '

tokens _
Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

17
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Example: how does a token bridge work?

observes state changes
P - Off-Chain IM

Relays information or proof

deposit |

tokens _
Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

18
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Example: how does a token bridge work?

observes state changes Relays information or proof
P o - Off-Chain IM

deposit ! withdraws

tokens tokens

Bridge Contract
Blockchain A

Bridge Contract
Blockchain B

There are multiple modes:
* Lock-mint (in the diagram)
e Burn-mint

» Lock-unlock
19



Blockchain Interoperability

“the ability of a source blockchain to change the state of a target
blockchain (or vice-versa), enabled by cross-chain or cross-
blockchain transactions, spanning across a composition of

homogeneous and heterogeneous blockchain systems”

Rafael Belchior, André Vasconcelos, Sérgio Guerreiro, and Miguel Correia. 2021. A Survey on Blockchain Interoperability: Past,

Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 (November 2022), 41 pages. https://doi .org/10.1145/347114020



Blockchain Interoperability

“the ability of a source blockchain to change the state of a target
blockchain (or vice-versa), enabled by cross-chain or cross-
blockchain transactions, spanning across a composition of

homogeneous and heterogeneous blockchain systems”

EVM-based EVM-based
IBC-based IBC-based

Rafael Belchior, André Vasconcelos, Sérgio Guerreiro, and Miguel Correia. 2021. A Survey on Blockchain Interoperability: Past,

Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 (November 2022), 41 pages. https://doi .org/10.1145/347114021



Blockchain Interoperability

“the ability of a source blockchain to change the state of a target
blockchain (or vice-versa), enabled by cross-chain or cross-
blockchain transactions, spanning across a composition of

homogeneous and heterogeneous blockchain systems”

Permissioned Permissionless
UTXO-based Account-based

EVM-based Non EVM-based

Rafael Belchior, André Vasconcelos, Sérgio Guerreiro, and Miguel Correia. 2021. A Survey on Blockchain Interoperability: Past,

Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 (November 2022), 41 pages. https://doi .org/10.1145/347114022



In a Nutshell... Interoperability:

Enables connectivity between Homogeneous or Heterogeneous platforms

Reduces liguidity fragmentation across DeFi protocols in multiple blockchains (L1s or L2s)

The Core Idea: Enables the seamless flow of assets-and-data across platforms
The Core Idea: Enables the seamless flow of value across platforms

23



Outline

« Blockchain Interoperability and Interoperability Mechanisms

« Security and Privacy of Interoperability Mechanisms
« Securing interoperability solutions: Hephaestus and XChainWatcher

e Future Research Directions
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Building Blocks to Make It Work

f )
a Key management, infrastructure monitoring,
code upgrades, and incident response.

Development of on- and off-chain components
- e.g., relayers and smart contracts,
respectively.

Implementation Layer

decentralization and performance.

Consensus mechanisms and smart contract
engines of underlying domains

—>
Protocol Layer —> Architectural trade-offs between security,
—>

Network Layer

A. Augusto, et al., "SoK: Security and Privacy of Blockchain Interoperability," in 2024 IEEE Symposium on Security and Privacy (SP),

San Francisco, CA, USA, 2024 pp. 3840-3865. doi: 10.1109/SP54263.2024.00255 o5
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Example: the importance of the networkl—“““““ -
layer

Relayers

8

8
. S8 -
Source Chain Target Chain Mint Asset A '
T S
B L O [ e I I

contract

N /' F Mincasern - acp®
\\g ) 2

Selfish Miner + Relayer

= 51% attack in the Source Chain

We must take into account the security-cf.the
underlying chains, and develop mechamsms to

TX 1A — Lock Asset A TX 1B — Lock Asset B cope with possible vulnerabilities "



The Protocol Layer

Liquidity Networks
Token Bridges Coordination Protocols

Messaging Protocol

Source: Abebe, E., Robinson, P., Chand, A., Murdock, M., & Hyland-Wood, D. Crosschain Risk Framework.
https://crosschainriskframework.github.io/

27
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Blockchain Interoperability

Interoperability

@ / Me‘:hanism

Blockchain A

)

Blockchain B

28



Architectures

Centralization
TP =17 =

Chain A Chain B

Permissionless Network

R = =

Chain A Chain B
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Trusted Computation

2
t
t
2

Chain A Chain B

Permissioned Network

B ==

Chain A Chain B

29
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Architectures

Fraud Proofs Validity Proofs (e.g., SNARKs)
EH— <€D ===
QA A
Chain A watchers Chain B Chain A Chain B

Hash and Time Locks

Chain A Chain B

Q >

A

30
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Example: The Secure Asset Transfer .

Protocol (SATP) Model
s

HYPERLEDGER BLOCKDAEMON

the technology of innovation

’ﬁilﬁj MIT Connection Science
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Example: The Secure Asset Transfer
Protocol (SATP) Model

&>

NETWORK1

NETWORK 2



Example: The Secure Asset Transfer
Protocol (SATP)

\__/ h

»
»

NETWORK1

NETWORK 2

33



Example: The Secure Asset Transfer
Protocol (SATP)

[ CLIENT APP }

|

[ CLIENT APP }

|

\__/ h

NETWORK1

»
»

NETWORK 2
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Example: The Secure Asset Transfer
Protocol (SATP)

[ CLIENT APP }

|
A

NETWORK1

[ CLIENT APP }

NETWORK 2

35



Example: The Secure Asset Transfer
Protocol (SATP)

\
:
:

\k_J_//

\

[CUENTAPP}

v
N AV < h

NETWORK1

CLIENT APP }

NETWORK 2




Secure Asset Transfer Protocol (SATP)

[ CLIENT APP }

® i | oatEWAY |

NETWORK1 NETWORK 2




Secure Asset Transfer Protocol (SATP)

[ CLIENT APP }
l SATP 1-1

2Q Until Commit

® | GATEWAY | | oatEwAYZ

NETWORK1 NETWORK 2

38



NETWORK1

LOCK

[CUENTAPP}

|

|

SATP 1-1

Until Commit

|

Secure Asset Transfer Protocol (SATP)

O — (R

»
»

NETWORK 2

39
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NETWORK1

[ CLIENT APP } B\uze

i

|

SATP 2-1
Lock OK

Proving Systems:
gq J U , 7

SNARK-based
Merkle Proofs

NETWORK 2

40
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Secure Asset Transfer Protocol (SATP)

[ CLIENT APP }

l v v

7N
N/ )

NETWORK1 NETWORK 2




NETWORK1

BURN

[ CLIENT APP }

|

O —— (e

Secure Asset Transfer Protocol (SATP)

NETWORK 2

42
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Secure Asset Transfer Protocol (SATP)

[ CLIENT APP } SATP 3

l Transfer Asset X
7N
® | GATEWAY |

NETWORK1

»
»

NETWORK 2

43
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NETWORK1

[ CLIENT APP }

|

»
»

Secure Asset Transfer Protocol (SATP)

MINT

NETWORK 2

YA



NETWORK1

[ CLIENT APP }

|

N/ h

|

Proving Systems:
H\Uaze

SNARK-based
Merkle Proofs

SATP 3-1
Mint OK

NETWORK 2

45
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Secure Asset Transfer Protocol (SATP)

[ CLIENT APP }

= | v v
e {lemEwan | caTewAY2

NETWORK1 NETWORK 2

46



Outline

« Security and Privacy of Interoperability Mechanisms
« Securing interoperability solutions: Hephaestus and XChainWatcher

e Future Research Directions




How to classify IMs
based on security
guarantees?

49



“There exists no asynchronous cross-chain
communication protocol tolerant against
misbehaving nodes without a trusted third

party.”

50
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Trust spectrum
The ‘Trust Spectrum’ in Bridges

Bonded systems Optimistic Bridges Light clients and relays
(Polygon’s POS Bridge) (Nomad) (IBC)

Trust the Code
(Trustless)

() @

Trust the Human
(Trusted)

Trusted systems with no Insured Systems Liquidity Networks ZK Bridges
(Axelar) (Connext, Hop) (None exist)

staked collateral (Binance Bridge)

. Externally Verified . Optimistically Verified Locally Verified Natively Verified LLFI

Source: https://blog.li.fi/li-fi-with-bridges-trust-is-a-spectrum-354cd5ala6d8



Trust spectrum (Rollups)

Trust the L1 Balance
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Trust the sequencer

.

= I

Minimize trust

Source: https://x.com/brobobo_bo_bobo/status/1860004523101814956

/

Maximize speed

52



Is the Trust
Spectrum Enough? o

So...what does a secure
interoperability solution look
like?

53
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A set of properties

Integrity of the system, data, and assets
Accountability of participants for integrity breach attempts
Availability of system to process cross-chain transactions

A. Augusto, et al., "SoK: Security and Privacy of Blockchain Interoperability,” in 2024 IEEE Symposium on Security and Privacy (SP),

San Francisco, CA, USA, 2024 pp. 3840-3865. doi: 10.1109/SP54263.2024.00255 54
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Vulnerabilities in Interoperability

CROSS-CHAIN SYSTEMS. THE COLORED CIRCLE DENOTES THE LAYER

17

@ Operational Layer Implementation Layer
Protocol Layer - Network Layer o Privacy Leaks

WHERE IT CAN BE FOUND (CF. SECTION 3.1).

B loz Puis VWirer Bohool T8

Vulnerability/Leak Mitigations
@ ¥, Honest mining assumption [45] M -M
@V, Absence of identity verification [45], [71], [72] My-My,
@ ¥, Network isolation [38], [45], [62], [77] Mg, M,
@ ¥, Outdated light client state [45], [53], [150] M,
© ¥, Wrong main chain identification [6], [45], [77] My
@V, Incorrect event verification [151]-[154] Mya-M g
@V, Acceptance of invalid consensus proofs [155] Mg
@ V¥, Absence of chain identification [156] M,
@ V¥, Submission of repeated inclusion proofs [21], [45], [77], [157] M,
@ V), Counterfeiting assets [45], [77], [158] Mg-Myy
@ V), Involuntary timelock expiry [63], [85] Mug-My,
@ V), Unset withdrawal limits [156], [159] Mg
® ¥,; Action withhold [58], [61], [80], [86], [86], [94], [160] Mg, My, Moy
© ¥, Unspecified gas limit [16]] M.
© V,s Resource exhaustion [45], [55], [57], [60], [65], [69] Myg-May
@ V,; Single point of failure [156], [162] Mo Mys My
© V,; Publicly identifiable operators [74] Myg-My,
@ V5 Misaligned incentive mechanisms [38], [60], [65], [122] Mys, My - My
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Attacks in Cross-Chain Bridges

Project Information General Attack Mapping to Theoretical Vulnerabilities

Mame & Ref SA Date Aamount [ vV

[218] Ronin SA, Mar 2022 624M v X X X X
[219] PolyBridge #1  S.A,, Aug 2021 611M X ’ X X X
[220] BNB SA, Oct 2022 566M X X X X X
[123] Wormhole SAy Feb 2022 326M X X X X
[221] Nomad SAy Aug 2022 190M X X X X X
[222] BXH SA, Oct 2021 139M v X X X X
[223] Multichain #2 Sy, Jul 2023 126M /1 1 X X X X
[224] Harmony SAy Jun 2022 100M / X X X X
[225] Qubit SAy, Jan 2022 80M X X X X
[226] pNetwork SAy Sep 2021 13M X X X X X v/
[227] Thorchain #3  S.A,, Jul 2021 M X X X X X /
[223] Anyswap SAy Jul 2021 &M X X X X X
[227] Thorchain #2  SA,, Jul 2021 5M X ¥ X X
[219] PolyBridge #2  S.A,, Jul 2023 4.4M X X X x X
[228] Meter SAy Jul 2021 4.4M X X X X X
[229] Chainswap SAp Jul 2021 44M X X / X X
[223] Multichain #1 ~ S.A,, Jan 2022 M X X X X
[227] Thorchain #1 SA,y Jun 2021 140K X X X X X
Summary 07/21 - 07/23 298 20 SEl 7% 1%

A. Augusto, et al., "SoK: Security and Privacy of Blockchain Interoperability,” in 2024 IEEE Symposium on Security and Privacy (SP),

San Francisco, CA, USA, 2024 pp. 3840-3865. doi: 10.1109/SP54263.2024.00255 56
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Vulnerabilities Behind

Project Information General Attack Information Incident Resp Where Mapping to Theoretical Vulnerabilities
Name & Ref SA Date Amount AT Txs Mix DT CT vL EL B V. Vyy

Physical
Infrastructure
Backdoors
Bad key
Management )
g Dead code Unsafe Third- Lack of Incorrect
party access controlevent
software verification

~66% used a Permissioned Network as Architecture

57



What about
Privacy?



OFFICE OF FOREIGN
ASSETS CONTROL




The Obvious Example

...and it “only” provides the unlinkability of transactions in one blockchain

60
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Interesting Connection with Bridge Attacks

Name & Ref Date Amount | Mix

[193] Ronin Mar 2022 624M o

[194] PolyBridge #1  Aug 2021 611M O

[195] BNB Oct 2022 566M ©

[108] Wormhole Feb 2022 26M | © 14 out of 18
[196] Nomad Aug 2022 190M (] . .
[197] BXH oct2021  13M | © used Transaction Mixers,
[198] Multichain #2 Jul 2023 126M (@] mainly Tornado Cash

[199] Harmony Jun 2022 100M o

[200] Qubit Jan 2022 80M Qo

[201] pNetwork Sep 2021 13M 0]

[202] Thorchain #3 Jul 2021 M ]

[198] Anyswap Jul 2021 &M ]

[202] Thorchain #2 Jul 2021 M Q

[194] PolyBridge #2 Jul 2023 4.4M (o] Usage of Mixers (Mix)

[203] Meter Jul 2021 4.4M ] O Not used

[204] Chainswap Jul 2021 4.4M o © Before the attack

[198] Multichain #1 Jan 2022 3M o Q@ After the attack

[202] Thorchain #1  Jun 2021 140K J @ Before and after the attack

61



Would a cro same level

vokable Privacy. Is it possible to guarantee
les if and only if there is no misbehavior?

62




Outline

« Securing interoperability solutions: Hephaestus and XChainWatcher

e Future Research Directions
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A Prominent Problem

TABLE 5, CLASSIFICATION OF MOST PROFISABLE CROS5-CHAIN BRIDGE HACKS GROUPED BY
USD, THE CELLS WITH THE YULNERABILITY NUMBER ARE FILLED WITH THE QOLOR ACCORL
WE ADD A “SUMMARY™ ROW THAT AGGREGA INFORMATION. SPECIFICALLY, WE USE CELL
EACH VULNERABILITY WAS FOUND.

Communication Time (CT)
t Information General Witack Information L

Projec \ _ Inclgent Resp O 10; 2] hours
Name & Ref SA Date .ﬁ&unl AT Txs Mix DT & cT ™ ]2: 4] hours
[218] Ronin 5A,, Mar 2022 624M | W O O [ . @ ]4; 6] hours
[219] PolyBridge #1  S.A,, Aug 2021 siM|] O © © - ] 16: 24] h
[220] BNB SA, Dt 2022 M| B o © | - o @ lo; OIS
[123] Wormhole 5As Feb 2022 326M [ 0 © - (o} @® >= 06 days
[221] Nomad S Ay Aug 2022 M| O Q@ 3 - ®
[222] BXH SAy Oct 2021 M| B © 0 - o
[223] Multichain #2  S.A,, Jul 2023 M| B © © - ]
[224] Harmony CE Jun 2022 M| m o 0 - 9
[225] Qubit SAy Jan 2022 o= H 0 - o
[226] pNetwork SA Sep 2021 13M B & O | i3m ®
027] Thorchain 43 SA. Jul 2021 s M ® o o | - - Attacks stole between 140K
[223] Anyswap SA,, Jul 2021 M | | o @ - @
[227) Thorchain #2  S.A,, Jul 2021 5M m 9 o - (] ~
[219] PolyBridge #2  S.A,, Jul 2023 4.4M [ | 1 ] (o] Th - ] USD and ~620M USD
[228] Meter S A, Jul 2021 4.4M E O o - ® i
(e e A S o N L. - 2 Defi Protocol LL.FI Struck by $11M Exploit
[223]) Multichain #1 Sy Jan 2022 M L 1] - ® - ] The exploit is reported to be related to the LLFI bridge.
[227) Thorchain #1  S.Ay, Jun 2021 140K ®m - o S5m -
S 0721 - 07723 298 S—— By Odbewr Knight (5 ol 16, 2024 08 23D pom. Upetarted Jul 16, 2004 ot 845 pm,

64
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The Solution: Cross-Chain Modelling

y N + additional metadata (token prices, global clock, etc...)

_______________________________________

Emits T

________ Yy Y
ﬁ ﬁ ( CCEventX, i CCEventX, )

Emits

N\ J
Y
Blockchain X, Blockchain X, Cross-Chain Transaction X
Belchior, R., Somogyvari, P., Pfannschmidyt, J., Vasconcelos, A., & Correia, M. (2023). Hephaestus: Modeling, analysis, 65

and performa nce evaluation of cross-chain transactions. IEEE Transactions on Reliability.



Key Idea (burn-mint model)

transfer asset

.—. initialize asset ——m lock asset ——mf mint assct —b@' \-@—b bum asset 4..

66



lock asset

Key Idea (burn-mint model)

—»

mint asset

transfer ass el

o

burn asset




@

initialize asset

Key Idea (burn-mint model)

transfer asset

mint asset —-<{\/~{'

\@—.

a%_r

v

burn asset

Expected cctx

Create, lock, mint, transfer, transfer, burn

T— _ 0000660

e BPSE

Create, X , mint, transfer, transfer, burn

Observed cctx

(@)

68



Key Idea (burn-mint model)

ialize ass

lock asset

transfer asset

mint asset \‘@—.

bum a

S5l

Expected cctx
Create, lock, mint, transfer, transfer, burn

X I I,

Create, X , mint, transfer, transfer, bur
Observed cctx

(@)

69



Algorithm 1: Cross-Chain State Update.

Creation of a cross-chain state from a set of ccevents

Input: Set of events £
Input: State update algorithm createCCState
Input: Cross-chain rules &
Input: Cross-chain state S
Output: Upon success returns cross-chain state S, and a
SYNC MOVE @
1 require veri fysat:.sfabi 1ity{c,‘R 8

tuple {event, M .I'I ::' event do not
onform to the 1

2 f‘ﬂ.r.éﬁ-.c.h -e.é £ do
. iiéls'[éfméé}b] mm

-1 fF ach chain state key is indexed

6 oo = populateCCT}{(S[e casel D), €)
7 end if

'l else

9 | ee=updatecCTx(S[e.caselD], )

10 end if

1 S=8Ucc

iz S = createCCState(S £ mse!ﬂ}

13 end forear.h

14 return (&', SYNC MOVE @)

Bz ws]
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.—. initialize asset

Our state is at position X. Each time
a tx happens, we update the state

70
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Algorithm 1: Cross-Chain State Update.

Creation of a cross-chain state from a set of ccevents C
initialize asset
Input: Set of events £

Input: State update algorithm createCCState
Input: Cross-chain rules &

Input: Cross-chain state S | Our state is at position X. Each time
Output: Upon success returns cross-chain state S, and a
SYNC MOVE @ a tx happens, we update the state

1 require verifySatisfability(e, R, S8

ril a8,

\ m;g;;.,g_:é“{._ Check for non-modelled behavior

E] Jf For each event in retriaved eavant set

4 if 3S[e.casel D] then

H ff each cross-chain state key is indexed
6 cc = populateCCTX(S[e.casel D], €)

7 end if

'l else

9 | ee=updatecCTx(S[e.caselD], )

10 end if

1 S=8Ucc

iz &' = createCCState(S, e.casel D)

14 return (S, SYNC MOVE @)
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Algorithm 1: Cross-Chain State Update.

Creation of a cross-chain state from a set of ccevents C
initialize asset
Input: Set of events £

F
k.
4
-3

&
7
L]

9
L1}

11
(k)

13
14

Input: State update algorithm createCCState
Input: Cross-chain rules & . .. .
Input: Cross-chain state S Our state is at position X. Each time

Output: Upon success returns cross-chain state S, and a

SYNC MOVE @ a tx happens, we update the state

require verifySatisfability(e, R,8)

forench o £ do Check for non-modelled behavior

if ?.’I‘S..[.e.:ctzl.;:.e.l-’b]“-t;l;; ) |

e _Update the state of the cross-chain
cc = populateCCTX(S[e.casel D], €)

end if model

| cc=updateCcCTx(S[e.caselD], )

end if

S=8Ucc

5 = -::r.e...atEICCSt.E.H.:.E{S.,.e.?.:sIeIID:I -

end foreach
return (S, SYNC MOVE @)
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Algorithm 1: Cross-Chain State Update.

Creation of a cross-chain state from a set of ccevents C
initialize asset
Input: Set of events £

F
k.
4
-3

&
7
L]

9
L1}

11
(k)

13
14

Input: State update algorithm createCCState
Input: Cross-chain rules &

Input: Cross-chain state S | Our state is at position X. Each time
Output: Upon success returns cross-chain state S, and a
SYNC MOVE @ a tx happens, we update the state

require verifySatisfability(e, R,8) Return:

foreach ¢ < £ do Check for non-modelled behavior

ll";‘lS[emerD]ﬂlen B
by case 10. Update the state of the cross-chain

cc = populateCCTX(S[e.casel D], €)

ﬂlld if model

| Ecc = updateCCTx(S[e.casel ], e)

end if ) )

§=Sue Valid move = cross-chain rules are
= createCCState(S, c.casel D) )

[T e e being respected

oud foweach

return (S, SYNC MOVE @)
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Capabilities of a Cross-Chain Model

Finding anomalies in cross-chain protocols through cross-chain rules.

Example: defining what a valid deposit of tokens should look like

/f Rule 4 (D)

CCTX_ValidDeposit (erig_chain_id, orig_timestamp, orig_tx_hash, dst_chain_id, dst_tir
orig_token, dst_token, sender, benef, amount)
TC_ValidERC20TockenDeposit (dst_timestamp,
{

-
-

dst_tx_hash, deposit_id, benef, dst_toke

SC_ValidERC20TokenDeposit (orig_timestamp, orig_tx_hash, deposit_id, sender, _,
orig_chain_id, dst_chain_id, _, amount) ;

SC_ValidNativeTokenDeposit (orig_timestamp, orig_tx_hash, deposit_id,; sender, _,;
orig_chain_id, dst_chain_id, _, amount)

|

cetx_finality (orig_chain_id, orig_chain_finality),

orig_timestamp + orig_chain_finality < dst_timestamp.

Augusto, A., Belchior, R., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2024). XChainWatcher: Monitoring and 74
Identifying Attacks in Cross-Chain Bridges. arXiv preprint arXiv:2410.02029.
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Anomaly 1

Fraud Proof Window Violation (Deposits in the Nomad Bridge)

$100,000,000 | Fraud Proof Window Time (30 mins)
$1,000,000 5 jnvalid CCTXs accepted 5 T -;
a by the Nomad Bridge .
@ $10,000 | .
=2 - 3
E $100 : 3 % SATENRNIRS - |
« S — :
> 1 x .‘ )
$1 oy 2
s i - E
Q :
O $0.0100 ! !
:..‘ - G Ehe & ? i
$0.0001 ! =
I L]
100 1,000 10,000 100,000 1,000,000 10,000,000
(2.78 hours) (1.16 days) (11.57 days) (115.74 days)
CCTX Latency (seconds)

¢ Unmatched SC ValidERC20TokenDeposit =+« CCTX ValidDeposit S



300

250

[
S
(=)

Number of Events
. =t
[—] 19,1
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Anomaly 2

Matched vs. Unmatched Withdrawal Events in T (Nomad Bridge)

e Transferred Value (USD)
® 5IM

@ s5¢
® @ 1o

.’.|| o’&' s

e Matched
e Unmatched

2022-02 2022-04 2022-06 2022-08

Date
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Outline

Future Research Directions
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Bridge Aggregators

routes

Protocol 1 Blockchain A

\ 4
params . - o

user
Protocol 3 Blockchain C
optimizdfion params
Subramanian, Shankar, et al. "Benchmarking blockchain bridge aggregators.” 2024 IEEE International Conference on Blockchain (Blockchain). IEEE, 78

2024.



Bridge Aggregators (Example)

BLOCKDAREMON DEFI APP

s} Home
& Swap

{5 Lending

@ Tokens

Accounts
+ @

Wallels

Oxf2.. . 2Ced
$1,522.43

Ox=79 0514
20.00

s+ OxfB_.055¢
3 soo0

Oxf4.ET5b
50.00

Swap
From Ta
g‘ ETH 2 @ usDC
on Ethersam on Optimizm
¢
You pay
D 0-1 max
4 U 0.543
& ©n Ethensum

Send 1o wallet

B oxf27.2Ced
o

You get

26.574

ﬁ SquidRouter

B = $2.3346

26.599

" Optimism Gateway

B = 508864

25.262

G Blayimn | Swift)

B = 52424

@ 2 Min

-EHm

B 1Min

79



Bz ws]

B loz Puis VWirer Bohool T8

Bridge Aggregators

routes

Protocol 1 Blockchain A

\ 4

pdrams . ~ .
Aggreg - Protocol 2 Blockchain B r

user

Introduces another layer . Protocol 3 Blockchain C

of complexity where
bugs may be located...

optimizafion params

Subramanian, Shankar, et al. "Benchmarking blockchain bridge aggregators.” 2024 |EEE International Conference on Blockchain (Blockchain). IEEE, 80
2024.
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ERC-7683 Cross-Chain Intents

Focus on user experience, fulfilling immediately users’ orders
Shift risk to a ‘Network of Solvers’

Intent Layer —> Users demonstrate intent to transfer tokens

—, Solvers compete for the fulfillment of intents in a
Solver Layer unified SoIvepr Network

Settlement Layer — Settlement of cross-chain intents (e.g., Across)

81
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Current Interoperability Challenges

=2 \/'&’
Weak monitoring of Layer 2s are
cross-chain solutions majorly centralized

(I
~—~

Sometimes large time windows to Awful user experience when
withdraw funds (e.g., 7 days) interacting with cross-chain protocols
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Standardization Efforts

EEA Distributed Ledger
Technology Interoperability

Specification Version 1.0
EEA Publication 19 September 2024

ENTERPRISE
ETHEREUM

( ALLIANCE

|
\

«

This Version:
https://entethalliance.org/specs/dlt-interop/vi/

ISO/CD TS 23516

Blockchain and Distributed Ledger

N\\ﬂ?ﬁ Technology — Interoperability Framework

Under development
A draft is being reviewed by the committee.

Secure Asset Transfer

Protocol EKTP)

83



Understudied Interoperability Layers

Legal

Interoperability Laws

Organizational ;’
Interoperability

https://interoperable-europe .ec.europa.eu/collection/nifo-national-interoperability-framework-observatory/solution/eif-toolbox/6-interoperability-layers

84
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Materials for further studying

HyBerIedl\%er Cacti workshop (3h) - https://www.youtube.com/watch?v=TM-
dnP2yzRM&t=4410s

DLT Interoperation: Implementing IETF Secure Asset Transfer Protocol in Hyperledger Cacti:
https://www.youtube.com/watch?v=hmkK2IxhhFw

R. Belchior et al., “A Brief History of Blockchain Interoperability” Communications of the ACM
(CACM), 2024 - https://dl.acm.org/doi/pdf/10.1145/3648607

M. Hargreaves et al., “Secure Asset Transfer Protocol (SATP)’, Internet Engineering Task Force
Internet Draft draft-ietf-satp-core-04, May 2024 - |IETF draft
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Interoperability can take multiple forms

Vertical Inberoperability

Hyperledger Fabric DLT Substrate
Protocol
4%, HYPERLEDGER
<2 FABRIC substrate
Inskantiation
Permissioned Permissionless
privabe DLT DT
Carbon Emission Network oLT Polkadot Network
Metwaork
| ®
Spetiall.izatiun .<——>.
. = = = ‘_IH-‘_ -— = e “
| | .
DLT - 0\
Travel
. Channel Subnetwork ./ Y L 'f’ I
Emission ‘ .
Channel " \\./ \./
___',./ - = = = = = = = -
1M Moonbeam Other
Parachain Parachains

Haorizontal Interoperability

Fig. 2. DLT protocols, networks, and subnetworks.
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Do you need an interoperability solution?

You need an IM supparting
Daka Transfer

You need an IM suppaorting
Asset Transfer

‘DO YOU NEED A DLT!
'INTEROPERABILITY !
:SOLUTION? '

FUNCTIONALITY :
‘These 5 questions will assist
‘you in making an initial
“assessment to understand
‘which Functionality your
‘interoperability solution
‘requires, i

START

" * When you see o o attached to the -
¢ current node, answer the current
Doyuanesdte question, and then move to the next
' . gne, When answering, if you reacha ¢
© blue node, save that recommendation, |
. \
Do yess nowd bo Yaou need a A C1is enough
earrider assetit P4 IH@
x £ L]
Dhr ot el 1 Do you efed b
Doyountedts  PROCLLD | afh PROCLLD with
b e — mﬂt THﬂ. — (BBl
" IK JJ
Yiou need an IM AP1-P3 M You need a
supparting s enauah C2orCiim
Ascet Exchange is enough €

DO ¥YOU NEED A DLT INTEROPERABILITY SOLUTION?

INFRASTRUCTURE
These & questions will assist you in making an initial assessment to choose the righ
interoperability solution (DLT Mode vs. DLT Proxy vs. DLT Gateway) and (self-hoste

party).

You need [ e— W You need a DLT Proxy 1
2 DLT Hode e sty u g ;

| o
START . START

ta L L] L
Areyuroenacting o Amyosconnecting | Mepeceeneding g ' : ot o
ok bt o AT ————t lnjpab o T ke "M#:‘D;-L . :"ﬁm, i s
e AT prostoood P : Fane |

|:=.' \p: IJ
¥ou do not need a DLT Solution ou need a DLT Gateway : o
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Interoperability Assessment

Table 3. DLT Interoperability Solution Assessment

Potentiality Assessment (PA) Score (0-4)
P1: Interoperation within the same DLT network, same subnetworks |

P2: Interoperation within the same DLT network, different subnetworks o

P3: Interoperation within different DLT networks o

P4: Interoperation within different DLT protocols o
Compatibility Assessment (CA) Score (0-3)
C1: Provides semantic-level interoperability (shared protocols) o

C2: Provides organization-level interoperability (shared agreements) o
C3: Provides legal-level interoperability (follow regulations) o
Performance Assessment (PeA) Score (0-3)
PE1: Provides acceptable cross-chain transaction end-to-end latency/throughput o
PE2: Provides acceptable cross-chain transaction end-to-end cost m]
PE3: Complies with desirable energetic consumption goals o
PA + CA + PeA Total (0-10):

Interoperability assessment is divided into PE, CA, and PeA assessments. A higher score corresponds to a more interoperable
solution. 90
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% [Applica tion/IM Business Lu-gir.] [Applicatiu n/IM Business Logic]
o . | I |

& Connection Mode f DLT Gateway ] DLT Gateway J

| Fabric Node f Polkadot Node ]

Functionality scC | sc | B

e ettt ieietetaiutetetet

2| subnetwark Emissions Travel Moonbeam Parachain ]

et

DLT Network Carbon Emission Netwark Polkadot ]

DLT Protocol ' Hyperledger Fabric _ k Substrate ]

Fig. 12. Example of vertical interoperation in a Hyperledger Fabric network and the Polkadot network. Horizontal interop-
erability can be achieved via an IM using, for example, a DLT gateway.
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Harmonia

Trusted Setup

A

- ‘ .-.@ ' N
,’Q- o () ool f P P 1L

|dea =——> Program =—» R1CS =—> Params =—> ZKP

Programmer Compiler* Setup Ymve/

Verifu — 10,15

source : https://www.youtube.com/watch?v=UpRSaG6iuks
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Key Idea

1. Obtain block of interest from the
source chain

2. Prove that the current block is
valid according to a set of rules
(generate ZKP)

3. Valid block gives us a provably
valid block root ->

Block 51

Proof of work:
000000285 Twy

Previous block:
000000432grzal

Transaction
kS

™

Transaction
09345wid

Transaction
ved232v32

Proof of work:
000000zzxvzx5

Previous block:
000000885 T vy

Transaction
dd5g31bm

™

Transaction
22qsx887

Transaction
001hk0D2

Bz ws]

B loz Puis VWirer Bohool T8

Block 52 Block 53

Proof of work:
00000090b4 1bx

Previous block:
000000zzxvExS

Transaction
Bdlwevid

Transaction
abbTbxxg

Transaction
3doiusBa
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Key Idea

1. Create a Merkle proof on the
source chain

2. Propagate that proof to target
chain via a relayer

3. Verify the merkle proof using the
provably valid block root (

)

*./Verifier.sol';

y concatenated bi.encodePacked!prevHeaderHash, next
bytes3Z commitment - sha256(concatenated);

mory input;

56(commiteent) (
S56(commitment)

Proofla, b, ¢, input);
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Off-chain, circuit generation Off-chain, SNARK generation and relaying
e room
7 Al 2.Circut | | AR 7. SNARK
A1. Program definition ™ inplementad ‘ ‘ 3. Arithmetization INput parameters—
)
. i |
4. R1CS generation » 5. Setup phase »| 6. Circuit instance =

| 16. Cross-chain dApp ]Sour_oebloekchain’ Le—3. get block headers Blocidieader
i

Off-chain, user-facing

15, Transaction
13. dApp frontend : )
l ’ 17. Transaction “ross-chai . 20. Light 22\'15'.‘:_ARK
F dApp_ ‘ Client . Veri erifier
14. Application |
relayer

Verifier
Fig. 2: Architecture of Harmonia. Off-chain components are represented by [ . Destination chain components [ . The
cross-chain contract is represented by [ .
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LightClientUpdateVerif
R1CS is generated by circom.
We feed the circuit into the zero . /Verifier.sol';
knowledge proof system setup algorithm

(generates public parameters). P

Verifier {

roofs are generated by RapidSNARK
upon a certain input (previous beacon
block header and a new light client
update data structure).

Such proofs can be sent as a transaction | bytas memory. concatensted = abi. encodePackediprevtiesdertiash, next
to the Verifier.sol smart contract, that, , bytes32 commitment = sha256(concatenated);

upon verification, updates our light client ; uint256(2] memory input;

state..

input i@ uint256(commitment) (
input!l uint256(commitment) (

verifyProofia, b, ¢, input);
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Harmonia - Zero Knowledge Proof Generation

The program is "process a light client u@jate by applying all light client syncing rules"

(e.g., merkle branch of finality header is valid, merkle branch of next sync committee
s valid, validate aggregated BLS S|%natures from the light sync committee, compute
certain sync committee period at slot X).

Full set of rules here: https://github.com/ethereum/consensus-
specs/blob/dev/specs/altair/light-client/sync-protocol.md

if the operator can supply a proof of correct execution for a particular update, one
can be certain that all the rules were followed and that the end state is indeed what
the operator claims, namely:

-execution state root

-finalized state root
-optimistic state root
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