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Part 1: Theory



Why should we study 
Interoperability 
Mechanisms in 

Blockchain?
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+3.2 BILLION
USD

Stolen from cross-chain bridges since 2021
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These are recurrent,

not just a few isolated events!!!

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Pr ivacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and 

Privacy (SP), San Francisco, CA, USA, 2024, pp. 3840-3865, 

Total of 

3.2 Billion USD
(~3 Million USD 

per day)

A Recurrent Problem…
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Decreases the flow of funds to other 
blockchains, and consequently to dApps 

deployed there

Data from the ronin bridge (V2). Deposits (Ethereum → Ronin) and Withdrawals (Ronin → Ethereum)

The Consequences

7
Augusto, A., Belchior, R., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2024). XChainWatcher: Monitoring and IdentifyingAttacks in Cross-Chain Bridges. arXiv preprin t 

arXiv:2410.02029.



Why is Blockchain
Interoperability

needed?
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Security

ScalabilityDecentralization

The Blockchain Trilemma
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Connect Different Ecosystems
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Security

ScalabilityDecentralization

e.g., shards, 
rollups

The Blockchain Trilemma
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…

Limited number of transactions in each block
High transaction fees

…

The Scalability Problem of Blockchains
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Layer 2
(execution)

Layer 1
(settlement)

…

…

Offload computation to another layer (L2) and 
publish new state roots into the L1. May be 
accompanied by computation proofs (as in the 

case of zk-rollups)

Scaling Blockchains
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Layer 2

Layer 1

…

…

communication through a blockchain 
interoperability 
mechanism

Scaling Blockchains
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Layer 2

Layer 1

…

…

Layer 2

Layer 1

…

…

What about connecting L2s?
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Layer 2

Layer 1

…

…

Layer 2

Layer 1

…

…

What about connecting L1s?
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Example: how does a token bridge work?

Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

Off-Chain IM

deposit

tokens
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Bridge Contract

Blockchain A

deposit

tokens

Example: how does a token bridge work?

Bridge Contract

Blockchain B

Off-Chain IM
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Bridge Contract

Blockchain A

deposit

tokens

observes state changes

Example: how does a token bridge work?

Bridge Contract

Blockchain B

Off-Chain IM
Relays information or proof
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Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

Off-Chain IM

deposit

tokens

Example: how does a token bridge work?

observes state changes Relays information or proof
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Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

Off-Chain IM

deposit

tokens

There are multiple modes:

• Lock-mint (in the diagram)

• Burn-mint

• Lock-unlock

withdraws

tokens

Example: how does a token bridge work?

observes state changes Relays information or proof

21



Blockchain Interoperability

“the ability of a source blockchain to change the state of a 
target blockchain (or vice-versa), enabled by cross-chain or 

cross-blockchain transactions, spanning across a composition of 
homogeneous and heterogeneous blockchain systems”

Rafael Belchior, André Vasconcelos, Sérg io Guerre iro, and Miguel Correia. 2021. A Survey on Blockchain  Interoperability: Past, Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 

(November 2022), 41 pages. https://doi.org/10.1145/3471140 22



Blockchain Interoperability

“the ability of a source blockchain to change the state of a 
target blockchain (or vice-versa), enabled by cross-chain or 

cross-blockchain transactions, spanning across a composition of 
homogeneous and heterogeneous blockchain systems”

EVM-based
IBC-based

.

.

.

EVM-based
IBC-based

.

.

.
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Rafael Belchior, André Vasconcelos, Sérg io Guerre iro, and Miguel Correia. 2021. A Survey on Blockchain  Interoperability: Past, Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 

(November 2022), 41 pages. https://doi.org/10.1145/3471140



Blockchain Interoperability

“the ability of a source blockchain to change the state of a 
target blockchain (or vice-versa), enabled by cross-chain or 

cross-blockchain transactions, spanning across a composition of 
homogeneous and heterogeneous blockchain systems”

Permissioned
UTXO-based

EVM-based

.

.

.

Permissionless
Account-based

Non EVM-based

.

.

.

24

Rafael Belchior, André Vasconcelos, Sérg io Guerre iro, and Miguel Correia. 2021. A Survey on Blockchain  Interoperability: Past, Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 

(November 2022), 41 pages. https://doi.org/10.1145/3471140



In a Nutshell… Interoperability Mechanisms:

25

Reduce liquidity fragmentation across DeFi protocols in multiple blockchains (L1s or L2s)

The Core Idea: Enable the seamless flow of assets and data across platforms 

Enable connectivity between Homogeneous or Heterogeneous platforms

The Core Idea: Enable the seamless flow of value across platforms 



Outline

• Motivation (Why?, How?, What?)

• Blockchain Interoperability and Interoperability Mechanisms

• Security and Privacy of Interoperability Mechanisms

• Securing interoperability solutions: Hephaestus and XChainWatcher

• Future Research Directions



Building Blocks to Make It Work

27

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Pr ivacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and 

Privacy (SP), San Francisco, CA, USA, 2024, pp. 3840-3865, 



Example: the importance of the network layer

28

Source Chain Target Chain

TX 1A

TX 1A — Lock Asset A TX 1B — Lock Asset B

TX 1B

We must take into account the security of the 
underlying chains, and develop mechanisms to 

cope with possible vulnerabilities

Relayers

Selfish Miner + Relayer

……
…

Mint Asset A

Mint Asset 
B

= 51% attack in the Source 
Chain

Which one 
should the 
contract
accept?

wait for finality in the source 
chain



Show of Hands

29

How many of you would say protocols 
accept transactions in the destination chain 
before the finality of the corresponding 
transaction on the source chain? 
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Example: source chain finality

Paper

Augusto, A., Belchior, R., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2024). XChainWatcher: Monitoring and Identifying Attacks 

in Cross-Chain Bridges. arXiv preprint arXiv:2410.02029.
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Another one: fraud-proof window violation

Paper

Augusto, A., Belchior, R., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2024). XChainWatcher: Monitoring and Identifying Attacks 

in Cross-Chain Bridges. arXiv preprint arXiv:2410.02029.



The Protocol Layer
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Messaging Protocol

Token Bridges Coordination Protocols

Liquidity Networks xApp xApp…

xApp

Abebe, E., Robinson, P., Chand, A., Murdock, M., & Hyland-Wood, D. Crosschain Risk Framework. https://crosschainr iskframework.gi thub.io/



Blockchain Interoperability

Blockchain A Blockchain B

Interoperability 
Mechanism

33



Architectures
Centralization Trusted Computation

Permissionless Network

Chain A Chain B

Permissioned Network

Chain A Chain B

Chain A Chain B Chain A Chain B
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Architectures
Fraud Proofs Validity Proofs (e.g., SNARKs)

Hash and Time Locks

Chain A Chain B Chain A Chain B

Chain A Chain B

watchers

and more…
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Outline

• Motivation (Why?, How?, What?)

• Blockchain Interoperability and Interoperability Mechanisms

• Security and Privacy of Interoperability Mechanisms

• Securing interoperability solutions: Hephaestus and XChainWatcher

• Future Research Directions



How to classify IMs 
based on security 

guarantees?

37



“There exists no asynchronous cross-chain 
communication protocol tolerant against 
misbehaving nodes without a trusted third

party.”

38

Zamyatin, A., Al-Bassam, M., Zindros, D., Kokoris-Kogias, E., Moreno-Sanchez, P., Kiayias, A., & Knottenbelt, W. J. (2021). Sok: 
Communication across distributed ledgers. In Financial Cryptography and Data Security: 25th International Conference, FC 2021 , Virtual 
Event, March 1–5, 2021, Revised Selected Papers, Part II 25 (pp. 3-36). Springer Berlin Heidelberg.



Trust spectrum

Source: https://blog.li.fi/li-fi-with-bridges-trust-is-a-spectrum-354cd5a1a6d8 39



Trust spectrum (Rollups)

Source: https://x.com/brobobo_bo_bobo/status/1860004523101814956 40



Is the Trust 
Spectrum Enough?

So…what does a secure 
interoperability solution look 

like?

NO

41



A set of properties

Integrity of the system, data, and assets

Accountability of participants for integrity breach attempts

Availability of system to process cross-chain transactions

(Inspired by the classic CIA triad for secure systems to define a set of 
properties that characterize security in blockchain interoperability)

42

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Pr ivacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and 

Privacy (SP), San Francisco, CA, USA, 2024, pp. 3840-3865, 
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Vulnerabilities in Interoperability

43



Attacks in Cross-Chain Bridges

44

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Pr ivacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and 

Privacy (SP), San Francisco, CA, USA, 2024, pp. 3840-3865, 



Physical 
Infrastructure 
Backdoors

Bad key
Management Dead code Unsafe 

Third-party 
software

Lack of 
access 
control

Incorrect
event
verification

~66% used a Permissioned Network as Architecture

Vulnerabilities Behind

45



What about 
Privacy?

46



Privacy Brings Additional Challenges

• What do we mean by privacy?
• Anonymity of users

• Unlinkability of transactions across blockchains

• Confidentiality of cross-chain transaction data

What if we could design a system that guarantees all 
these properties?

Well…

47



The Obvious Example

Tornado Cash

…and it “only” provides the unlinkability of transactions in one blockchain

48



Interesting Connection with Bridge Attacks

14 out of 18

used Transaction Mixers,
mainly Tornado Cash

49



Would a cross-chain protocol with the same level
of privacy be sanctioned?

Explore the notion of Revokable Privacy. Is it possible to guarantee 
these properties if and only if there is no misbehavior?

50



Outline

• Motivation (Why?, How?, What?)

• Blockchain Interoperability and Interoperability Mechanisms

• Security and Privacy of Interoperability Mechanisms

• Securing interoperability solutions: Hephaestus and XChainWatcher

• Future Research Directions



Attacks stole between 140K 

USD and ~620M USD

A Prominent Problem

52



The Solution: Cross-Chain Modelling

Blockchain X1

Local Event X1

Blockchain X2

Local Event X2

CCEventX1 CCEventX2

Cross-Chain Transaction X

Emits

Emits

+ additional metadata (token prices, global clock, etc…)

53
Belchior , R., Somogyvari, P., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2023). Hephaestus: Modeling, analysis, and per formance evaluation of cross-chain

transactions. IEEE Transactions on Reliability.



Key Idea (burn-mint model)
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Key Idea (burn-mint model)
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Key Idea (burn-mint model)
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Key Idea (burn-mint model)
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Our state is at position X. Each time 

a tx happens, we update the state
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Our state is at position X. Each time 

a tx happens, we update the state

Check for non-modelled behavior
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Our state is at position X. Each time 

a tx happens, we update the state

Check for non-modelled behavior

Update the state of the cross-chain 

model
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Our state is at position X. Each time 

a tx happens, we update the state

Check for non-modelled behavior

Update the state of the cross-chain 

model

Valid move = cross-chain rules are 

being respected

61



Capabilities of a Cross-Chain Model

Finding anomalies in cross-chain protocols through cross-chain rules.

Example: defining what a valid deposit of tokens should look like

62
Augusto, A., Belchior, R., Pfannschmidt, J., Vasconcelos, A., & Correia, M. (2024). XChainWatcher: Monitoring and IdentifyingAttacks in Cross-Chain Bridges. arXiv preprin t 

arXiv:2410.02029.



Anomaly 1
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Anomaly 2
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Bridge Contract

Blockchain A

Bridge Contract

Blockchain B

Off-Chain IM

deposit

tokens

withdraws

tokens

Example: how does a token bridge work?

observes state changes Relays information or proof

65

What if the user does 
not have funds to cover 

for the gas fees?
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Blockchain C

Blockchain A

Blockchain B

Bridge Aggregators

Aggregator API Optimizer

optimization params

routes

params

tx1

tx2

tx3

Protocol 2

Protocol 1

Protocol 3

user

Subramanian, Shankar, et al. "Benchmarking blockchain bridge aggregators." 2024 IEEE International Conference on Blockchain (Blockchain). IEEE, 2024.
67
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Bridge Aggregators (Example)



Blockchain C

Blockchain A

Blockchain B

Bridge Aggregators

Aggregator API Optimizer

optimization params

routes

params

tx1

tx2

tx3

Protocol 2

Protocol 1

Protocol 3

user

Introduces another layer 
of complexity where 

bugs may be located…

69
Subramanian, Shankar, et al. "Benchmarking blockchain bridge aggregators." 2024 IEEE International Conference on Blockchain (Blockchain). IEEE, 2024.



ERC-7683 Cross-Chain Intents

Focus on user experience, fulfilling immediately users’ orders

Shift risk to a ‘Network of Solvers’

Intent Layer

Solver Layer

Settlement Layer

Users demonstrate intent to transfer tokens

Solvers compete for the fulfillment of intents in a 
unified Solver Network

Settlement of cross-chain intents (e.g., Across)

70



Current Interoperability Challenges

Weak monitoring of
cross-chain solutions

Layer 2s are 
majorly centralized

Sometimes large time windows to 
withdraw funds (e.g., 7 days)

Awful user experience when 
interacting with cross-chain protocols

71



Standardization Efforts

V6

72



Understudied Interoperability Layers

https://interoperable-europe.ec.europa.eu/collection/nifo-national-interoperability-framework-observatory/solution/eif-toolbox/6-interoperability-layers 73



Materials for further studying
Hyperledger Cacti workshop (3h) - https://www.youtube.com/watch?v=TM-
dnP2yzRM&t=4410s

DLT Interoperation: Implementing IETF Secure Asset Transfer Protocol in Hyperledger Cacti: 
https://www.youtube.com/watch?v=hmkK2lxhhFw

R. Belchior et al., “A Brief History of Blockchain Interoperability” Communications of the ACM 
(CACM), 2024 - https://dl.acm.org/doi/pdf/10.1145/3648607

M. Hargreaves et al., “Secure Asset Transfer Protocol (SATP)”, Internet Engineering Task Force 
Internet Draft draft‐ietf‐satp‐core‐04, May 2024 - IETF draft 

74

https://www.youtube.com/watch?v=TM-dnP2yzRM&t=4410s
https://www.youtube.com/watch?v=TM-dnP2yzRM&t=4410s
https://www.youtube.com/watch?v=TM-dnP2yzRM&t=4410s
https://www.youtube.com/watch?v=hmkK2lxhhFw
https://dl.acm.org/doi/pdf/10.1145/3648607
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Part 2: Practice



We will use…

77

Docker image: aaugusto11/cacti-satp-hermes-gateway:215ad342b-2025-05-29

GATEWAY

SATP Oracle

Two functionality families

Middleware to read/write data 

into blockchains

Middleware that supports the 

execution of SATP sessions

Implementation in: https://github.com/hyperledger-cacti/cacti/tree/4a9e5dab04ca59367208bdab33a42cf5671547da



The Secure Asset Transfer Protocol (SATP)

78
https://datatracker.ietf.org/doc/draft-ietf-satp-core/



Example: The Secure Asset Transfer 
Protocol (SATP)

NETWORK 1 NETWORK 2
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Example: The Secure Asset Transfer 
Protocol (SATP)

GATEWAY 1

NETWORK 1

GATEWAY 2

NETWORK 2
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Example: The Secure Asset Transfer 
Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

CLIENT APP
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Example: The Secure Asset Transfer 
Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

Org Org
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CLIENT APP



Example: The Secure Asset Transfer 
Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

Org Org
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CLIENT APP



Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2
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Until Commit

SATP 1-1

Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2
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Until Commit

SATP 1-1

Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

LOCK
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Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

SATP 2-1

Lock OK

proof

87

Proving Systems:

SNARK-based
Merkle Proofs

…



Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2
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Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

SATP 3

Transfer Asset X
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Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

BURN
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Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

MINT
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Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2

SATP 3-1

Mint OK

proof
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Proving Systems:

SNARK-based
Merkle Proofs

…



Secure Asset Transfer Protocol (SATP)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

NETWORK 2
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Sequence Diagram (1/2)
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https://github.com/ietf-

satp/figures/blob/main/ga

teway-message-flow-

asset-transfer-

v19PNG.png



Sequence
Diagram
(2/2)
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Critical

Operations

https://github.com/ietf-

satp/figures/blob/main/ga

teway-message-flow-

asset-transfer-

v19PNG.png



GATEWAY 1

CLIENT APP

GATEWAY 2

GATEWAY 1’

Transfer Asset X

SATP 1-1

SATP 1-1

Transfer Asset X

BLOCKCHAIN 1 BLOCKCHAIN 2

Crash Recovery Protocol

96
https://datatracker.ietf.org/doc/draft-belchior-satp-gateway-recovery/



Gateway Configuration File (1/2)

97…



98

Gateway Configuration File (2/2)

…



On-Chain Implementation

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

99

Bridge 
Contract

Token 
Contract

NETWORK 2

Bridge 
Contract

Token 
Contract



Protocol Requirements

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

100

Bridge 
Contract

Token 
Contract

NETWORK 2

Bridge 
Contract

Token 
Contract

Client has some assets that 
would like to transfer to 

Network 2



Protocol Requirements (Step 1)

GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2
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Bridge 
Contract

Token 
Contract

NETWORK 2

Bridge 
Contract

Token 
Contract

STEP 1: Client must authorize/approve 
Bridge Contract to spend funds on 

behalf of the client



GATEWAY 1

CLIENT APP

NETWORK 1

GATEWAY 2

102

Bridge 
Contract

Token 
Contract

NETWORK 2

Bridge 
Contract

Token 
Contract

STEP 2: Ensure the Bridge Contract is 
able to mint new tokens or access to a 

liquidity pool to satisfy request

Protocol Requirements (Step 2)
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…so, what are exactly the services offered by the gateway?



SATP-Related Functionalities/Services

104

Executes SATP based on the source and destination networks, and source and 

destination tokens



SATP-Related Functionalities/Services

105

Retrieves all data from all sessions executed in the selected 

interval



SATP-Related Functionalities/Services
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Retrieves all networks to which the gateway instantiated is 

connected to



Oracle-Related Functionalities/Services
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Oracle-Related Functionalities/Services

108

Executes READ, UPDATE, or/and 

READ_AND_UPDATE tasks in one 

or more smart contracts



Oracle-Related Functionalities/Services

109

READ_AND_UPDATE tasks allow for reading data from one blockchain and 

writing in the other automatically – i.e., the gateway manages the whole process



Oracle-Related Functionalities/Services

110

Allows registering a periodic task that is executed when some condition is met. 

Currently, we have POLLING and EVENT_LISTENING modes.



Oracle-Related Functionalities/Services

111

POLLING: The task is executed every pollingInterval seconds



Oracle-Related Functionalities/Services

112

EVENT_LISTENING: The task is executed whenever an event with 

eventSignature is emitted in a contract



SATP Experiment (Case 1)

113

1. Set up two Ethereum test networks

2. Create a configuration file for each gateway

3. Spin up both gateways (that will deploy automatically the Bridge Contracts

4. Deploy Token Contracts on both networks and mint some tokens to the user

5. Issue a transaction from the user to the Token Contract authorizing (approve) the 

Bridge Contract on the source blockchain to spend the amount to be transferred 

on behalf of the user

6. Create a request from the Client Application to one of the gateways, triggering 

the cross-chain transaction. The protocol will be executed!!



Oracle Experiment (Case 4)

114

1. Set up two Ethereum test networks

2. Create a configuration file for each gateway

3. Spin up both blockchains

4. Deploy the Oracle Contract on both networks

5. Register a task that sets up a listener for a certain event signature on the contract 

on the source network, and writes the “data” parameter to the destination 

network.

6. Create a request from the Client Application to the gateway, writing data to the 

source blockchain, which causes the event listener to trigger the write on the 

destination blockchain.



Try it ourselves
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The Problem: Connecting to Web3 is…

Complex Resource-Intensive Not ScalableImmense Fragmented Constant-Change

The Solution: 

All Digital Asset Users
Write

Read
Traders

DApps

Funds Wallets

Analysts Service Providers One unified API 

170+ Endpoints

Chains DEXs
Lending 

Protocols

On-Chain 
Data

DEX 
Aggregators

Yield 
Aggregators

Oracles
Fungible 
Tokens NFTs

Bridges Perpetuals Synthetics

RWAs

Stablecoins

Staking

Algos



Chain & Protocol Integrations - All of Web3 & DeFi in ONE unified API

Chains

L2s

Ethereum Binance Bitcoin Fantom Solana Avalanche XRP

Algorand Tron NEAR Aptos Solana Ton Cosmos

Stellar ZKsync Cronos Osmosis Mantle Kaspa

Arbitrum Base Optimism Starknet Polygon Stacks

DEXs & Aggregators

L2s

Uniswap Sushiswap Curve Balancer Ston.fi Sologenic Pancake 
Swap

Trader Joe Ref Finance sdex Camelot Liquidswap Raydium Orca

ALEX Cetus Osmosis Mantle

0x Linch Kyberswap Jupiter

v2

v3

Aerodrome

Lending Protocols & 
Yield Aggregators

Aave Harvest 
Finance

Yearn
Finance

Compound Pendle Morpho

v2

v3

v2

v3
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Appendix



Interoperability can take multiple forms
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Do you need an interoperability solution?
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Interoperability Assessment
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