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Abstract

Blockchain interoperability conflates the need for blockchains to communicate with third-party
systems and other distributed ledgers via interoperability mechanisms (IMs). Blockchains increasingly
rely on exchanging data and value across network boundaries in a more mature and interconnected set
of ecosystems. However, interoperability comes with challenges. Through a systematic literature re-
view, we identified the main challenges impacting the field: 1) the lack of a common conceptual model
for blockchain interoperability, and thus a lack of evaluation frameworks for IMs; 2) the absence of
organizational interoperability in most IMs; and 3) ineffective methods for blockchain interoperability
security.

Our contributions can be aggregated into three main groups. The first group of contributions deliv-
ers a conceptual model, evaluation framework, and decision models that allow researchers to reason
about blockchain interoperability, compare solutions, and decide on the best IM given their require-
ments. The second group of contributions delivers a new paradigm for blockchain interoperability
called the blockchain gateway paradigm, with our system called Hermes. This paradigm considers
privacy and accountability in the interoperability processes across centralized and decentralized or-
ganizations. This is a suitable model for the enterprise and is a middle-ground between permissioned
and permissionless infrastructure.

The last group of contributions addresses the prominent security challenge in the blockchain indus-
try. We explore the potential SNARKs as a technology to verify computation succinctly, such that it
reduces the attack surface for hackers. We propose a framework called Harmonia to build interopera-
ble decentralized applications on top of this technology. As no technology is safe from malicious par-
ties, we propose a new monitoring method for interoperable decentralized applications, Hephaestus.
By generating a model of the interoperable application, we can analyze and monitor relevant states,

allowing us to respond to attacks more effectively.

Keywords: blockchain, interoperability, cross-chain transaction, digital assets, decentralized

protocol
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Resumo

A interoperabilidade de blockchains aborda a necessidade de as mesmas comunicarem com sis-
temas centralizados e outros sistemas descentralizados, via mecanismos de interoperabilidade (Mls).
No entanto, a interoperabilidade traz desafios. Através de uma revisao sistematica da literatura,
identificamos os principais desafios que impactam a area: 1) a falta de um modelo conceptual para
a interoperabilidade de blockchain e, portanto, a auséncia de estruturas de avaliacdo para MIs de
blockchain; 2) a auséncia de interoperabilidade organizacional na maioria dos MIs; e 3) métodos inefi-
cazes para a seguranca da interoperabilidade de blockchain.

As nossas contribuicdes estdo agrupadas em trés principais grupos. O primeiro grupo de con-
tribuicoes fornece um modelo conceptual, uma estrutura de avaliacao e modelos de decisao que per-
mitem aos investigadores raciocinar sobre a interoperabilidade de blockchain, comparar Mis e decidir
sobre o melhor Ml com base nos seus requisitos. O segundo grupo de contribuicées introduz um novo
paradigma para a interoperabilidade de blockchain chamado paradigma de blockchain gateway, in-
stanciado com o nosso sistema Hermes. Este paradigma considera a privacidade e a responsabilizacao
nos processos de interoperabilidade entre organizacdes centralizadas e descentralizadas. Este é um
modelo adequado para empresas e representa um meio-termo entre blockchains que requerem e nao
requerem autorizacao para participar em redes descentralizadas.

0 dltimo grupo de contribuicdes aborda o desafio de seguranca proeminente na indUstria de blockchain.
Exploramos o potencial das SNARKs como uma tecnologia para verificar computacdes de forma sucinta,
reduzindo assim a superficie de ataque para potenciais atacantes. Propomos uma framework chamada
Harmonia para construir aplicacdes descentralizados interoperaveis com base nessa tecnologia. Como
nenhuma tecnologia esta imune a ataques, propomos um novo método de monitorizacdo para apli-
cacoes descentralizadas interoperaveis, Hepheastus. Ao gerar um modelo da aplicacao interoperavel,
podemos analisar e monitorizar o seu estado a qualquer momento, permitindo-nos responder a ataques

de forma mais eficaz.

Palavras-chave: tecnologia de cadeia de blocos, interoperabilidade, transferéncia entre

blockchains, ativos digitais, protocolo descentralizado
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“Saruman believes that it is only great power that can hold evil in check. But that is not
what | have found. | have found it is the small things, everyday deeds of ordinary folk, that

keeps the darkness at bay. Simple acts of kindness and love.”

Gandalf in The Hobbit: An Unexpected Journey (2012)
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Foreword

My supervisors kindly told me that it is not common for a doctoral student from Técnico Lisboa to
write a foreword. However, | feel the need to share a bit of my path in the blockchain world, a highly
competitive, quick-paced, innovative industry.

My academic path, which coincides with the beginning of my blockchain journey, started in 2017
and led to the conclusion of this thesis, in 2024. This doctoral program taught me some things, which
I underline two. First, research is a truly collaborative experience, where each participant constructs
and deconstructs ideas, argues, and reaches a consensus; second, writing an up-to-date thesis is not
easy, as research quickly becomes outdated - as new developments are announced on a monthly basis.
This is because the industry is a moving target, especially in the hot topic of blockchain interoperability
and scalability. Thus, we had to do research while actively following developments in the industry.
The Design Science Research Methodology helped us achieve that but bear in mind that by the time you
read this, the created knowledge might already be obsolete. Nonetheless, we believe this document
provides a solid theoretical basis that captures much of the complexity of blockchain interoperability
theory and practice. Take this thesis as a snapshot of the area as of January 2024.

When | started working on interoperability, very little work on blockchain interoperability existed
(somewhere around 20 academic papers): blockchain technology potential was barely understood by
the wider community, and the need for interoperability was not seen as a priority. Since then, we have
come a long way. While I believe our high-level paper “A Brief History of Blockchain Interoperability”
[1] introduces the area and its recent developments in great detail, one thing | can say: in ten years,
we evolved from not knowing what the goal of blockchain is, to having completely different blockchains
connected (somewhat) effectively - a gigantic pace of development for this technology.

New challenges emerged, partially due to the technology becoming more complex and partially
due to the capital inflow in blockchain, leading malicious actors to try to exploit them. Combined
with privacy, effective monitoring, and incident response frameworks, security seems to be the most
prominent challenge today. Hopefully, some of these problems will be solved by the time you read

this. Now, there is a lot of work ahead.

We are going to begin to act, beginning today. To do what needs to be done. Let’s get on with the

job!
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This thesis uses tables and figures to better organize the conveyed ideas.

Definitions. The introduction of critical concepts is framed by a coloured box. Exemplifying:

Definition 0: A definition is a passage describing, and possibly formalizing the meaning

Research Questions. Key premises for the thesis validation are framed in a box:
RQ42: This is an illustrative research question.

Framed text. Colored frames are either used to illustrate basic concepts (Basics label) or to expose
implications of the contextual contents (Implications label) in order to guarantee that the main text

remains concise. Implications explain the impact that an item has on society.

Basics: Further Information

Experts may choose to skip these frames.

Implications: Impact on Society

Examples of implications are new research areas propelled by certain research

XXV



XXVi



Introduction

Blockchain is often mentioned in the context of digital money and Bitcoin. Bitcoin has been referred
to as digital money and digital gold [2], considered a reinvention of a technology that was around long
before the alphabet [3].

Basics: Blockchain
The term blockchain has at least two different meanings: a type of system and a type of data structure. In this
dissertation, we use the term blockchain to denominate a class of distributed systems. A blockchain maintains a shared
state, specifically a replicated data structure that we denominate distributed ledger [4]. This ledger is maintained by a
set of machines called nodes (or peers or participants) with computational and storage resources. Nodes are not trusted
individually to maintain the distributed ledger; they are trusted as a group due to their number and diversity [5]. A
blockchain can also be considered a deterministic state machine that provides a certain service, given existing incentives
that the network can reward.

Such systems provide safety and liveness [6], which in the distributed system research area jargon means that
such systems do not allow bad behavior from participants (bad things do not happen), and desired behavior eventually
is processed by the system (good things happen) [7]. How these properties are realized depends on the desirable
decentralization level, the fundamental property of blockchains, and the implementation specifics. Please refer to
Appendix B.1 for further pointers.

The first blockchain was part of the Bitcoin system and provided as service transactions of a cryp-
tocurrency, a digital currency, also designated Bitcoin [8]. The service provided by Bitcoin is the
execution of transactions of bitcoins, the biggest cryptocurrency in terms of market capitalization,
around 816 billion USD (as of 21 January 2024). It is debated whether blockchains can provide the fi-
nancial infrastructure for cryptocurrencies with fiat-similar properties, namely medium of exchange,
unit of account, and store of value. Arguably, cryptocurrencies are still not ready to be widely adopted.
For example, its high volatility makes it a suboptimal unit of account [9]. However, we refrain from
entering these discussions in this thesis and we thus assume that there is potential for the adoption of

cryptocurrencies as (at least) viable complements to fiat currency [10, 11, 12].



Implications: Blockchain as Financial Infrastructure

The impact of cryptocurrencies in the current financial infrastructure is the creation of new investment vehicles and
investment platforms [13, 14], promoting better financial inclusion to people with an internet connection. Second, it
promotes faster settlement for cross-border transactions [15] and scalable, low-fee micropayments [16, 17]. Finally,
cryptocurrencies, as alternatives to using banks, create tensions that origin new laws, regulations, and a new economic
status quo [18, 19].

Since the introduction of Bitcoin, many other blockchains appeared. A notable example is Ethereum [20,

21], a blockchain supporting the execution of smart contracts and fault-tolerant programs the network
executes. This invention effectively adds programmability to monetary transactions, allowing arbitrary
data and business logic to be decentralized and enabling a wide range of applications. The term dis-
tributed ledger technology appeared to cover blockchain-like technologies that aggregate transactions
in structures other than blocks; and to convey programmability of transactions other than financial:

via smart contracts (for more details on smart contracts, refer to Appendix B.2).

Definition 1: Blockchain and Distributed Ledger Technology (DLT). According to ISO TC 307, a DLT is
a “ledger that is shared across a set of DLT nodes and synchronized between the DLT nodes using a
consensus mechanism”. A blockchain is a “distributed ledger with confirmed blocks organized in an

append-only, sequential chain using cryptographic links” [22].

Smart contracts are triggered by transactions, which are recorded on the ledger. Nodes that form
the DLT network agree on the validity and ordering of transactions via a consensus mechanism. Typi-
cally, DLTs provide transparency, tamper-resistance, and auditability of ledger information, providing
desirable features that can alleviate some of the problems of centralized technologies which we will
study throughout this thesis.

On the other hand, blockchains allow to decentralize processes and distribute trust among a net-
work of mutually non-trusting peers. This feature of blockchain is of utmost importance because it is
a technical mechanism to enforce, for the first time in history, decentralization of power, resources,
and responsibility. By doing this, one can alleviate the problems of centralization, such as single point
of failure and proclivity for conducting fraud and implementing corruption [23]. Corruption comes in
the form of dishonesty or criminal offense when parties entrusted with a position of authority acquire
illicit benefits - affecting all areas of society. It then does not come as a surprise that corruption
is present at every layer of society, given a variety of reasons: technological limitations regarding
traceability, lack of transparency, lack of auditability, and lack of accountability. For example, us-
ing centralized systems to record sensitive operations may open doors to hide traces without ways to
enforce accountability [24, 25]. This causes distrust among stakeholders in communities, enterprises,
and governments alike, causing prejudice to possible synergies that can raise efficiency and improve
the status quo.

Basics: Centralized versus Decentralized Systems
A centralized system can still be distributed (e.g., for scaling or fault-tolerance purposes), but its components are

trusted and operate under the umbrella of one authority. More concretely, it is a system where the state consensus is

decided by a single party or multiple parties under the same authority. A decentralized system is a distributed system



where various parties control different components of the distributed system, and no party is fully trusted by all. In
our context, we can consider a decentralized system to be a system where the state consensus is decided by conflicting
or competing multiple parties, where accountability (from an external viewer's point of view) of individual decisions is

assured. Each party composing the system can vote autonomously and has different incentives from other parties.

In fact, centralization is a consequence of attempting to achieve better performance in decentral-
ized systems. For instance, when cryptocurrencies emerged, there were no cryptocurrency exchanges.
Users had to trade directly but did not trust each other to go first (known as the fair-exchange prob-
lem, it is not solvable without a trusted third party [26]). An easy solution was to rely on centralized
exchanges, which are single points of failure [27], vulnerable to corruption, and consistent targets
of hackers [28]. Many examples exist. The most recent and mediatic example is the FTX exchange
collapse due to corruption [29], which caused billions of dollars in damages, including millions of dol-
lars lost from Portuguese taxpayers [30]. Therefore, there is a trade-off between convenience/user
experience, performance, security, and decentralization. While these tradeoffs are being better stud-
ied, the community is advancing on these fronts. For instance, bringing privacy to permissionless
blockchains [31, 32]. Thus, blockchain is becoming a great vehicle to build a more transparent, ro-

bust, and secure infrastructure to promote cooperation in the coming century.

We envision a world where decentralized currencies can support a free-market economy of trust-
minimized applications, that empower synergies between mutually untrusted parties, as the founda-
tion for new technological infrastructure. We, therefore, lay a vision for blockchain technology in the
long run, to which we expect this thesis to contribute “a world where more decentralized, efficient,
and secure money is supported by more transparent, accountable, and decentralized institutions”.

Is this vision being accomplished? It seems that the current socio-economic environment, including
rapid digitization of information and processes, the rise of machine learning, and the ubiquitous access
to the Internet [33] amplifies the need for human-human and human-machine interactions without a
single point of failure that is transparent, dependable, resilient, and that operate at a global scale.
This creates an unprecedented need for decentralization. As a consequence, blockchain technology
is growing at a fast pace. The development of real-world applications shows real interest from both
industry and academia [34, 35]. For instance, decentralized applications have been developed in a
wide variety of blockchains in the areas of public administration [24, 25], access control [36, 37], iden-
tity [38], healthcare [39, 40], and many others [41]. In fact, dozens of distributed ledger technology
and blockchain systems [42] give rise to hundreds of blockchains [43], which in turn have deployed
around 9,000 cryptocurrencies (only in permissionless blockchains) [43], leading to a new complex
financial infrastructure. It includes payment networks [44], blockchain-based central bank digital
currencies [45, 46] and decentralized finance (DeFi) applications [47, 48] are already being leveraged
by multiple players, such as (centralized and decentralized) hedge funds [49]. El Salvador adopted
Bitcoin as a legal tender in June 2021. Several dozen projects on central bank digital currencies,
including the Digital Pound consortium and the European Central Bank’s Digital Euro [50] are display-
ing the increasing need for digitizing money [51]. Adoption seems inevitable as the world’s financial

ecosystems evolve [52].



Finally, research suggests that the market for applications using DLTs will grow, with many or-
ganizations stating that blockchain is a critical priority [53, 54], due to, for example, cost reduc-
tion.The inherent advantages of blockchain are propelling the institutional adoption of blockchain.
Many blockchain ecosystems invest and promote projects that advance knowledge in cryptocurren-
cies [55, 56] and blockchain open-source research [57, 58], bringing more adoption to the space and
knowledge that feeds back into economics, cryptography, and distributed systems research, to name a
few. In Portugal, a recent, national-wide blockchain initiative (October 2023) involving almost 50 part-
ners from the academia and the industry proposes to create around 30 products, services, or processes
with high potential of exportation and scalability has been proposed, approved, and funded’.

Thus, blockchain is slowly but steadily becoming an infrastructure for global value exchange and
distributed computation [59]. However, blockchains have been created as standalone networks, as
autonomy from most external systems was sufficient for the first applications. Although promising,
blockchain technology has many open research questions and problems, including in standardization
and governance [60, 1], security and privacy [61, 62, 63, 41], and interoperability [64, 65, 66, 67, 1].

The challenge we focus on in this dissertation is interoperability.

1.1 The Case for Blockchain Interoperability

There is considerable industry and academic interest in the applications of blockchain interop-
erability and its technical challenges. Furthermore, the industry has evolved to connect multiple
decentralized infrastructures to transfer liquidity, capital efficiency, and data across domains. As of
21 January 2024, the total value locked in bridges is approximately 30B USD?.

On the other hand, partially due to their practical applications, we can assist in a skyrocket of
interest in this research area. Figure 1.1 depicts the number of search results that Google Scholar
returned per year. In the 2014-2017 interval, only 22 documents were found. In 2018, 2019, 2020,
2021, 2022, and up to the end of 2023, the results were 120, 225, 263, 505, 722, and 867, respectively.
We can see a steep increase in interest in this research area from 2020 onwards, showcasing the
interest in the interoperability research area applied to DLT technologies. In this section, we explain
the motivation of this research area.

The interoperability challenge is complex, with specific challenges and solutions depending on the
area (for a detailed exposition of the interoperability of software systems versus in the context of this
thesis, we refer the reader to Appendix B.3). In the case of blockchain, it stems from heterogeneous
DLT infrastructure being created as standalone networks, as autonomy from most external systems
was sufficient for the first applications, namely wealth transfer in a closed network. Connecting those
blockchains and making them cooperate (i.e., achieving interoperability [68]) have a practical utility
and importance [69, 70], as demonstrated by the wide interest in recent years. Interoperability allows

serving multiple use cases and stakeholders who require different blockchain features and capabili-

Thttps://blockchain.void.pt/
Zhttps://12beat.com/bridges/summary
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Figure 1.1: Number of search results in Google Scholar with keywords “blockchain interoperability”
OR “cross-chain communication” from 2014 to 2024 as of 26! January 2024 (67 results). The dashed
lines in the shadowed box in “2024” represent the projected number of search results using linear
interpolation of previous years.

ties [71] - e.g., the need for interoperation between blockchain-based state-controlled CBDCs does
not conflate the same challenges as interoperating between decentralized finance applications hosted
on public, permissionless blockchains. For an extensive list of use cases of blockchain interoperabil-
ity, refer to Appendix D. Moreover, each blockchain has its security risks; as the technology is still
maturing, the user base is relatively limited (e.g., compared to the World Wide Web). Consequently,
there are uncovered bugs and security flaws [72]. Therefore, developers and researchers must choose
between novelty and stability in choosing a blockchain, leading to a vast diversity of choices. This
diversity leads to fragmentation, i.e., data and value silos.

Interoperability allows connecting these silos by enabling communication between systems to ex-
change data and assets (fungible and non-fungible), leading to a higher heterogeneity of solutions
in the market, synergies between projects, and higher liquidity to end-users. Interoperability also
promotes the avoidance of vendor lock-in, by allowing users and developers to migrate their infras-
tructure in case of need (e.g., blockchain becomes insecure or obsolete, more attractive features on
new blockchains) [73, 74]. No blockchain should become a single point of failure, as it has happened
before [75]. To study and develop secure and scalable interoperability techniques on blockchains that
power decentralized applications (see Appendix D for a list of cross-chain decentralized applications),

the field of blockchain interoperability appeared.

1.2 Thesis Scope

Studied since the 1980s [76, 77, 78, 79, 80], interoperability plays a major role in connecting
information systems. In particular, this research area started gaining more notoriety with the emer-
gence of the Internet [81]. The latter was created in a geo-political context (namely the Cold War)
that required the creation of a resilient, dependable, scalable, manageable, and self-healing network
that could sustain attacks from a powerful adversary. Effectively, the Internet architecture specified
the number of properties that propelled it as a commercial success, enabling considerable economic

growth [82]. Those properties are survivability, diversity of services, and diversity of networks.



Definition 2: Interoperability. “Interoperability is the ability of two or more software components
to cooperate despite differences in language, interface, and execution platform” [77]. Wegner
established a bridge between the concept of interoperability and existing standards. As those
authors were influenced by the standards existing at that time, authors nowadays are influenced by
the Internet architecture and concepts, in what concerns blockchain interoperability [81, 61]. Thus,
reflecting on the Internet’s architecture is a good starting point to understand how blockchains can

interoperate.

Non-surprisingly, these principles anchored in the Internet architecture are guiding the develop-
ment of interoperability protocols and standards, with direct application to information systems and,
as our object of study, blockchains [81, 83]. Given the history of the development of the Internet and
computer networks in general, it does not come as a surprise that communities are pushing toward in-
teroperability across blockchains (also referred to as cross-chain interoperability). As a consequence,
the blockchain industry is settling on several multi-chain ecosystems connected by cross-chain solu-
tions.

Despite recent progress connecting homogeneous blockchains, many unsolved challenges in DLT
interoperability theory and practice are exacerbated by the lack of standardization among APls, data
models, security, privacy, and monitoring processes. Thus, integrating with different DLTs is an error-
prone and tedious task [84]. This is one of the reasons why it is still difficult for centralized systems to
exchange assets with blockchains, despite advances in developing higher-level APIs that simplify this
process [83, 85, 86, 87].

Basics: Interoperability is not Binary
To provide better support for enterprise collaboration, synergies, and a richer ecosystem, integration processes should
be verified and improved [88, 89]. Thus, integration is not a final step, but rather a continuous process that is also

subject to change. Interoperability assessment tools exist for one to positioning systems in terms of how interoperable
it is.
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Figure 1.2: Blockchain interoperability layers [1]

We classify the different interoperability layers to understand the nature of these attacks better,



although various frameworks exist depending on the research field [90]. For blockchain interoperabil-
ity, we consider a six-layer approach that captures its main challenges [1]. First, the technical layer
focuses on data formats, communication protocols, interface specifications, and integration services
(“bits and bytes”). It precedes the syntactic layer that defines protocol structure and payload for-
mats. Semantic interoperability exists when systems can interpret exchanged information following
a defined ontology. This translates into systems being able to exchange information and assets. Dif-
ferent applications can be built on top of the semantic layer (e.g., bridges on top of asset transfer

protocols and functionalities).

Organizational interoperability comprises the set of processes, agreements, policies, and gover-
nance on interoperability across two or more organizations, realizing a specific use case. Legal in-
teroperability assures organizations can cooperate under heterogeneous legal frameworks, policies,
and strategies (legal and regulations). Figure 1.2 summarizes the existing standardization attempts
across the different interoperability layers. Having clear interfaces between the different layers lim-
its development complexity and provides a separation of concerns that empowers developers to think
more abstractly about the underlying layers and focus on application logic. Different standards are
being built for each layer. For instance, at the IETF, the Secure Asset Transfer Protocol (SATP) working
group [91] defines a protocol for digital asset transfers that focuses on the semantic layer (with the
potential to influence the organizational layer and perhaps the legal layer). For simplicity, we refer to
the four main layers: technical (includes syntactic), semantic (includes application), organizational,

and legal.
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Figure 1.3: Classification of blockchains according to the blockchain trilemma. We position solutions in
one of three buckets (only the bucket matters, and not the relative position of a blockchain to another
within the bucket). Blockchain ecosystems, left to right, up to bottom: Bitcoin, Algorand, Litecoin,
Ethereum, Polkadot, Solana, Optimism, Celo, Tezos, Dogecoin, Avalanche, Polygon, Arbitrum, NEAR,
Cosmos.

Interoperability does not only conflate flexibility and application portability across different lay-
ers. It also has the potential to solve some of the biggest blockchain research challenges. Let us

recall the blockchain trilemma (cf. Figure 1.3), postulated by one of Ethereum’s founders [20], which



states that blockchains have an inherent trade-off between security, scalability, and decentralization.
Being an equivalent of the CAP theorem? for blockchains, the core property chosen is typically secu-
rity - implemented through consensus algorithms [93], crypto-economics [94], formal modeling, and
results from distributed systems research (namely crash-fault tolerant and byzantine-fault tolerant
algorithms [7, 95]). Typically, the more nodes involved in a peer-to-peer network, the harder it is to
corrupt it, but the slower the consensus becomes (intuitively, more nodes, more messages exchanged,
and, therefore, the higher the overall communication latency). Consequently, decentralization and
security walk manus in manu. Nonetheless, we still have to solve the scalability part of the trilemma,
via interoperability. In particular, interoperability promotes blockchain scalability, as it provides a
way to offload transactions to other blockchains, e.g., via sharding [96] and sidechains (called layer
twos [97]). On the one hand, interoperability is a requirement for scalability. On the other, it enables
more functionality by force of synergies with external systems.

Blockchain interoperability is typically based on two prisms: multi-chain interoperability, and
cross-chain interoperability. In multi-chain interoperability, instances of a blockchain engine [65]
(aka blockchain of blockchains, e.g., Cosmos, Polkadot, Avalanche) communicate with each other
through a trust anchor that is implemented in the protocol. Each instance of the blockchain engine
has a built-in interoperability protocol and data format that other instances of that engine understand.
Consider Polkadot’s parachains: each parachain (application-specific blockchain) communicates with
other parachains via XCMP, a built-in interoperability format [65]. Communications are anchored by
the canonical blockchain (the Relay Chain [98] in the Polkadot network) and establish trust from one
parachain to the world. In Cosmos, interoperable blockchain instances are called zones, which commu-
nicate via a protocol called Inter Blockchain Communication (IBC) [65]. The Cosmos developers suggest
a main zone that performs the role of an aggregator, the Cosmos Hub [99]. A light-client interoper-
ability mechanism anchors the multi-chain communication that processes cryptographic proofs [100].

Other blockchains that claim to have incredible scalability typically use a sharding system [101],
where each shard is responsible for computing a subset of the overall transactions. The result is then
communicated across shards. However, there is a problem with multi-chain interoperability. Polka-
dot’s parachains can communicate with each other, but can they communicate with Cosmos or other
blockchain engines? Not natively, because they follow a different protocol and have a different global
state (i.e., are heterogeneous). Those are the boundaries of a blockchain network (otherwise, they
would be considered the same system, i.e., homogeneous). That is, the cross-chain vision connects
heterogeneous chains; in the multi-chain vision, a native cross-chain protocol connects homogeneous
chains that utilize the same framework and typically are anchored in a common chain. This thesis
focuses on cross-chain interoperability, which enables hybrid blockchain applications.

An example of a project enabling cross-chain interoperability is Hyperledger Cacti [102, 103, 45],
the flagship interoperability project within the Hyperledger Foundation. Cacti contains, at its core, a
set of plugin connectors, software components that allow Cacti nodes to read and write to different

DLTs. Cacti nodes are API servers that translate requests from business logic plugins into DLT-specific

3The CAP theorem [92] states a trade-off between consistency, availability, and partition tolerance in distributed systems.



transactions. Business logic plugins allow realizing cross-chain transactions by enforcing a set of reads
and writes constrained by rules. A cross-chain transaction is a set of transactions in different domains
related by a set of rules [104]. A simple rule can be “when in DLT A my account burns X tokens, credit

X tokens to my account on DLT B”. For more details, we refer the reader to Appendix B.4.

Definition 3: Hybrid Blockchain Applications. Cross-chain applications that utilize heterogeneous
infrastructure, e.g., a private blockchain and a public blockchain. An example can be found in

Hyperledger Cacti Carbon Emission working group [100].

Figure 1.4 showcases the high-level architecture of a general-purpose IM. In brackets, we illustrate
the corresponding implementation of the concept within Hyperledger Cacti. The IM exposes its func-
tionality via a set of APIs [a set of OpenAPI specifications]. For instance, in Cacti, core-api defines
schemas, e.g., the format of plugins (business logic plugins, connectors), constants, structure of DLTs,
consortia, authentication, among others. Each Cacti plugin exposes its own interfaces, specified with
Open API.
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Figure 1.4: Representation of a general purpose blockchain interoperability solution in the Archimate
modeling language [105].

Connectors ‘

Upon the IM receiving a request [Cacti node], it is redirected to the module implementing the
functionality dealing with that request. Functionality is managed by cross-chain logic modules [busi-
ness logic plugins]. Cross-chain logic modules process the request, translating it into protocol-specific
transactions, that are sent to connectors [connector plugins], and dispatched to a blockchain node.
This processing can be persisted in storage. Eventually, the interaction with target nodes (either
DLT nodes or other IMs) receives a response, which is processed and optionally persisted, creating a

cross-chain state. A detailed explanation is present in [100].

1.3 Problem Motivation

The vehicle for creating the hypothesis posed by this thesis is our survey on blockchain interop-
erability conducted in 2021 [65] (present in Appendix C), where we identified three interconnected

problems. Note that Chapter 2 contains our work [4] that updates the 2021 survey by proposing a



simpler conceptual model and doing an informal survey of the available solutions, conducted around
September 2022.

Problem 1: Lack of Classification and Evaluation Frameworks for Interoperability

Mechanisms

Recent years have seen extensive work on IMs. Several surveys condensed that knowledge, focus-
ing on public connectors (connecting public blockchains) [106, 64, 107, 108, 109], architecture for
blockchains [61], and others [110, 111, 112, 113, 114]. Some surveys provide a systematic overview
of the area, showcasing more modern interoperability solutions [65, 115].

However, the systematization of existing solutions is not coherent in the literature. This is due
to the existence of inconsistent classification methodologies across surveys, making it challenging for
researchers to evaluate available options systematically [90, 100]. What is a consistent classification
framework that can improve past work and improve understanding when classifying IMs? What are
the relevant theoretical contributions to the DLT interoperability research area, including the cur-
rent capabilities, components, connection modes, interoperation modes, practical applications, and
limitations of blockchain interoperability?

On the other hand, systematic assessments of IMs are also scarce [1]. Research typically does not
follow a well-defined interoperability assessment framework and, therefore, assesses the solutions
ad-hoc, prominently the technical specification [83] or performance [116]. The lack of evaluation
methodologies makes it hard to systematically evaluate solutions, contributing to a more robust and

unbiased comparison.

Problem 2: Absence of Organizational Interoperability

Both private organizations and governments are actively investigating and investing in blockchain-
based digital assets by, for example, promoting new platforms for digital transactions [52]. A key
challenge to enabling this digital economy is to safely connect different networks, enabling network
effects among them [71, 61]. Although many blockchains, and in particular blockchain interoperability
protocols solve this challenge at the technical and semantic layers, there is a lack of consortia imple-
menting interoperability solutions, especially in the hybrid blockchain approach; there is also a lack of
protocols capable of complying with local jurisdiction and laws (and thus acting at the organizational
and legal layers). This hinders the development of enterprise-grade applications using blockchain,
since public blockchains, private blockchains, and legacy systems cannot communicate seamlessly.
This challenge is exacerbated by the lack of a common data format that can be used amongst hetero-
geneous infrastructure (DLT and non-DLT based). While technical and semantic interoperability are
necessary conditions for organizational interoperability, they are not sufficient. We hypothesize that
the lack of a privacy-preserving common data format for interoperability is the main barrier to the
development of organizational interoperability, i.e., protocols implementing semantic interoperabil-

ity currently do not provide the necessary technical requirements that are desirable for enterprises.
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The lack of legal interoperability is also a prominent challenge in the field, which we do not address

in this thesis.

Problem 3: Ineffective Methods for Securing IMs

To connect blockchains, we need to use cross-chain communication, a set of techniques allowing
us to share data and transfer assets between blockchains [65]. This concept seems prone to security
vulnerabilities [117, 118, 119], and it is indeed - more than $3B in losses happened only in blockchain
bridges, the most popular cross-chain applications [104, 120, 121] (there are more than 110 bridges?).
Cross-chain bridges conquered the rank of having the most devastating losses in terms of capital within
DeFi applications. Due to the presence of a large attack vector, it has been pointed out by reputable
people in the blockchain community that multi-chain is inherently more secure than cross-chain [122].
While the authors tend to agree that multi-chain does seem to lower the attack vector for interopera-
ble applications, it is also the case that there will not be a blockchain to rule them all: design decisions
need to be made, and some give priority to scalability while sacrificing decentralization (namely per-
missioned blockchains), while others focus on privacy [123]; others are application-specific [124, 125].

Blockchain security is critical due to its wide attack surface, which we emphasize the prime moti-
vating factor: the existence of honeypots - the more value cross-chain bridges hold, the more incentive
criminals will have to attack those systems [126]. The total value locked (TVL) in bridges peaked in
March 2022, at around $30 billion worth of assets locked just in Ethereum (as the chain receiving the
transferred assets) [127, 128], effectively reflecting the synergistic effects of free flow of capital,
as now users can use their capital on multiple blockchains. As of January 2024, the TVL for canoni-
cal bridges is still significant, collecting around 28B USD [129], with considerable recent fluctuations,
therefore reflecting the larger macroeconomic environment. In fact, as scalability solutions that come
with blockchain adoption are used more and more, the higher the TVL increases, the more we will
assist. Notwithstanding, security is paramount to secure all this TVL.

The condition that modifies the TVL the most is the execution of successful attacks by hackers.
Some examples of recent mediatic attacks include the Wormhole bridge, where the attacker stole
around $325M [130, 131], and the most significant on-chain attack in the cryptocurrencies history,
the Axie Infinity’s Ronin Bridge [132], which caused around $625M in losses. In February 2022, the
Wormhole bridge was attacked and resulted in $320M in damage [133]. In June 2022, the Harmony
bridge was hacked, resulting in $100 million in losses [134]. Although hackers were offered $1 million to
return the funds to the community, they seem to have not complied [135]. In August 2022, the Nomad
bridge collateral was stolen, resulting in the loss of $200M [136], despite the bridge being developed
by an expert team and audited multiple times. Throughout 2023, several hacks were performed,
causing at least 130M USD in damages, which we systematically analyzed and categorized [121]. The
trend continues, as 2024 saw its first hack happen on the first day of the year, stealing 80M USD from
users [137]. The grand total is now more than USD 3B in a mere three years [138, 139], leading to

the loss of credibility and even to the closing of several companies in the space. With the increasing

“https://chainspot.io/
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adoption of blockchain (see, for example, the first Bitcoin ETF approval [140]), it is clear that citizens

will be more exposed to cryptocurrencies in the future and, therefore, exposed to blockchain bridges.

In order to protect the current and incoming users, the community still has a long way to go to
implement secure bridges. As interoperability becomes general-purpose, and more data transfer use

cases and hybrid (data transfers + asset transfers) will be developed, the more pressing security is.

1.4 Thesis Research Questions and Requirements

The hypothesis of this thesis, sustained by the author’s vision, is that IMs providing interoperability
across the technical, semantic, and organizational layers can securely implement the requirements
of both centralized and decentralized organizations. Naturally, testing this hypothesis leads us to the
how. First, how can IMs realize interoperability across the technical, semantic, and organizational
layers for legacy systems and infrastructure that need to abide by the requirements of enterprises?
Second, how can one add robustness and assure the safety of IMs connecting both legacy systems with
blockchains, and native decentralized applications operating in different blockchains? Figure 1.5 lists
the thesis structured view: problem space, solution space, and methodology to validate the target

hypothesis. Each research question addresses its respective problem, posed in the previous section.

| RQ1: How to assess capabilities of an IM? |

Problem Space  |.......... | RQ2: How can IMs provide different levels of interoperability? |
(Research questions)

__'l RQ3: How to secure IMs? |

........
.......
- .~

:
RSN Principles and algorithms
L (Completed work)
; Solution Space |  Ttmeaeeeen
Thesis (Contributions)
.. | Future work
T eaaeetT (Roadmap)
e .'“l Answer RQs |

Validation ~ |..........
(Testing hypothesis)

.

| Confirm improvement of the state of the art |

N _.'l Unravel novel and relevant implications |

..
______

Figure 1.5: Structured view of the thesis concept. The structure view contains three parts. First, the
problem space is where we define each research question RQ (slightly modified for the sake of space).
Next is the solution space, defining each contribution, C, and future work directions. Finally, we
demonstrate the thesis validation procedure by showcasing the axes that support the posed hypothesis.

Next, to validate the proposed hypothesis, we decompose its assertion according to an incremen-
tal set of research questions (RQ) and respective requirements (or sub-research questions). These

research questions define the problem space.
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RQ1: How to assess the interoperability capabilities of an interoperability mechanism?
Associated requirements:

» R1.1) Systematic classification of IMs;
» R1.2) Robust assessment of IMs;
» R1.3) Framework to choose an IM based on use case requirements.

Addresses Problem 1

To assess interoperability mechanisms, one needs to consider several key questions. First, what
classes of solutions exist in the literature and their technical attributes (R1.1)? Provided an answer
to R1.1, we can address the interoperability capacity system, by asking can the system interoperate
with other systems as is?, and is the system able to be changed to adapt to other systems?. Assessing
interoperability between systems can be done by asking how well can a pair of systems interoperate?,
and what are the current problems or barriers that prevent the systems from interoperating better?
(R1.2). Finally, measuring performance requires studying cross-chain latency, cross-chain throughput,
and cross-chain costs associated with an IM (R1.3). This allows an end-user to choose an appropriate

blockchain interoperability solution, both from the infrastructure and the functionality perspectives.

RQ2: How can IMs provide technical and semantic interoperability (and provide the basis for orga-
nizational interoperability)?
Associated requirements:

» R2.1) Privacy-preserving standardized data format for accountable interoperability;
» R2.2) Gateway-based interoperability framework and architecture;

o R2.3) Gateway reliability, decentralization security, and privacy assessment;

» R2.4) Gateway interoperability and standardization;

» R2.5) Guarantee atomicity, consistency, isolation, durability, and accountability (ACIDC) prop-
erties for gateway-operated transactions.

Addresses Problem 2

Similarly to Internet routing gateways, which enabled interoperability around private networks,
and fostered the rise of the Internet, the global network of DLTs will require blockchain gateways.
Gateways permit digital currencies and virtual assets to be transferred seamlessly between these
systems, offering interesting characteristics to the enterprise domain, namely an audit trail, privacy,
and the capacity to rollback transactions. Transferring an asset among blockchains via gateways is
equivalent to an atomic swap [141] that locks an asset in a blockchain and creates its representation
on another. However, how can one guarantee a fair exchange of assets (either all parties receive the

requested assets, or none do) across gateways?

To start tackling these questions, we need to satisfy two conditions. First, processes requiring
organizational interoperability require a standardized data format [142] and eventually, compliance

with different regulations and laws. In the European Union, one notable regulation is the General
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Data Protection Regulation (GDPR) [143, 144]. Therefore, we need a standardized data format for
interoperability that can provide a level of privacy adequate to satisfy common regulations such as
the GDPR (R2.1). For the reasons mentioned above, the blockchain gateway paradigm seems to be
the most appropriate for interoperation capabilities in permissioned environments (R2.2). To ensure
the properties that enable a fair exchange of assets in these environments, blockchain gateways must
operate reliably and withstand various attacks (R2.3). Thus, a crash-recovery strategy must be a
core design factor of blockchain gateways, where specific recovery protocols can be designed as part
of the digital asset transaction protocol between gateways. A recovery protocol, allied to a crash
recovery strategy, guarantees that the source and target DLTs are modified consistently, i.e., that
assets taken from the source DLT are persisted into the recipient DLT, and no double spend can occur.
The recovery process requires synchronization across gateways (R2.4). These requirements should
translate to transactions achieving ACID + accountability (atomicity, consistency, isolation, durability)
properties (R2.5).

RQ3: How to add robustness to blockchain interoperability mechanisms from a security perspective?
Associated requirements:

« R3.1) Reduction of the attack surface for IMs and cross-chain applications;
» R3.2) Secure decentralization of the IM;
o R3.3) Strategy for monitoring attacks on cross-chain applications;

Addresses Problem 3

For DLT technology to be adopted, it has to mature. Interoperability security is a critical require-
ment for the adoption of interoperability solutions and, consequently, DLT technology, but it seems
its security is still not addressed adequately [121]. We pose several directions to increase the security
(robustness) of interoperability solutions by minimizing some attack vectors (R3.1). First, we remove
centralizing vectors in interoperability solutions, which have shown to contribute to many realized
hacks (namely poorly decentralized multisignatures as the trust anchor for interoperability purposes)
(R3.2). Secondly, robustness can be improved by promoting proactive and reactive incident response
by modeling the interoperability solution, and the interoperable application, performing continuous

monitoring, and real-time incident response (R3.3).

1.4.1 Methodology

We use the Design Science Research Methodology (DSRM) to guide our thesis dissertation writing.
DSRM aims to provide a method to create innovative, purposeful solutions that solve a given prob-
lem [145], typically referred to as following the design science paradigm [146]. This methodology
consists of several steps: 1) identification of the problem, 2) definition of the objectives for a solu-
tion, 3) development of the solution, 4) implementation and evaluation of the solution, 5) and finally,
the communication of the results (scientific dissemination). For step 1, we identified the most promi-

nent problems by reviewing the literature (i.e., the papers in the study [65]) and conducting our own
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literature review [100].

This process outlines a series of problems in the space. In

step 2, we define the solution space (next section), taking into 1. Identification of the problem

account the observed problems. We translate the existing prob-

| Review literature I

lems into research questions and their requirements. After that,

| Conduct up-to-date literature review I

We identify the specific contributions addressing the posed re-

search questions. Steps 3 and 4 correspond to the research cor-

. . 2. Definition of objectives
pus, where we develop and evaluate each solution that is part

of this thesis (Chapters 2-6). Note that in each chapter, we [ oefine research questions |
partially address the identification of the prOblem, as each con- | Define associated requirements |
tains a standalone publication. Likewise, each chapter implic- | Define contributions |

itly or explicitly addresses the definition of objectives (namely

3.,4. Research: Development,

by defining research questions and contributions). Step 5 corre- Implementation, Evaluation

sponds to the communication of the results, which includes the

| Chapter 2 |

elaboration and presentation of this dissertation, as well as the

scientific publications that it is based on. Figure 1.6 illustrates

| Chapter 6 |

the methodology.

Such an approach allows extracting design principles from
5. Communication: this thesis

the design choices. This is a suitable methodology for the overall
thesis due to the fast pace of the blockchain industry, where the Figure 1.6: Application of DSRM to
. . . . this thesis.

industry consistently develops innovative products unbacked by

academic research. Nonetheless, each of our research papers,

realizing the scientific contributions may follow different methodologies. For each paper, we use
different evaluation methodologies, including formal or semi-formal proofs [147], empirical evalua-

tion [148], and qualitative evaluation [149].

1.5 Solution Space and Outline

Multiple contributions resulted from addressing the introduced research questions and require-
ments. Contributions take two major forms: 1) theoretical contributions, i.e., principles, theories,
formalizations, methodologies, frameworks, and 2) applied computational methods, i.e., algorithms,
protocols, and assessments that rely on one or more theoretical contributions. Some contributions
are not only relevant to tackle the target problem, but can also be applied to answer other problems
across the literature. As we address and answer each research question, we expect that the proposed

research produces the following scientific contributions:

Contributions addressing RQ1

C1: A unified conceptual model and classification framework for blockchain interoperability solu-

tions;
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C2: A framework to assess the interoperability capabilities of a system utilizing multiple DLTs (in

terms of potentiality, compatibility, and performance), based on the defined conceptual model;

C3: A pair of decision models that allow one to choose a blockchain interoperability solution,

considering a set of criteria defined by our blockchain interoperability model;

Contributions addressing RQ2

C4: A common data format for accountable and privacy-preserving interoperability - blockchain

views.

C5: Blockchain gateway paradigm as the enterprise-grade IM for auditable, private, and reliable

interoperability

Cé6: Technical architecture, protocols, and algorithms to guarantee ACIDC properties for transactions

amongst gateway-based IMs.

RQ1 - How to assess the interoperability capabilities of an interoperability mechanism?
R1.1 - Systematic classification of IMs
C1 - A unified conceptual model and classification framework for blockchain interoperability solutions;
R1.2 - Robust assessment of IMs
C2 - A framework to assess the interoperability capabilities of a system utilizing multiple DLTs [...]
R1.3 - Framework to choose an IM based on use case requirements
C3 - A pair of decision models that allow one to choose a blockchain interoperability solution [...]

RQ2 - How can IMs provide technical and semantic interoperability (and provide the basis for organizational interoperability)?
R2.1 - Privacy-preserving standardized data format for accountable interoperability;
C4 - A common data format for accountable and privacy-preserving interoperability - blockchain views.
R2.2 - Gateway-based interoperability framework and architecture;
R2.3 - Gateway reliability, decentralization security and privacy assessment
C5 - Blockchain gateway paradigm as the enterprise-grade IM for auditable, private, and reliable interoperability
R2.4 - Gateway interoperability and standardization
R2.5 - GuaranteeACIDC properties for gateway-operated transactions.
C6 - Technical architecture, protocols, and algorithms to guarantee ACIDC properties for transactions

RQ3 - How to add robustness to blockchain interoperability mechanisms from a security perspective?
R3.1 - Reduction of the attack surface for IMs and cross-chain applications
R3.2 - Secure decentralization of the IM
C7 - Protocols, algorithms [...] for decentralized, secure blockchain interoperability based on [...] SNARKs
R3.3 - Strategy for monitoring attacks to cross-chain application
C8 - Protocols, algorithms [...] for continuous monitoring and incident response of blockchain bridges.

Table 1.1: Contributions of this thesis per research question, requirements, and publication. Stacked
requirements are addressed by the first following contribution (e.g., requirements R2.2 and R2.3 are
both addressed by contribution C5).

Contributions addressing RQ3

C7: Protocols, algorithms, technical architecture, and frameworks for decentralized, secure blockchain

interoperability based on the cryptography behind zero-knowledge proofs (namely SNARKs).
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C8: Protocols, algorithms, technical architecture, and frameworks for continuous monitoring and

incident response of blockchain bridges.

Table 1.1, maps the research questions, contributions, and respective publications, serving as a

reference point for reasoning about the thesis hypothesis.

1.5.1 Scientific Dissemination

According to the introduced research questions, we list below the current status of the dissemi-
nation of the contributions from our thesis to the scientific community (contributing to the communi-
cation step of our methodology). This list contains only peer-reviewed publications, excluding other
forms of dissemination, such as invited speeches, workshops, technical articles, contributions to open-
source projects and standardization organizations, tutoring and teaching activities, collaborations in
national and international projects, and scientific meetings and symposiums. Table 1.2 shows the

current state of the publications that compose this dissertation.

- I . State . .
Accepted and under revision publications per research question (RQ) (January 2024) Dissertation Chapter
RQ1
P1: Do You Need a Distributed Ledger Technology Interoperability Solution? Chapter 2
RQ2
P2: BUNGEE: Dependable Blockchain Views for Interoperability Chapter 3
P3: HERMES: Fault-Tolerant Middleware for Blockchain Interoperability Chapter 4
RQ3
P4: Harmonia: Securing Cross-Chain Applications Using Zero-Knowledge Proofs . Chapter 5
P5: Hephaestus: Modelling, Analysis, and Performance Evaluation of Cross-Chain Transactions Chapter 6

Table 1.2: State of the publications made in the context of this dissertation on January 2024, per
research question. The state of publications is either accepted or published (represented by ') or
work submitted for review, (represented by ©).

1.5.2 Outline

Figure 1.7 represents the thesis storyline: the chapters and their dependencies. The foundation
chapters support theoretical research that was used to create BUNGEE, Hermes, Hephaestus, and
Harmonia. Hephaestus adds monitoring and auditing to Hermes and Harmonia, based on the common
data format introduced by BUNGEE.

After presenting the problem space, in this chapter, we proceed to propose a solution space.
Chapter 2 presents the contributions relative to RQ1. It presents a study on the research area of
DLT interoperability by dissecting and analyzing previous work (i.e., analyses the state of the art and
conducts a literature review). We study the logical separation of interoperability layers, how a DLT
can connect to others (connection mode), the object of interoperation (interoperation mode), and
propose a new categorization for IMs, the first interoperability assessment for DLTs that systematically
evaluates the interoperability degree of an IM.

Chapters 3 and 4 present the contributions relative to RQ2. Chapter 3 presents the concept of
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Figure 1.7: Thesis storyline. This figure represents the various building blocks of this thesis and their
interdependencies.

blockchain view (view) - an abstraction of the state a participant can access at a certain point, as a
common data format for gateways. Views allow us to systematically reason about either state parti-
tions within the same DLT or an integrated view spanning across several DLTs. We introduce BUNGEE
(Blockchain UNifier view GEnErator), the first DLT view generator, to allow capturing snapshots, con-
structing views from these snapshots, and merging views according to a set of rules specified by the
view stakeholders. The blockchain research view is inspired by classical database view research [150].
We have done work on the necessary background to understand views [74].

In Chapter 4, we propose Hermes, a fault-tolerant middleware that connects blockchain networks
and is based on SATP [91] (previously called the Open Digital Asset Protocol, ODAP). Hermes is crash
fault-tolerant by allying a new protocol, ODAP-2PC (currently referred to as SATP Crash Recovery Mech-
anism), with a log storage API that can leverage blockchain to secure logs, providing transparency, au-
ditability, availability, and non-repudiation, by verifiably communicating state changes from a source
blockchain. We briefly explore a use case for cross-jurisdiction asset transfers. Hermes assumes that
the way to communicate state changes follows a proof format like the one proposed in BUNGEE [4].
SATP is currently implemented within Hyperledger Cacti.

Chapters 5 and 6 present the contributions relative to RQ3. Chapter 5 presents Harmonia, an
extensible, decentralized, secure, and efficient framework for building cross-chain applications. At its

core, we leverage DendrETH, a smart contract implementation of Ethereum’s light client sync protocol,
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allowing blockchains applications to read Ethereum’s state in a trust-minimized way. Harmonia solves
the security problem by lowering the attack surface and relying on the properties of zero-knowledge
proofs.

Chapter 6 presents Hephaestus, the first cross-chain model generator that captures the opera-
tional complexity of cross-chain applications. Hephaestus can generate cross-chain models from local
transactions in different ledgers, realizing arbitrary cross-chain use cases and allowing operators to
monitor their applications. Monitoring helps identify outliers and malicious behavior, which can enable
programmatically stopping attacks (“a circuit breaker”), including bridge hacks.

Finally, Chapter 7 concludes this thesis, by inspecting its validation elements (cf. Figure 1.5),

discussing the contributions, and proposing future work directions.
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The following chapter corresponds to the following publication [100]:
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Methodology: Design Science Research Methodology [145]

Evaluation Methodology: Qualitative Evaluation [149]

Journal Description: Distributed Ledger Technologies: Research and Practice (DLT) is a peer-reviewed journal
that seeks to publish high-quality, interdisciplinary research on the research and development, real-world deploy-
ment, and evaluation of distributed ledger technologies, such as blockchain, cryptocurrency, and smart contract.
DLT will offer a blend of original research work and innovative practice-driven advancements by internationally

distinguished DLT experts and researchers from academia, and public and private sector organizations.
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1 INTRODUCTION

Before a technology unlocks its full range of applications, it first undergoes underestimation. Distributed
Ledger Technology (DLT), including blockchain, is no exception and is here to stay. A DLT (distributed ledger)
or blockchain! implements a ledger that is shared across a network of nodes. Each node can create, broadcast,
and validate transactions, which modify the distributed ledgers’ state. DLTs typically provide support to run
smart contracts, computer programs whose output is recorded on the ledger state. Smart contracts are triggered
by transactions, which are recorded on the ledger. Nodes agree on the validity and ordering of transactions via
a consensus mechanism. Typically, this environment provides transparency, tamper-resistance, and auditability
of ledger information, providing desirable features that can alleviate some of the problems of the “centralized
world”

Dozens of distributed ledger technology and blockchain systems [50] give rise to hundreds of blockchains [31]
that, in its turn, support thousands of cryptocurrencies [31]. In the second quarter of 2021, decentralized ex-
changes (also called automated market makers) alone recorded a volume of $343 billion [34]. Along with Coin-
base’s total trading volume of $335 billion, the trends toward using blockchain for finance are increasing.

Payment networks, central bank digital currencies (CBDCs) and decentralized finance (DeFi) applica-
tions are already being leveraged by multiple players, such as (centralized and decentralized) hedge funds [130].
El Salvador adopted Bitcoin as a legal tender in June 2021. Several dozen projects on central bank digital curren-
cies, including the Digital Pound consortium and the European Central Bank’s Digital Euro [91] are displaying
the increasing need for digitizing money [59]. Adoption seems inevitable as the world’s financial ecosystems
evolve [84]. Research suggests that the market for applications using DLTs will grow, with many organizations
stating that blockchain is a critical priority [62, 102, 132], due to, for example, cost reduction. A recent report from
Gartner predicts that “by 2023, 35% of enterprise blockchain applications will integrate with decentralized appli-
cations and services” [85]. Many blockchain ecosystems invest and promote projects that advance knowledge in
cryptocurrencies [21, 57] and blockchain open source research [68], bringing more adoption to the space.

Thus, blockchain is slowly but steadily becoming an infrastructure for global value exchange and distributed
computation [77]. However, blockchains have been created as standalone networks, as autonomy from most
external systems was sufficient for the first applications.

Moreover, the need to securely and seamlessly connect DLTs (integration) is still an open problem [12, 131, 133].
Connecting those blockchains and making them cooperate (i.e., achieving interoperability [30]) have a practical
utility and importance [12, 133, 134]. It allows communication between systems to exchange data and assets
(fungible and non-fungible), leading to a higher heterogeneity of solutions in the market, synergies between
projects, and higher liquidity to end-users. This way, no blockchain should become a single point of failure.
Digital identity, supply chain, healthcare, voting [39], and CBDCs [12, 130] are just a few use cases benefiting
from a multiple blockchain approach. We believe that blockchain will be adopted en masse when blockchains
can use the capabilities of other systems in a unified approach [30].

KEY TAKEWAY 1. Integrating blockchains

Several blockchain projects already have embedded integration capabilities with other projects (e.g., Hyperledger
Fabric can execute Solidity smart contracts). However, these existing integrations do not imply interoperability, as
reutilizing functionality of a system does not imply cooperation across systems.

To connect DLTs and centralized systems, one needs blockchain interoperability techniques. A centralized
system can still be distributed, typically for scaling purposes, but its components are trusted and operate under the

!We use the two terms interchangeably to mean a system with the characteristics explained in the rest of the paragraph. As a data structure,
a blockchain is a distributed ledger but the opposite is not true. The reader is assumed to understand blockchain basics. For some references,
please refer to 35, 84].
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umbrella of one authority. More concretely, it is a system where the state consensus is decided by a single party
or multiple parties under the same authority. A decentralized system is a distributed system where various parties
control different components of the distributed system, and no party is fully trusted by all. In our context, we can
consider a decentralized system to be a system where the state consensus is decided by conflicting or competing
multiple parties, where accountability (from an external viewer’s point of view) of individual decisions is assured.
Each party composing the system can vote autonomously and has different incentives from other parties.

Interoperability allows a set of systems to cooperate, to achieve a common goal [66]—it is “the ability of two
or more systems to cooperate despite differences in language, interface, and execution platforms” [128]. Studied
since the 1980s [61, 66, 86, 123, 128], interoperability plays a major role connecting information systems. In this
article, we propose a framework to assess the maturity of a DLT-based application to adapt to other systems
(potentiality), its interoperation capabilities (compatibility), and its performance.

More recently, over a dozen academic papers surveyed the state of blockchain interoperability, identifying
a few dozen solutions (for an updated list, see page 10 of [12]). In those surveys, examples of interoperation
between networks of the same and different technologies are studied. Findings show that integrating multiple
blockchains allows enterprise systems to be connected to DLTs and enables the creation of multi-ledger decen-
tralized applications. Those applications can ideally run arbitrary cross-chain logic across DLTs. Cross-chain
logic (or cross-chain rules) can be executed against a pair of homogeneous DLTs (a pair of DLTs running the
same DLT protocol) or heterogeneous DLTs (a pair of DLTs running different DLT protocols). Interoperating
heterogeneous blockchains is complex, as there may be differences in the underlying cryptographic primitives,
data models, consensus models, privacy assumptions, integration capabilities, and others.

Key TAKEWAY 2. Emergent Solutions

General-purpose blockchain interoperability solutions are still relatively unexplored, where complex logic can be
programmed across chains.

Despite recent evolutions connecting homogeneous blockchains, many unsolved challenges in blockchain in-
teroperability theory and practice are exacerbated by the lack of standardization among APIs, data models, and
processes. Thus, integrating with different DLTs is an error-prone and tedious task [46]. This is one of the rea-
sons why it is still difficult for centralized systems to exchange assets with blockchains, despite advances in
developing higher-level APIs that simplify this process [11, 118, 124]. Exchanging assets between blockchains
comes with critical challenges, where we highlight security: cross-chain protocol security flaws have already
resulted in the loss of hundreds of millions of dollars [54] in 2021 alone. Given a set of security, scalability, and
decentralization requirements, choosing the right blockchain interoperability solution can help prevent attacks,
diminish costs, and bring products to the market faster. This work proposes to support the choice of an interop-
erability mechanism (IM), also known as interoperability solution. Specifically, we support the choice of the
infrastructure and functionality of the IM, adjusted to specific project needs.

Key TAKEWAY 3. Interoperability is not binary

To provide a better support for enterprise collaboration, synergies, and a richer ecosystem, integration processes
should be verified and improved [36, 70]. Thus, integration is not a final step, but rather a continuous process that
is also subject to change. Interoperability assessment tools exist for one to position a system in terms of how inter-
operable it is.

Distributed Ledger Technologies: Research and Practice, Vol. 2, No. 1, Article 1. Publication date: March 2023.
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Research Questions and Contributions

Next, we present four fundamental interoperability questions that guide our research in this article. They are as
follows.

RESEARCH QUESTION 1. What is the status quo of DLT interoperability?

Recent years have seen extensive work on IMs. Several surveys condensed that knowledge, focusing on public
connectors (connecting public blockchains) [16, 24, 76, 115, 119, 137], architecture for blockchains [126], and
others [13, 72, 73, 111, 120]. Some surveys provide a systematic overview of the area, showcasing more modern
interoperability solutions [12, 87].

However, the classification of solutions is typically inconsistent across surveys, making it challenging for
researchers to consistently evaluate available options. What is a consistent classification framework that can
improve past work and improve understanding when classifying solutions? Furthermore, we aim to clarify the-
oretical contributions to the DLT interoperability research area, including the current capabilities, components,
connection modes, interoperation modes, practical applications, limitations, and strong points. This guide can
prove helpful to researchers and practitioners by providing a mental model of existing interoperability solutions.

Contribution: a unified conceptual model and classification framework for blockchain interoperability
solutions.

RESEARCH QUESTION 2. How to assess the interoperability capabilities of an IM?

Not all IMs provide the same interoperation capabilities. To measure it, one needs to consider several key
questions. Measuring the maturity of a system to adapt to others requires asking can the system interoperate
with other systems as is? and is the system able to be changed to adapt to other systems? Assessing interoperability
between systems can be done by asking how well can a pair of systems interoperate? and what are the current
problems or barriers that prevent the systems from interoperating better? Finally, measuring performance requires
studying cross-chain latency, cross-chain throughput, and cross-chain costs associated with an IM.

Contribution: a framework to assess the interoperability capabilities of a system utilizing multiple DLTs (in
terms of potentiality, compatibility, and performance), based on conceptual models [44, 70].

RESEARCH QUESTION 3. How to choose an IM?

This research question concerns a problem posed by academics and practitioners alike: does my project need
an IM solution? What is the most suited IM given specific requirements? We build on top of the proposed clas-
sification and interoperability assessment to answer these questions, presenting a framework for choosing an
appropriate blockchain interoperability solution, both from the infrastructure and the functionality perspectives.

Contribution: a framework that allows one to choose a blockchain interoperability solution, considering a
set of criteria defined by our blockchain interoperability model.

Structure of the Article

In Section 2, we introduce the necessary background to read and understand this article, including background
on DLT interoperability, and examples that motivate DLT interoperability research. After that, we present the
current state of DLT interoperability, including its several layers and components, and our model in Section 3. In
the same section, we present the interoperation modes, the connection modes, and the (IM) solution categories.
Section 4 presents our framework for assessing the interoperability of a DLT-based solution. After that, we
present a decision model for choosing an IM for a DLT project based on the infrastructure and functionality of
the IM, and two concrete examples. Section 5 presents the related work and future research challenges. Finally,
Section 6 concludes the article.

2 PRELIMINARIES

In this section, we present the background and motivating examples.
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Table 1. Examples of DLT Networks, and Its Respective DLT
Protocol and Subnetworks

DLT Protocol DLT Network DLT subnetwork
. Carbon Emission Network ..
Hyperledger Fabric 2.3 (Hyperledger Fabric) Carbon emission channel
. Carbon Emission Network
Hyperledger Fabric 2.3 (Hyperledger Fabric) Travel channel
Ethereum 1.0 . .
(geth version Faryar v1.10.15) Ethereum Mainnet Ethereum Mainnet
Ethereum 1.0 Ethereum Mainnet Ethereum Mainnet

(Besu 21.10.6)
Ethereum 1.0

(geth version Faryar v1.10.15) Ethereum Testnet Ropsten  Ethereum Testnet Ropsten

Ethereum 1.0 Private Network
(Besu 21.10.6)
Ethereum 1.0 Private Network
(Besu 21.10.6)

Polkadot 0.9.14 Polkadot Relay chain
Polkadot 0.9.14 Polkadot Parachain 1

Private Ethereum Network  Privacy group 1

Private Ethereum Network  Privacy group 2

2.1 Blockchain and Interoperability

Distributed Ledger Technologies, such as Hyperledger Fabric, Corda, and Ethereum implement DLT protocols.
Each DLT protocol is defined by its protocol version, e.g., Hyperledger Fabric v2.3 [5], Corda v4 [20], or Ethereum
London Hard Fork [23]. These technologies and version combinations describe how each DLT state can be up-
dated via transactions and the specific protocol that the nodes follow to come to agreement on the DLT state, as
Figure 1(a) illustrates.

DLT Networks and Subnetworks. DLT protocols can be instantiated in DLT networks (Table 1). DLT networks are
groups of DLT nodes that make up a DLT system [71]. For instance, Hyperledger Fabric might be instantiated in
a DLT network composed by an enterprise consortium. The Ethereum mainnet, Bitcoin mainnet, and Substrate-
based networks, such as Polkadot, Kusama, and Rococo [105] are other examples. DLT networks are typically
called Layer-1 DLTs.

Each DLT network can be partitioned into subnetworks. Nodes of a subnetwork contain a logically separated
state compared to another subnetwork [71].

Each subnetwork may offer different functionalities (e.g., data isolation, processing capabilities, governance)
and security properties (e.g., partial consistency vs. consistency, better confidentiality, and so on). At least one
node of each subnetwork must connect to another node of another subnetwork for these two subnetworks to be
contained within the same DLT network.

In Hyperledger Fabric, a subnetwork corresponds to a channel. Channels isolate execution environments and
data from other channels belonging to the same Fabric network. Polkadot’s Parachains could be considered
subnetworks of the Polkadot network.

A DLT network can therefore have multiple subnetworks. If the DLT network state cannot be divided into mul-
tiple subnetworks, for the sake of simplicity of our evaluation, we say this DLT network has one subnetwork.
Any node in a DLT subnetwork is also a node of the DLT network, implying that DLT network nodes and DLT
subnetwork nodes must be running the same DLT protocol. In permissionless DLT networks, every compatible
DLT node can join the network. In contrast, in permissioned DLT networks, only compatible DLT nodes with
permissions can join the network, where each DLT node may be assigned a particular role restricting the func-
tions it can perform. There are two subcategories of permissioned DLT networks: private permissioned DLT
networks, where DLT nodes do not provide public access to the data contained in the distributed ledger; and
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DLT Protocol

(a) DLT nodes run a DLT protocol. Different node implementations can communicate if they run the same
DLT protocol and have the same DLT network configuration.

Network

(b) DLT nodes can have different implementations of the same protocol (represented by different colors). A
DLT network is a set of nodes connected in a mesh network manner.

Network

(c) Networks can be organized into subnetworks. Nodes of each subnetwork share a partial view of the
distributed ledger. Nodes can be in one or more subnetworks.

Fig. 1. Comparison between DLT nodes, DLT networks, and DLT subnetworks.

public permissioned DLT networks, where DLT nodes do provide public access to the data, such as via block
explorers.

In permissionless DLT, anyone can run a node that interacts with the network; if it is permissioned, only
nodes with permissions can access the network. Within a network boundary, a DLT stores the ledger state
(which could be organized as a key-value store, such as the world state in Fabric [5], via the account model such
as in Ethereum [23] or via a UTXO model such as in Bitcoin [96]), and have an identity management mechanism.
Identities are then mapped to permissions that encode what each node can do on the network (in terms of reads
and writes). Each identity typically has two main keys (public and private keys), an address, and a low-level
storage. Nodes can perform updates to the ledger via transactions.

Transactions are “the smallest unit of a work process related to interactions with distributed ledgers” [71],
that, parametrized and signed by its creator, can be issued against a smart contract, via a DLT node. Generally
speaking (as different DLT technologies have different transaction lifecycles), transactions are sent to other DLT
nodes via a network propagation protocol, such as a Gossip [35].
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Internal Mechanisms. DLT nodes in the same DLT network will “gossip” to each other various messages, such
as transactions to update the distributed ledger. DLT nodes agree on the order of transactions (and its content)
to update the distributed ledger, by following a set of rules and procedures defined in a consensus mechanism.
Typically, DLT networks have an anti-sybil component so that individual DLT nodes cannot replicate themselves
to unfairly increase their influence on how the entire network reaches consensus. Some DLTs may allow for
selectable consensus mechanisms (usually selectable only upon the genesis of the DLT network), such as with
Ethereum or DLTs created with the Substrate framework. In contrast, other DLTs like Bitcoin have a hardcoded
consensus mechanism.

How transactions affecting the distributed ledger are ordered gives different DLT types. A blockchain requires
transactions to be grouped together in blocks, each block to be cryptographically linked to one previous valid
block (a block that includes transactions that have modified the distributed ledger), and each DLT node must pro-
cess each block in sequential order. In contrast, a directed acyclic graph (DAG) does not group transactions into
blocks. Instead, each transaction references other valid transactions (that have modified the distributed ledger),
and each DLT node can process each transaction in different orders. Finally, a block DAG groups transactions
into blocks, each block is cryptographically linked to other previous valid blocks, and each DLT node can process
blocks in different orders.

As regards collections of DLT networks, we say we have heterogeneous DLT networks when the technologies
and their respective networks are different; we say we have homogeneous DLT networks when only the networks
are different.

Interoperability among DLT Networks. Different DLT networks can connect to other DLT networks. An IM,
often called a bridge, can connect networks to other networks, subnetworks, or centralized systems. Figure 2
depicts the mental model on DLT networks, subnetworks, and interoperability mechanisms. DLT protocols in-
stantiate DLT networks that, in its turn, can be connected to DLT subnetworks. Subnetworks are more concerned
with a specific scope (specialization of the network), i.e., they can focus on scalability, achieved, for example, via
a different state model; or features. This figure considers the Carbon Emission Network (implemented with
Hyperledger Fabric v2 and the Ethereum main net). The Hyperledger Fabric network contains two channels
(subnetworks) that can communicate with each other, but not natively. On the other hand, we consider the Sub-
strate framework as the DLT protocol (or, more concretely, the SDK to generate blockchains), instantiated as the
Polkadot network. Polkadot can connect to its subnetworks via the relay chain. A relay is a smart contract in a
target blockchain that functions as a light client of a source blockchain. Light clients are network nodes that are
solely part of the blockchain history, i.e., relevant transactions (vs. full clients that store the whole blockchain
history). They can verify that a transaction was included in the blockchain, typically using block headers (e.g.,
via Merkle proofs [43]), but not validate it. Relay smart contract receives block headers from relayers, nodes that
fetch blocks from the source blockchain, and gives them to the target blockchain. Relays behave like oracles
(except that they have to process it instead of receiving the processed information). Blocks given to the relay
smart contract can be contested by other relayers by presenting a Merkle tree proof. The relay chain acts as a
relay, realizing the bridge between parachains. Each parachain can connect to the relay chain via a module called
Cumulus, and send messages to other parachains by using a message format XCMP [107].

Vertical interoperability (from networks to subnetworks and vice versa) and horizontal interoperability (be-
tween subnetworks and between networks of different systems) compose the spectrum of interoperability cov-
ered by this article.

Horizontal interoperability can be implemented in a multitude of ways. Layer-2 solutions are independent
DLT networks connected to other networks via interoperability mechanisms. They aim at solving scalability
problems with the DLT networks they interoperate with. Scalability is enhanced by allowing the network to
offload transaction processing and enabling new features from the original DLT network. Those subnetworks
are pegged to the networks via cryptographic mechanisms [12, 115].
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Fig. 2. DLT protocols, networks, and subnetworks.

Blockchain interoperability is challenging because it implies going beyond two different trust boundaries and
establishing a new boundary. Network boundaries also influence state ownership: in a centralized system, the
state is owned by a single party, and hence any party interoperating with such a system needs to trust it. A
decentralized system, in its turn, defers the state ownership to the collective, where a protocol is used to update
that state (and achieve consensus).

A new (trust) boundary is formed when two systems are interoperating. The trust assumptions of the new
boundary can be lowered by systems to provide proof of state for a blockchain view? [3, 9]. The new boundary
needs to assume that each ledger is secure. Security depends on the threat model and network assumptions.
Generally, security properties such as safety assume an honest majority of participants and arbitrary Byzantine
behavior. Furthermore, given those assumptions, each ledger can provide liveness and persistence [48]. Liveness
says that all transactions originated by honest parties will eventually be included in the blockchain; persistence
states that once a transaction is included in the blockchain of an honest party, it will be included in all honest
parties.

Key TAKEWAY 4. Interoperability requires a trusted third party

Cross-chain communication requires a trusted third party [137]. However, a trusted third party can be centralized
or decentralized, being an example of the latter, a blockchain (whereby its consensus is used as an abstraction for
a trusted third party) [12, 137]. A prerequisite for the system to be a trusted third party is its safety, i.e., common
prefix and chain quality [48]. A decentralized interoperability solution implies the usage of a blockchain consensus
as a trust anchor for the solution.

Different trust assumptions exist for each ledger, e.g., at least one honest node in Hyperledger Fabric, or the
majority of the computational power, in the case of proof of work blockchains such as Bitcoin. Thus, when

2Stemming from the business process view integration research area, studying the creation, merging, and processing of views [9].
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choosing an interoperability solution, the users who participate in the origin DLT must trust the involved DLTs
and the IM. Ideally, both should be decentralized [115].

DLT as a System Component. Several studies have presented blockchain as an infrastructure for data storage
and computation [88, 136]. Blockchain can be viewed as a system component that eases trust assumptions be-
tween mutually untrusting participants. DLTs can be accessed by centralized systems—and thus need software
components that provide the necessary infrastructure for connecting with it (key management, secure connec-
tion, state storage). Interoperability across DLTs implies the existence of another middleware layer (another
system component) that can bridge nodes.

2.2 Multiple DLT Decentralized Applications

DLT use cases are already in production, creating value [12]. As enterprises integrate blockchain in their busi-
ness processes, the requirements will bring the need to use several types of DLTs. Decentralized applications
(dApps) will then need to utilize multiple DLTs as their infrastructure, because one DLT cannot cover all use
cases (i.e., offer the same functionality although there are different tradeoffs in security, scalability, and decen-
tralization). We highlight two use cases that demonstrate the importance of this field, implemented by multiple
DLT decentralized applications (mDApps).

Carbon Emissions. The first example is Hyperledger’s Cactus implementation of the Carbon Emission App
from the Hyperledger Carbon Accounting and Neutrality Working Group [28]. A detailed explanation of this use
case can be found in Hyperledger [27]. The purpose of this use case is to reward carbon emission reduction by
orchestrating heterogeneous blockchains: one focused on data collecting, and another on the reward incentives.

A Hyperledger Fabric network collects emission records (activity data), e.g., energy consumption, travel
mileage, and widgets produced. The emissions records are not continuous because both the emissions factors and
the data for calculating emissions are based on long time windows (e.g., utility bills are produced each month).
Periodically, the activity is aggregated to be later converted to an emission token (ERC-721). Emission tokens
are created on Ethereum’s public network from the collected data on Fabric to be traded against allowances that
reward emission reduction. Figure 3 depicts this network.

This example contemplates a private, permissioned ledger used for performance and privacy reasons, but
where the final output (carbon emission tokens) are stored in public blockchains as a reward. In particular, the
performance of Hyperledger Fabric in terms of throughput and end-to-end latency is superior to most public
blockchains due to its consensus and low number of peers. Privacy can be assured because only the peers involved
can read the global state or if needed, only a subset of peers could read part of the global state (i.e., by utilizing
channels or private data).

LACChain. LACChain [79] is a Global Alliance for the Development of the Blockchain Ecosystem in Latin
America and in the Caribbean, led by the Innovation Laboratory of the Inter-American Development Bank
Group (IDB LAB) in cooperation with partners and strategic allies.

LACChain aims to provide infrastructure and technical tools, on top of the three layers the LACChain network
comprises (DLT, self-sovereign identity, and tokenized money) that are useful for developing applications with
social impact that contribute to the development of the countries of the region.

LACChain aims to provide a community and a general-purpose infrastructure for the realization of several
use cases, such as supply chain, cross-border payments, and financial inclusion. This project currently utilizes
two blockchain technologies, Ethereum and EOS [114].

Quant [113] and LACChain are piloting a project to provide private currency payments between retail cus-
tomers from different financial institutions. This prototype involves retail customers creating transactions on a
public permissioned Ethereum network. These payment amounts between the customers are tallied, even though
the identities involved in the transactions are hidden via zero-knowledge proof technology. As all payments are
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Fig. 3. Sequence diagram of the Carbon Emission use case.

recorded, currency exchanges between financial institutions can be netted and settled efficiently on a separate
private permissioned Ethereum network. The blockchain interoperability solution infrastructure to allow this
netting and settlement to occur is Quant’s Overledger, where the related interoperability applications are built
on top of it utilizing Overledger’s cross-DLT standardized data model.

3 STATUS QUO OF BLOCKCHAIN INTEROPERABILITY

Throughout this article, we summarized and built on top of existing knowledge of blockchain interoperability,
including existing solutions, challenges, and opportunities.

3.1 Interoperability Layers

This section studies the main interoperability layers based on existing interoperability platforms: we pave the
way for systematically analyzing IMs.

Interoperability among computer systems is typically defined in terms of several layers [66]. Although it
is possible to come with a detailed architecture for interoperability applications, interoperability has different
meanings (and thus uses different techniques) depending on its domain (e.g., for European Union states [44],
for language resources [66], supply chain [29], governments [56], and others). Hence, we adopt the European
Interoperability Framework model [44] from the European Commission. This model is based on four layers, as
depicted in Figure 4.

— Technical interoperability: links systems and services by adopting compatible data formats, communica-
tion protocols, interface specifications, and integration services [44]. Information exchange is achieved
with technical interoperability, but there are no guarantees on how the received information is interpreted.

— Semantic interoperability: exists when systems can interpret information following a defined ontology (i.e.,
following a well-known model for information). As a consequence, information from one system can be
interpreted in another. Some prerequisites of this type of interoperability are agreements (or conventions)
on data formats. Protocol messages (and the protocols themselves) and the representation of assets are
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part of this layer. Thus, semantic interoperability subsumes information syntax (what is the information
format?) and information semantics (what does the information mean?).

— Organizational interoperability: concerns aligning the requirements and interests of the user community
by leveraging cooperation and integration of business processes between organizations via arrangements
and protocols, typically under a formal or semi-formal deal.

— Legal interoperability: ensures organizations can cooperate under “different legal frameworks, policies
and strategies” [44]. This includes a certain degree of coherence between legislations so that the assets
managed under the semantic interoperability layer can be managed consistently.

The orchestration of the four layers (arguably, at least the first two) could lead to a seamless integration of
DLTs, leading to value exchange. For instance, if there is no regulatory framework that ensures the validity and
legality of a cross-jurisdiction asset transfer (at the legal interoperability layer), organizations may not cooperate
seamlessly (organizational interoperability layer). These incompatibilities affect different viewpoints, according
to stakeholders’ concerns [36]. Four concerns are proposed on the Framework for Enterprise Interoperability
(FEI) [70]. The business concern regards barriers in organizations to cooperate despite differences in the decision-
making process. The process concern regards how various artifacts that support the business (processes) work
together. The services concern identifies the applications and their interfaces that support processes. Finally, the
data concern regards data management from different supports. Each concern is related to all interoperability
layers, and each layer is related to one another (typically following a bottom-top approach).

It is worth noting that other frameworks are equally valid, such as the Cloud Interoperability Standard ISO/IEC
19941:2017, being currently studied by ISO’s WG?7 (interoperability). In this framework, three layers exist: techni-
cal, business, and governance. For the sake of granularity, we choose the European Interoperability Framework
model.

As an example, let us consider a cross-jurisdiction DLT-backed asset transfer [10]. Technical interoperability
allows exchanging bytes across systems; semantic interoperability allows exchanging the asset—running a pro-
tocol creating entries representing ownership on both ledgers. Organizational interoperability concerns the deal
between institutions that want to arrange digital asset transfers. Legal interoperability assures the validity/legal
character of the asset. The last layer requires coordination between legal frameworks and, possibly, between the
interoperability solution and the current regulatory framework.

KEY TAKEWAY 5. Legal and organizational efforts are lagging behind

The lack of legal interoperability, in the form of standards and IMs hinders the development of dApps. Although
governments and enterprises are interested in the technology alike, there is a gap between its potential adoption [12].
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Fig. 5. Representation of a general-purpose blockchain interoperability solution in the Archimate modeling language [122].

3.2 A Model for Interoperability Solutions

In this section, we present a generic interoperability framework, as the blueprint to design an IM.

When connecting an application to one or more DLT networks, a developer (or software architect) has a few
choices. Firstly the application could connect directly to a DLT node. Secondly, the application could connect
to multiple DLT nodes, but then the complexity of managing the routing between the DLT nodes needs to be
contained within the application. Instead and thirdly, the application could connect to a DLT node proxy which
handles the routing and load balancing issues creating logical separation. The final option for an application is
to connect to a DLT network via a DLT gateway, or a combination of gateways. DLT Gateways can implement
data and asset transfers, as well as asset exchanges and come in many forms.

An IM is an application (classified as an oracle or cross-authentication, can be executed off-chain, on-chain, or
both) that includes a connection mode (e.g., a DLT Gateway) and performs an interoperation mode. IMs provide
access to its functionality via an API (we defer a formal definition of an IM for future work). The functionality
an IM provides is to execute cross-chain logic via a set of protocols. The processing occurring in an IM can be
persisted in a storage, composed of a local state and a cross-chain state. The local state stores all relevant data
for local computation (e.g., processed output from business logic plugins, logs) and cross-chain state (joint state
representing relevant computations performed over multiple systems).

Figure 5 illustrates a model for interoperability solutions. The IM exposes its functionality via a set of APIs.
The APIs redirect the requests to the responsible module handling specific functionality upon being invoked.
Those modules are called cross-chain rules, cross-chain logic, or business logic plugins (BLPs). Cross-chain
logic modules process the request, translating it into transactions or requests to external systems, including DLTs.
This processing can be persisted in storage. Protocols support the execution of cross-chain logic by acting as a
middleware layer between high-level logic and specific interactions with other machines or DLT transactions.
Eventually, the interaction with target nodes (either DLT nodes or other IMs) receives a response back, which
is processed and optionally persisted. The processed responses can be redirected to an external system. A cross-
chain state can be built from executing cross-chain logic to implementing cross-chain protocols. That state can
be shared with multiple instances of the same IM, or another one.

This conceptual architecture effectively implements the technical and semantic layers of an IM. The orga-
nizational layer comprises how organizations cooperate across trust boundaries to achieve common goals in
agreements valid on that trust boundary. In the newly formed trusted boundary (trust boundaries 1 and 2),
the IM can interoperate with other systems (e.g., centralized systems) following specific protocols that realize
cross-boundary cooperations. The legal layer applies to all trust boundaries. In particular, the applicable law
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Fig. 6. Trust boundaries between a non-DLT system, two different DLT networks, and an IM.

varies according to the specific jurisdiction and norms. Figure 6 represents an IM connecting three different
trust boundaries.
We call an IM trustless if two conditions hold:

— verifiable correctness: there is a method to check that the IM runs a well-defined functionality (e.g., protocol,
arbitrary business logic) among chains. Misbehavior in the executing environment can be detected and thus
held accountable. This implies that actions performed by the IM need to be stored, preferably in a public
forum.

— eventual data consistency: all verified instances of the IM will eventually return the same result for any
specific function call with the same input. However, a single IM may return to the user the result of a cross-
chain transaction only when it is finalized, i.e., all sub-transactions have been committed. This stronger
consistency guarantee can be provided at the expense of latency.

3.3 Blockchain Interoperability Solutions

Choosing a blockchain interoperability solution requires asking at least two questions: “what do you want to
connect?” and “how does the interoperability solution connect the systems?”

3.3.1 Interoperation Mode. The “what” question concerns the artifact managed by the blockchain interoper-
ability solution, i.e., the interoperation mode. The artifact exchanged can be data or assets. Data are arbitrary
byte strings representing a piece of information on the blockchain (technical layer). It could be a key-value pair,
metadata about the blockchain. Data can be copied from blockchain to blockchain.

Assets can be represented in the technical layer (by a string, for example). However, in the semantic layer,
they “take form” by representing a fungible or non-fungible value which is or is not linked to a physical identity
(in case it is, it is called a digital twin [110]). Therefore, they should not be copied among DLT networks but
rather be transferred under specific conditions. More specifically, an asset transfer should abide by the rules of
each DLT (e.g., no double spend), i.e., preserve at all moments the invariants of all the DLTs it affects. In DLTs,
double spend can occur when an attacker sends tokens for a pending payment in a transaction to a victim in
return for a product. The victim releases the product. Then, the attacker cancels the pending payment transaction,
such that the original token transfer does not become recorded on the blockchain ledger (and thus their tokens
are preserved). In the context of interoperability, double spend can happen in cross-chain asset transfers, when
a lock/burn on the source DLT (the DLT in which the transaction is initiated to be executed on a recipient
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Fig. 7. Data transfer between two DLTs.

DLT [12, 58]) was not performed. The same representation of an asset could be valid in several DLTs, leading
to a new type of double spend. Solving this problem implies synchronizing DLTs at the semantic layer, i.e., the
involved blockchain interoperability solutions need to run the same protocol that prevents invariants from being
violated, with on-chain notarization (e.g., via smart contracts).

The interoperation modes are as follows:

— Data Transfer: data is copied from one DLT to another, with an optional intermediate processing step. For
example, copying price information from one DLT into another [3].

— Asset Transfer: unilateral or bilateral asset transfers. Assets are transferred from one DLT network to an-
other (implies burning or locking the asset on the source DLT network). Tokens that are minted are typ-
ically called wrapped tokens [52], because its value is anchored on another asset. For example, locking
Bitcoin to a multi-signature address on the bitcoin blockchain and minting a representative asset on the
Ethereum blockchain (such as wBTC [97]).

— Asset Exchange: atomic asset transfers. Assets are exchanged in their respective DLT network, i.e., no
transfers across DLT networks occur. Participants need to be present in both chains for this exchange to
happen. For example, swapping promissory notes across two different distributed ledger systems between
two users where both assets just change the address on their native DLT network [10].

Figure 7 represents a data transfer from the source blockchain to the target blockchain. A blockchain in-
teroperability solution requests data from the source blockchain and writes it on the target blockchain. Data
can be copied. As blockchains increasingly comprise more value, represented by assets, value transfer among
blockchains needs to be handled carefully, as it exposes a new class of attacks: cross-chain attacks. In cross-chain
attacks, attackers attempt to double spend an asset by manipulating cross-chain protocols. Assets are then more
sensitive to manage in terms of interoperability.

Figure 8(a) represents an asset transfer from the source blockchain to the target blockchain. A blockchain
interoperability solution requests data from the source blockchain and writes it on the target blockchain as an
asset (semantic layer protocols are required). Thus, the IM needs to make sure the representation of the asset
on the target blockchain is changed to used (or burned). This implies the IM needs to check for conformance on
both DLTs. Figure 8(b) represents an asset exchange (bidirectional asset transfer, or two asset transfers) between
both blockchains. Again, the IM needs to check that both blockchains are in a consistent state. Note that these
figures are high-level and hide details. More detailed procedures show the rules for asset transfers in the next
section.
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Fig. 8. Asset transfers.

Cross-chain asset exchanges can also be classified into two types, permanent and temporary:

— Permanent asset exchange: assets are exchanged between parties with no obligation to reverse the exchange
later (e.g., hash time lock contract swaps).?

— Temporary asset exchange: assets are exchanged between parties where the conditions to reverse the swap
are in place. Examples include a cross-ledger loan where a user places an asset into a smart contract on
one chain for another asset to be borrowed on another chain [19].

In asset transfers, it is the responsibility of the interoperability solution to establish a new boundary of trust
for both previously established boundaries. Since one asset transfer will typically involve several transactions
(from the source and target blockchains), it is desirable to do so via atomic cross-chain transactions. Atomicity
is desirable because, in the case not all transactions are completed, the union of systems might be left in an
inconsistent state (although several solutions exist, such as rollback [11]).

3.3.2  Connection Modes. There are three methods for a dApp or mdApp to connect to a DLT. These mecha-
nisms are called the connection modes. They are as follows:

— DLT Nodes: DLT nodes are the software systems that run a DLT protocol. The application could connect
directly to a DLT node. While anyone can run their single DLT node, this is not crash resilience and not
scalable from a load balancing perspective.* Example: an Ethereum node being run locally (Geth client).

— DLT Proxy: a DLT node proxy manages the routing and load balancing issues between an application and
one or more DLT nodes, creating logical separation. To an application, interacting with a DLT node proxy
is nearly identical to interacting with a DLT node as the message requests and responses will be virtually
the same. The only possible difference may be identifying metadata in the messages to track the DLT node
proxy users (e.g., for rate limiting reasons). Examples: a group of permissionless network nodes runs on
Kubernetes (self-hosted or run by a third party). Some enterprises provide a DLT proxy, such as Infura’s
Ethereum DLT node as a service [67], or Blockdaemon [15].

— DLT Gateways: Like a DLT node proxy, a DLT gateway also manages the routing and load balancing issues
between an application and one or more DLT nodes, creating logical separation. Example: Polkadot’s block
explorer; Self-hosted ODAP gateways; Quant Network’s Overledger.

3 A hash lock is an artifact that requires a preimage of a hash to trigger behavior. More concretely, a hash lock protocol relies on the preimage
resistance property of a hash function H, such that hash = H(secret). A timelock is an artifact that triggers the ending of a protocol when
a certain time has passed (e.g., in terms of the number of blocks). A hash lock time contract combines these concepts to realize a timed,
programmable escrow supported by a DLT.

4Some enterprises provide a DLT Proxy service (node as a service) to solve this problem.
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Fig. 9. Gateway architecture. A gateway provides a set of services to a client application, while connecting to different DLT
networks.

DLT gateways are not DLT nodes. Instead, they are a collection of services built around DLT nodes, as Figure 9
shows. The services it provides (i.e., the protocols it runs) and identity management, access control, security, and
liveness properties are left to be instantiated by the DLT gateway administrator. An example of a gateway is the
ODAP Gateway [11, 60]. DLT proxies can also promote geographical diversification, alleviating some known
blockchain cyberattacks (e.g., eclipse attack). However, it could be desirable to run non-native business logic
from DLT nodes.

A DLT gateway provides additional non-DLT functionalities. Such additional functionality can include data
analytics or complicated cross DLT network processes.

It could be desirable to use a DLT gateway instead of a DLT node or DLT node proxy if the gateway’s additional
services are crucial to your application or to smooth your application build process. For instance, a DLT gateway
could utilize a standardized data model, meaning that, unlike DLT node proxies, a DLT gateway can be used to
connect to many DLT networks of multiple DLT types. On the other hand, a DLT node proxy could be more
desirable if the application developer is experienced and very familiar with the underlying APIs and data models
of the DLT nodes.

Both DLT gateways and DLT node proxies can promote geographical node diversification. Additionally, DLT
gateways and DLT node proxies can promote technical node diversification (e.g., running multiple different DLT
node implementations for a particular DLT, such as geth and nethermind Ethereum nodes). This minimizes the
risk of application failure if there is a bug in a particular node implementation.

However, it could be desirable to connect an application directly to a DLT node, for permissioned DLT net-
works where the attack vector of DLT nodes is significantly less and therefore running a DLT node in a container
orchestration system (e.g., Kubernetes) would suffice.

3.3.3  Solution Categories. Categorization of DLT interoperability solutions attempt at answering How is inter-
operation achieved? and what are the trust boundaries each solution creates. In the previous section, we presented
the connection modes. In this section, we present a unified IM categorization that considers the connection mode,
interoperation mode, and trust assumptions required by the solution category. Contrary to common knowledge,
there are only two non-intersecting IM categories. All interoperability mechanisms are created from the follow-
ing categories of solutions.

In particular, transferring data requires oracles, and transferring or exchanging assets can be done in two ways:
(1) locking an asset in a source DLT, and creating its representation on a target blockchain, implying transactions
on both DLTs—using oracles—or (2) via native transfer transactions (Alice transfers to Bob asset A in DLT X for
asset B in DLT Y)—cross-authentication.

SorutioN TypE 1 (ORACLE). Oracle interoperability solutions allow a DLT system to make use of external
data from another system [25, 41, 94], increasing the connectivity of DLT-based applications. There is a lot of on-
going research on the security and fairness of interoperability via oracles. In particular, oracles could be selecting
certain transactions to be included in the target blockchain for its own benefit, similarly to the miner extractable
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value problem [37]. We do not aim to cover such topics in this work, nor to present oracles in great detail, as this
is well covered in the literature.

Code deployed into a distributed ledger cannot access external resources or data without the help of an in-
termediary. These intermediaries (known as oracles) gather external data, placing it into transactions that are
subsequently added to the distributed ledger, therefore allowing this retrieved data to be read by deployed smart
contracts. Note that oracles can fetch data from a non-DLT system or another DLT-system. Oracles are classified
into two types [94]: pull-based or push-based.

The parties involved are the user and its smart contract (deployed on a DLT), the oracle and its smart contract,
and external systems (decentralized, centralized).

— Pull-based oracle data transfers: upon request, those fetch data from off-chain systems and send the data to
a DLT (via a transaction). These oracles operate differently depending on the transaction execution model
of the DLT:

(1) order-validate-execute model (e.g., Ethereum): pull-based oracles on these DLT systems require multiple
transactions to complete the data request process. An example would be the following: a smart contract
issuing two transactions: (1) a transaction to the client smart contract which triggers a call to the oracle
smart contract. This call details the data it wishes to obtain from an external system; (2) the oracle
observes this request and creates a transaction with the necessary data, which is sent to the oracle smart
contract called by the client. This way, the client smart contract now has the necessary information
accessible via the oracle smart contract. This model could require one transaction if an oracle smart
contract already holds the necessary data (requiring the oracle client to be pushing data periodically, i.e.,
the oracle is a push-based oracle).

Figure 10 represents a pull-based oracle operating with an order-validate-execute DLT. The client
smart contract calls the oracle smart contract with a request for information (step 1) the latter does not
have (e.g., the request from the client smart contract includes a GET HTTP request). The transaction is
recorded, and the oracle listens to transactions that call its smart contract, via an off-chain client (step 2).
Upon recognizing them, it performs the requests by collecting information (steps 3-6). Upon eventual
processing (step 7), the information is pushed to the oracle smart contract (step 8). The oracle smart
contract now has the necessary information in its storage (or memory) (step 9). Finally, the oracle smart
contract returns the information to the client smart contract (step 10).

(2) execute-order-validate model (e.g., Hyperledger Fabric): pull-based oracles on these DLT systems only
require one transaction to complete the data request process as nodes involved in the execution and veri-
fication process perform the oracle functionality by fetching the data themselves. Before the transaction
is confirmed, meaning that the external data can be immediately used by the requesting transaction (e.g.,
in the case of Hyperledger Fabric chaincode HTTP requests or Corda flows that include an Oracle node).

— Push-based oracle data transfers: obtain external data without an explicit request from a DLT transaction.
These oracles usually add the data into smart contracts to be easily consumed by other smart contracts
(via smart contract to smart contract calls).

Oracles inject information into a trusted network. This information can be used for decision-making by nodes,
meaning oracles greatly influence the subsequent state of the network as a whole. It means that oracles are trusted
third parties. The trust model of oracles might vary, from voting-based oracles to reputation-based oracles to a
single trusted oracle [100]. The choice of an oracle then boils down to the choice of functionality offered, weighted
with the acceptable level of decentralization of that oracle network.

Note that single DLT network oracles also exist (sometimes referred to as on-chain oracles, meaning located,
performed, or run inside a blockchain system [71]). These oracles (when triggered by a transaction) collect data
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Fig. 10. Pull-based oracle architecture on execute-order-validate (e.g., Ethereum).

from different on-chain sources and present it in an easy to consume format [45]. But these oracles do not aim
at providing cross-DLT network interoperability [45].

Oracles also support asset transfers across chains (sometimes known as bridges), typically unidirection-
ally, with mediated off-chain communication. These transfers are considered by commit-and-execute proto-
cols [89, 138]. In this scheme, an asset residing in the source DLT network is burned (i.e., deleted) or locked,
and a representation of that asset is minted (i.e., created) in the recipient DLT network. Both stages are imple-
mented with smart contracts that implement specific rules for these operations.

Asset transfers via Oracles can occur using both push- and pull-based oracles.

— Pull-based oracle asset transfers: these are started by a transaction to a certain address or smart contract on
a source DLT. This transaction contains the instruction to lock or burn the asset on the source DLT. Now
an off-chain party, for example, the beneficiary of the transaction on the destination DLT (or an off-chain
trusted third party) watches for the confirmation of the transaction on the source DLT. It sends a proof
of that transaction to the destination DLT (e.g., a Merkle proof). More specifically, the proof is sent to the
smart contract on the target destination DLT, along with information such as the beneficiary’s address.
This mechanism triggers the smart contract to mint and sends tokens to that address. At the end of the
procedure, the number of assets is preserved.

— Push-based oracle asset transfers: these are started by a transaction on the destination DLT. This transac-
tion contains the instruction to lock or burn the asset on the source DLT, create (or redeem) a representative
asset on the destination DLT, and this transaction provides the related proof of ownership of that asset
on the source DLT (such as a signature). In some interoperability solutions, this single transaction may be
enough to complete the asset transfer (e.g., when a payment channel or Zero Knowledge Proof Rollup is
the source DLT). Whereas in other interoperability solutions, other transactions, on the source DLT and
possibly again on the destination DLT may be required to complete the asset transfer.

Optionally, cross-ledger audit trail information can be included in these transactions. Note that it is technically
possible for token owners to operate their bridge, but this generates a problem around the general acceptance (e.g.,
by exchanges) of the token minted on the recipient DLT network. Some protocols that perform asset transfers
include services to monitor the process for their users.

Interoperability Mode:

— Data Transfer (typically called oracles)
— Asset Transfer (typically called bridges)

Trust Assumptions:

— Centralized (single oracle)
— Decentralized (oracle consortium)
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Advantages:

— Anyone can run their own oracle provided access to the recipient DLT.

— Oracles can allow the information collection phase to be separated from the processing phase, allowing
arbitrary processing.

— Push-based oracles can send already processed data (i.e., ready to consume) or raw data. Processed data
allows the amount of on-chain processing to be minimized.

— Pull-based oracles can allow a more transparent audit trail regarding who requested the data and who
collected the data, as these actions are recorded inside distributed ledger transactions.

— Some DLTs allow smart contracts that can call external systems (e.g., Hyperledger’s Fabric chaincode), i.e.,
the nodes running the protocol have the ability to perform as an oracle. This mechanism allows decentral-
ized oracles, as oracle calls are made on-chain and are under consensus scrutiny.

— Oracles can be designed to declare who has permission to operate as an oracle. For instance, an IM can be
designed to allow anytone to operate as an oracle (permissionless oracle system). In this case, there should
be a mechanism that allows suspected invalid data to be challenged, and its authors possibly penalized.
Alternatively, only certain oracles could be allowed, in which case a permissioned oracle system is used.

Disadvantages:

— Oracles support asset transfers, but trust needs to be put in the oracle group and the semantic layer sup-
porting such transfer.

— Pull-based oracles can require multiple transactions for more generic calls (e.g., for generic HT TP requests
vs. smart contract calls), raising the latency of the solution.

— Availability of oracles is a deciding factor, as smart contracts may rely on them to provide accurate infor-
mation in real time. Failures in oracles (either crash faults or Byzantine faults) can occur and originate
great losses (e.g., attacks on oracles DeFi [45]).

— Data is fed via DLT transactions that implies a minimum delay in the order of a few seconds to a few hours
(if one considers finality).

— A smart contract depending on an oracle implies the trust of a (probably) smaller set of parties, compared
to the number of nodes of the DLT network enforcing the correct execution of the smart contract. This
weaker trust assumption is an attractive target for attackers.

— Can require synchronizing with off-chain parties (e.g., other exchange parties or the bridge operators).

Examples:

— Chainlink [18] (pull-based and push-based): provide external information to a set of smart contracts that
can expose that information to other smart contracts for a fee.

ChainLink selects qualified data feeders to provide data expected to represent the ground truth. Data
feeders aggregate data via decentralized selection through staking their reputation (represented by LINK
tokens). Data aggregation is done via statistical measures.

— BTC Relay [43] (push-based): provides information from the Bitcoin network to the Ethereum network.

BTC Relay is a smart contract on Ethereum that stores block headers from the Bitcoin network. Nodes
called relayers obtain the headers and send them to the BTC Relay smart contract. Smart contracts on the
Ethereum network can then utilize information from the Bitcoin network by providing a Merkle proof
referring to a certain block header.

— Polkadot (interoperability modules): the Polkadot ecosystem has several bridge projects allowing one to
connect ecosystems [106]. These mechanisms mostly allow unidirectional asset transfers (albeit two uni-
directional transfers can be done, realizing a bidirectional transfer), effectively connecting assets from dif-
ferent chains. For example, Snowfork is a general-purpose bridge between Ethereum and Polkadot. This
will enable not only ETH to be transferred from Ethereum to Polkadot, but also ERC20 assets.
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SoruTioN TYPE 2 (CROSS-AUTHENTICATION). Cross-authentication interoperability solutions allow parties to
exchange assets across DLTs, where each party sends a transaction on each DLT. To this end, parties need to
authenticate on both chains to perform the transfers. This process typically happens without a trusted third
party, as what is needed is some off-chain synchronization to set up the transactions to happen in both chains.

Trustless Asset Exchanges correspond to one asset exchange with non-mediated communication. The de-facto
method for implementing this scheme is Hash Lock Time Contracts (HTLCs), where both parties deploy a
smart contract in each chain that transfers the right amount of coins to the other party.

HTLCs consist in facilitating an asset exchange between two parties (typical case, although multi-party HLTCs
exist [12, 63]) on a different blockchain (both parties can access it). Party from DLT 1 (P1) creates a secret s such
that the hash of the secret, h(s), is put in a smart contract on DLT 1, transferring an asset to P2. The contract is
hash locked with s, and a timelock t. Thus, P2 can redeem the assets from DLT 1 with secret s until time t. Upon
confirming that the contract is correctly instantiated, P2 can create a smart contract on DLT 2 with the same
hashlock h(s) but a timelock t” < t. The smart contract sends assets to P2 from DLT 2. This ensures that P1 can
redeem assets before P2, with a slack t-t”. When P1 asserts that the contract from P2 is published, that party can
send secret s, redeeming its assets. P2 now holds secret s, and can use it to redeem its assets on DLT 1.

HTLCs imply handling the technical layer (the hashing functions that are used to construct the secret needs
to be supported by the involved DLTs) and the semantic layer (the information exchanged has meaning—assets—
and needs to preserve a set of rules on both chains—avoiding double spending, for instance).

On the other hand, centralized asset exchanges are cross-authentication solutions that allow asset exchanges.
These exchanges (also called notary schemes [12]) are a legal escrow that exchanges assets from one DLT for
assets from another DLT. Decentralized exchanges are typically facilitators of such transactions by offering a
bookkeeping system that matches buyers and sellers. Although decentralized exchanges running in heteroge-
neous DLTs are appearing [95], the mechanisms used for interoperation are classified as oracles. An overview
of how centralized and decentralized exchanges work is present here [12].

New types of HTLCs are showing up. In Hyperledger Cactus [92], the cactus-plugin-htlc-eth-besu-erc20 allows
one to automatically deploy HTLCs on Ethereum via Hyperledger Besu. A similar package could automatically
deploy two contracts: one in a permissioned DLT, and another in a permissionless DLT. As long as the parties
exchanging assets are present in both networks, this scheme would work.

Interoperability Mode:

— Asset Exchange
Trust Assumptions:

— Centralized (centralized exchanges, notary schemes)
— Decentralized (HTLCs)

Advantages:

— Decentralized exchanges allow trustless asset exchanges between parties, by anchoring the correct opera-
tion of the process on the blockchain consensus).

— Platforms to create HTLCs running on heterogeneous DLTs, such as [92], streamline the process of setting
up an exchange, diminishing the need for decentralized exchanges (and thus avoiding fees).

Disadvantages:

— Asset exchanges require multiple DLT transactions, which implies a minimum delay in the order of a few
seconds to a few hours (if one considers finality).

— Network delays might render the execution transactions useless, wasting time and possibly transaction
fees. However, some modern solutions eliminate this need.
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Table 2. Summary Comparing Oracles and Cross-Authentication BISs

Oracle Cross-Authentication

Interoperability Mode D, Ay Ae
Common Connection Mode DLT Gateway DLT Node, DLT Proxy
Can be used to build general-purpose ) X
use cases (vs. only transferring assets) !
Native DLT security assumptions

. . X v
are enough to enable interoperation
Easily decentralizable X v
Easily implementable X v
Can parties be offline for interoperation v X (for HTLCs)

to happen?

D stands for data transfer, A, for asset transfer, and A, for asset exchange.

— Trustless approaches require some off-chain coordination between users wanting to exchange assets. De-
centralized exchanges simplify this process at the expense of some decentralization.

Examples:

— Hyperledger Cactus cactus-plugin-htlc-eth-besu HTLC: Cactus provides a package that can deploy hash
time lock contracts on Ethereum via Hyperledger Besu. The package provides functionality to deploy ini-
tialization, refund, and monitoring endpoints. Additional functionality (such as mediating off-chain agree-
ments between the users of the HTLC) can be built on top of this package (i.e., a business logic plugin).

— Exchanges: with a centralized exchange, users deposit fiat or cryptocurrencies in a platform that is used
to swap for other assets. It does not require all parties to authorize transactions on both chains, but only
requires the sending user and the exchange to authorize the swap transaction.

Summary. Contrary to common knowledge, there are only two non-intersecting categories. We emphasize
that this is a general overview. In-depth descriptions of the protocols and their implementations can be found
in [12] (both), [25, 41, 94] (oracles), and [137] (cross-authorization). Table 2 summarizes the studied categories.

Oracles can perform data and asset transfers, typically using DLT gateways. This is due to the ability of
gateways to process data to the format the oracle smart contracts accept. Oracles can enable general-purpose
interoperability, thus they have implementation overhead, as well as decentralization overhead. On the other
hand, cross-authentication solutions are used for asset exchanges only—a DLT node or DLT proxy suffice.

The immense variability of IM solutions stems from the fact that many design patterns are built on top of
those two categories. A detailed study on the available design patterns for IM is left for future work.

KeY TAKEWAY 6. There is no technical distinction between “Layer 1” and “Layer 2” solutions

The industry typically classifies DLTs into layer 1 infrastructure or layer 2. While layer 1’s are standalone DLTs, layer
2’s are DLTs extending the capabilities of layer 1’s, attempting to solve, for instance, the scalability problem [12].
Both layer 1 and layer 2 solutions are groups of nodes (i.e., chains) running a protocol. Some of the node groups might
anchor their security on another one (typically layer 2 chains share security [49] or re-utilize work [82] from layer
1’s). This implies that layer 2’s are better viewed as separate networks (technically similar to layer 1’s) connected by
an IM (typically called bridges).
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4 WHICH BLOCKCHAIN INTEROPERABILITY SOLUTION DO YOU NEED?

Few studies provide guidelines to improve interoperability in blockchain solutions [8]. Specifically, there are no
frameworks to evaluate cross-chain solutions in terms of interoperation capabilities systematically, performance,
security, cost, and user friendliness. In this section, we put forward a first effort, based on our recent work [90].
Since standardized approaches to evaluate interoperability are needed [93], we propose our interoperability
assessment framework for DLTs. We start this section by presenting our interoperability framework, allowing
the end-user to assess the current state, in terms of interoperability, of their DLT-based solution. After that,
given that an initial assessment has been conducted, we present our framework to choose the infrastructure
and functionality of an IM. Users can then improve the interoperability of their solutions by picking a suitable
IM, based on the proposed decision models. Finally, one can re-evaluate the interoperability of their DLT-based
solution by running the interoperability assessment again.

4.1 Interoperability Assessment

The goal of the interoperability assessment is to provide concrete, systematic guidelines for solutions to be
compared in terms of interoperation capabilities—a concept called Interoperability Assessment (INAS) [36].
This work focuses on evaluating interoperation capabilities (and performance, to a lower extent). To this end, we
propose three assessments. Each assessment defines a set of criteria, where each item yields a score. The score of
all criteria outputs the score of that assessment. Summing the score of the three types of assessments yields the
final score for the interoperability assessment. The higher the score, the better the interoperability capabilities
of such a solution. Table 3 shows the score for each criteria. There are three assessments a system can take to
measure the ease of interoperability regarding external systems [36]:

— Potentiality assessment: this assessment evaluates the maturity of a system to adapt to other systems. It
answers the question can the system interoperate with other systems as is?

This assessment provides an understanding of which infrastructures a DLT-based solution can connect
to. The score for this assessment is divided into four categories, for a maximum of 4 points.

— Compatibility assessment: this assessment evaluates the interoperability between two known systems be-
fore or after changes to interoperation capabilities of both. It answers the question how well can a pair of
systems interoperate? And what are the current problems or barriers that prevent the systems from interoper-
ating better?

This assessment provides an understanding of the “capabilities” the interoperability mechanisms offer
(can it make two DLTs understand each other? can it comply with rules and laws?). The score for this
assessment is divided into three categories, for a maximum of 3 points.

— Performance assessment: this assessment evaluates the interoperation processes during runtime concerning
cross-chain transactions key metrics. It answers what are the values for the interoperation metrics cross-chain
latency, cross-chain throughput, and cross-chain costs?

The score for this assessment is divided into two categories, for a maximum of 3 points.

4.1.1  Potentiality Assessment. The potentiality assessment evaluates technical interoperability (see Section 3).
It takes a system based on a DLT protocol and evaluates its maturity toward interacting with other systems
(requesting/providing data). Four levels of interoperability exist (cf. Figure 11), in increasing order of complexity:

— Level PI: interoperation across different functionalities (e.g., smart contracts) on the same subnetwork
can happen. An example is smart contracts calling other smart contracts (on the Ethereum network, on
the same Hyperledger Fabric channel). Even though level 1 interoperability may seem standard for some
DLTs, e.g., smart contracts on Ethereum and Fabric, this is not the case for all DLTs. For instance, on
Corda, Cordapps are deployed onto certain nodes. Each Cordapp includes a set of smart contracts used for

Distributed Ledger Technologies: Research and Practice, Vol. 2, No. 1, Article 1. Publication date: March 2023.

43



Do You Need a Distributed Ledger Technology Interoperability Solution? « 1:23

Table 3. DLT Interoperability Solution Assessment

Potentiality Assessment (PA) Score (0-4)
P1: Interoperation within the same DLT network, same subnetworks O
P2: Interoperation within the same DLT network, different subnetworks O
P3: Interoperation within different DLT networks O
P4: Interoperation within different DLT protocols O
Compatibility Assessment (CA) Score (0-3)
C1: Provides semantic-level interoperability (shared protocols) O
C2: Provides organization-level interoperability (shared agreements) O
C3: Provides legal-level interoperability (follow regulations) O
Performance Assessment (PeA) Score (0-3)
PE1: Provides acceptable cross-chain transaction end-to-end latency/throughput O
PE2: Provides acceptable cross-chain transaction end-to-end cost O
PE3: Complies with desirable energetic consumption goals O
PA + CA + PeA Total (0-10):
Interoperability assessment is divided into PE, CA, and PeA assessments. A higher score corresponds to a more interoperable
solution.
P1 P2 P3 /P—4\
P CE T

[Functionality] [Functionality} i [Functionality} i [Functionality] 3 ( Functionality ]

[ Subnetwork \/ i [Subnetwork} 3 [Subnetwork\/ i / Subnetwork

[ DLT Network | (LT Network| DLT Network

\ DLT Protocol 3 DLT Protocol

Fig. 11. Potentiality assessment of an IM.

transactions relating to this Cordapp. Allowing smart contracts created in one Cordapp to be utilized by
transactions created in another Cordapp is a non-trivial task due to the UTXO architecture of Corda.

— Level P2: interoperation within the same DLT network, different subnetworks (smart contracts can call
other smart contracts from other subnetworks, e.g., across Hyperledger Fabric channels).

— Level P3: interoperation across DLT networks of the same DLT protocol, i.e., homogeneous blockchains
(e.g., Ethereum Ropsten to Ethereum mainnet, Hyperledger Fabric network A to Hyperledger Fabric net-
work B, as seen in [51]).

— Level P4 interoperation across different networks of different DLT protocols, i.e., heterogeneous DLTs, as
seen in [51, 92, 113].

We could also consider Level P5, providing interoperation with non-DLT systems (e.g., enterprise systems,
payment systems). However, all IM solutions and DLT nodes provide capabilities for accessing the ledger. In
the compatibility assessment, we consider interactions (e.g., digital asset exchanges across DLTs) to have legal
binding.
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Fig. 12. Example of vertical interoperation in a Hyperledger Fabric network and the Polkadot network. Horizontal interop-
erability can be achieved via an IM using, for example, a DLT gateway.

For instance, Hyperledger Fabric-based networks can provide and receive information from and to the exterior,
respectively, via smart contracts. Figure 12 depicts a practical example of a potentiality assessment. A high score
for this assessment shows that the system can interoperate with systems significantly different from it as is. One
could consider an IM as the cross-chain logic plus a connection mode (in this case a DLT gateway). The IM can
then connect to multiple DLT networks, depending on how many of the latter the DLT gateway supports. Thus,
business logic from the IM can spawn across several DLT networks. If this is the case, cross-chain logic can be
implemented. Another interesting possibility can be implemented: connecting the IMs via the DLT gateways,
allowing for second-order interoperability. Provided accountability guarantees, such as smart contracts as trust
anchors, or a decentralized log storage for IMs, this enables cross-chain use cases operated by mutually untrusted
IMs

4.1.2  Compatibility Assessment. The compatibility assessment evaluates compatibility aspects regarding se-
mantic, organizational, and legal interoperability. Given a pair of systems, do they run protocols that both under-
stand? Do they share similar organizational goals? Do they follow the same jurisdiction and regulations?

Figure 13 depicts this assessment. Three levels of compatibility maturity exist:

— Level CI: semantic interoperability is achieved by a pair of systems (see Section 2).
— Level C2: semantic and organizational interoperability are achieved.
— Level C3: semantic, organizational, and legal interoperability is achieved.

The score for this assessment is obtained by summing the weights of each level cumulatively, since the last
layer typically depends on the previous (1, 2, and 3, respectively). In this article, we focus on the semantic aspect,
leaving pointers for future work on the organizational and legal aspects. The granularity regarding the three
layers can be defined by the users of the framework.

Figure 14 depicts an architecture of an interoperability solution (e.g., it could be connected by a network of
gateways) that has a compatibility assessment conducted. A network of gateways is a set of gateways that run
cross-chain logic shared by gateways, following a protocol.

4.1.3  Performance Assessment. The performance assessment studies how efficiently an IM executes its pro-
cesses. The efficiency can be measured in metrics related to the Cross-chain transaction (CC-Tx) concept. A
Cross-chain transaction (CC-Tx) is composed of transactions directed to the target systems (called subtransac-
tions of a CC-Tx) plus the internal transactions of the IM. We call the logic that an IM executes cross-chain logic
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Fig. 14. Example of interoperation between two DLTs connected by a DLT gateway network running a digital asset transfer
protocol such as ODAP [60]. A compatibility assessment can be performed regarding the participating DLTs.

or cross-chain rules. The cross-chain logic accounts for business logic plugins’ execution, which can modify the

final transactions issued against DLTs.
Following the blockchain integration framework, there are three main metrics to assess the performance of

an IM [90]:

— End-to-end latency: calculated by summing the time to execute the IM cross-chain logic plus the latency
of every sub-transaction (until it is committed and finalized, in its local DLT). For example, the Carbon
Emission use case (see Figure 3) would have a latency calculated by the execution of the mdApp logic plus
two transactions on the Emissions Channel plus one transaction on the Ethereum network. The end-to-
end latency answers the question how long does it take for the cross-chain transaction to be incorporated on
the target systems?
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— End-to-end throughput: the throughput is the number of cross-chain transactions executed per second. The
more complex the cross-chain logic, and the longer it takes for each sub-transaction to be committed on
their target system, the lower the throughput. The throughput metric answers the question how many
cross-chain transactions are finalized on the ledgers per second?

— End-to-end cost: cost can come in two forms: transaction cost and energetic consumption. Cost can be mea-
sured in transaction fees and/or direct transaction costs. Transaction fees are paid to support the network
(happening in public, permissionless DLTs more often). Direct transaction cost (in a certain period) can be
calculated by dividing the cost of being in the network by the number of transactions. This latter model
is usual on permissioned networks with the subscription business model. The energetic consumption is
calculated by dividing the energetic cost of a transaction per number of transactions. This metric answers
the question what is the cost in transaction fees and energetic consumption of the sum of the cross-chain
transactions issued by the system?

At the moment, it is not possible to establish specific guidelines for this type of assessment due to the lack
of systematic evaluations of interoperability solutions. Although several solutions bring performance evalua-
tions [12], they are not standardized according to any framework, making it difficult, if not impossible, to com-
pare solutions systematically. Thus, we leave the judgment of a reasonable latency, throughput, and cost for
interoperability solutions and a rigorous model to evaluate the performance for future work. We emphasize the
challenges to measuring the energetic consumption of an IM, given that it interacts will multiple decentralized
systems. Although some work has been done in evaluating the energetic consumption of Bitcoin [53, 55], the
literature falls short in exploring other DLTs. Thus, this remains a problematic metric to assess.

4.2 Choosing the Right Interoperability Solution

In this section, we help the reader choose an IM, using two decision models. The proposed decision models
are directed to researchers, developers, and software architects. The first decision model focuses on assisting the
choice of the IM’s infrastructure (connection mode), for a given use case. The second decision model assists in the
choice of the IM’s functionality (interoperation mode, potentiality, and compatibility). The output of functionality
diagram suggests a group of IMs for the chosen functionality.

How to Use the Decision Models. The reader should start navigating from left to right, starting on the node with
the START label. After that, a path should be followed by answering yes (v') or (X) to the proposed questions
until an end node is reached (blue nodes), or a proceed flag is present in one of the arrows connected to the
current node. More details on the proceed flag are available on the functionality decision model. The blue nodes
output recommendations regarding the infrastructure or functionality of an IM.

Infrastructure. Choosing an infrastructure refers to choosing the hosting infrastructure for an IM: DLT node,
DLT proxy, or DLT gateway. Hosting an IM implies several challenges that require specialized, well-trained ex-
perts: (1) node and hardware management, including installation, maintenance, load balancing, software version
management, redundancy, and scaling; (2) security, including monitoring the node and responding to cyber-
attacks; (3) and others, such as adhering to regulations (e.g., GDPR). Thus, different needs require a different
infrastructure. Depending on the use case, it is acceptable to defer the management of the infrastructure to third
parties (versus self-hosting the infrastructure).

The following decision model, in Figure 15, guides on choosing the infrastructure (i.e., connection mode) for
an IM and if it should be self-hosted or not.

DLT nodes are native blockchain clients, e.g., Geth Ethereum Node [42], Hyperledger Besu node (Ethereum
node) [5], Hyperledger Fabric peer node [5], Bitcoin Core [14], and Polkadot node [108]. DLT proxies include
Infura [67], Blockdaemon [15], and nodes hosted and accessible via cloud providers. DLT gateways include Quant
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iDO YOU NEED A DLT INTEROPERABILITY SOLUTION?

INFRASTRUCTURE H
i These 6 questions will assist you in making an initial assessment to choose the right infrastructure for your :
interoperability solution (DLT Node vs. DLT Proxy vs. DLT Gateway) and (self-hosted vs. hosted by third :
| party).

1c

You need X Do you require v Your IM can be hosted by
a DLT Node high availability? You need a DLT Proxy : a third party
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You do not need a DLT Solution You need a DLT Gateway H You need to self-host your IM

Fig. 15. Decision map guiding the choice of the infrastructure of a DLT interoperability solution. Start on the topmost left
node (with the green START label) and answer the questions until you arrive to an end node (blue nodes). The output of this
process is a group of IMs that respect the requirements stated on the process flow.

Overledger [113], Hyperledger Cactus nodes [92], Weaver gateways [127], among others. More examples of each
connection mode can be found in [12].

Functionality. Choosing the functionality refers to choosing the IM functionality in terms of interoperation
mode, P levels, and C levels.

Most IMs assure P < 3, while a few provide all P levels (P1, P2, P3, and P4) [12]. On the other hand, IMs can be
divided on C1, because most do provide C < 2. Most IMs can provide C1 (in fact, a system providing P4 implies
that it provides C1), while a few attempt at implementing standards that could, in the future, support the legal
layer. At the moment, we do not know of any IM providing level C3.

The following decision model, in Figure 16, guides on choosing the functionality. This decision model uses the
proceed flag, meaning that when it is present in an arrow connected to the current node, the user should evaluate
the condition, and then proceed (instead of stopping), accumulating the recommendations, until a node without
a proceed node is found (and therefore the last decision is made on that node). Take, for example, the following
flow: one starts in node 3a. As the proceed flag is present on that node, the reader will answer to the question and
then (independently of the answer) move to the next node. In case the answer was yes (v'), the recommendation
is saved. At the end of Figure 16, a maximum of five recommendations may be collected.

4.2.1  Solution Groups. In this section, we define each solution group depicted in Figure 16. In particular, we
systematically compare IMs according to their P level, C level, and interoperation mode. Table 4 shows examples
of solutions belonging to each group proposed by Figure 16.

The first group comprises solutions providing levels P1-P3, and supporting data transfers, asset transfers, or
asset exchanges. Most blockchains provide P1 interoperability by enabling functionality re-usage. For instance,
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Fig. 16. Decision map guiding the choice of the functionality of a DLT interoperability solution. Start on the topmost left
node (with the green label START) and answer the questions until you arrive to an end node (gray ones). The output of this
process is a group of IMs that respect the requirements stated on the process flow.

smart contracts can call other smart contracts (even across subnetworks, providing level P2) in most blockchains.
Level P2 requires some orchestration. For example, interoperability across subnetworks in Ethereum can be done
via oracles or gateways running bespoke cross-chain logic. A similar level of orchestration happens when P3 is
needed but could be more complex, as different networks may differ more than different subnetworks. Level P3
and P4 systems imply the usage of blockchain interoperability middleware (in some DLT protocols, level P3 can
be achieved without specialized middleware) that can be centralized or decentralized.

Many of the examples present in group G2 supporting data transfers are classified as trusted relays or block-
chain agnostic protocols, while G2 solutions supporting asset transfers and exchanges belong to sidechains and
relays. Blockchain of blockchain platforms (Polkadot, Cosmos) provides level P3. The design and implementa-
tion of bridges to external DLTs would carry these systems to level P4, but they are still in development, and,
furthermore, these bridges are not native to the DLT networks.

Example 1 (Oracle Solution). In this section, we present an example of the choice of the infrastructure and
functionality of an oracle solution based on a simple use case. Let us consider an IM administrator who transfers
data between the Ethereum blockchain and a Polkadot’s parachain.

Infrastructure: the administrator does not want to host the infrastructure and would like to have high avail-
ability. There is no preference to whether the IM can access the DLT nodes directly or not. The administrator
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Table 4. Categorization of IM According to P Levels, C Levels, and Interoperation Mode
(D Stands for Data Transfer, A; for Asset Transfer, and A, for Asset Exchange)

Solution ¢ 1. tion P1 P2 P3 P4 C1 C2 C3 D A, A,
Group
[2, 22, 38, 104, 117] VAR GV S 4 VE ¢ X
@ [1, 4, 40, 98, 112, 116], HTLCs [12] SOV L X XX X L
Blockchain of blockchains (e.g., [78, 129]) VAR A S S s
[46, 47, 51, 92, 99, 127] VARV SN SV SR ¢
@ [11, 17,32, 33, 64, 65, 69,92, 138], HTLCs [12] v v v v v X X X v v
[92, 109, 117], Bridges (e.g.. [7, 81, 82]) VARV S S
@ Solutions supporting P > 3

[6,113] VRV ANV SNV

accepts the risk of its data being read by third parties, for the comfort of an easier to deploy solution. Using the
decision model from Figure 15, the administrator would answer:

(1) What is your desired connection mode?
— la: Are you connecting to at least one DLT? v/
— 1b: Are you connecting to just one DLT? X
— 1c: Do you need high availability?
— 1d: Do you need to run cross-chain logic? v

Therefore, a DLT gateway is needed.
(2) What is your desired hosting mode?
— 2a: Do you need to administer and maintain your nodes yourself? X
— 2b: Are your operations sensitive such that the data generated by the IM cannot be held by a custodial?
X

Therefore, the IM can be hosted by a gateway hosted by a third party.

Functionality: the IM would only need to transfer data. It needs to connect different DLT protocols and does
not need to comply with any regulations. Using the decision model from Figure 16, the administrator would
answer:

(1) What is the desired interoperation mode?
— 3a: Do you need to transfer data? v
— 3b: Do you need to transfer assets? X
— 3c: Do you need to exchange assets? X

Therefore, IM supporting asset transfers is needed.
(2) What is the desired supported functionality?
— 4a: Do you need to integrate different DLT protocols? v
— 4b: Do you need to comply with regulation? X

Therefore, solutions from G2 (supporting P1-P4, C1, and data transfers) are needed.
Therefore, the chosen IM is a P4 + C1 third-party hosted DLT gateway (see Table 4 to choose a solution).
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Example 2 (Cross-Authentication Solution). In this section, we present an example of the choice of the infras-
tructure and functionality of a cross-authentication solution based on a simple use case. Let us consider an
end-user who wants to perform an asset exchange. The user wants to exchange asset a in DLT a for asset b in
DLT b.

Infrastructure: the user is looking to connect to two different DLTs, does not need to run cross-chain logic
(as the only logic needed is a time-locked transfer), with no high availability requirements. The user wants to
have direct access and control over the node. Using the decision model from Figure 15, the administrator would
answer:

(1) What is your desired connection mode?
— la: Are you connecting to at least one DLT? v/
— 1b: Are you connecting to just one DLT? X
— 1c: Do you need high availability? X
— 1d: Do you need to run cross-chain logic? X

Therefore, a DLT proxy (or DLT node) is needed.
(2) What is your desired hosting mode?
— 2a: Do you need to administer and maintain your nodes yourself v
— 2b: Are your operations sensitive such that the data generated by the IM cannot be held by a custodial? X

Therefore, the IM can be self-hosted.

Functionality: the IM needs to exchange assets (or perform two independent asset transfers). It needs to connect
different DLT protocols and does not need to comply with any regulation, but it must comply with rules on
exchanging assets (e.g., hashlock time contract). Using the decision model from Figure 16, the administrator
would answer:

(1) What is the desired interoperation mode?

— 3a: Do you need to transfer data? X

— 3b: Do you need to transfer assets? X
— 3c: Do you need to exchange assets? v

Therefore, an IM supporting asset exchanges is needed.
(2) What is the desired supported functionality?
— 4a: Do you need to integrate different DLT protocols? v/
— 4b: Do you need to comply with regulation? X

Therefore, we need solutions from G2 (supporting P1-P4, C1, and supporting asset exchanges).

Therefore, the chosen IM is a P4 + C1 self-hosted DLT proxy supporting asset exchanges.

5 RELATED WORK AND OPEN RESEARCH CHALLENGES

In this section, we compare the contributions of our article to the state-of-the-art.

Status quo of Blockchain Interoperability. Compared to the existing literature, our study focuses on allowing
researchers and developers (or software architects) to choose a blockchain interoperability solution, which was
only partially addressed before. In particular, a number of surveys studied blockchain interoperability solutions
or architectures [12, 13, 16, 24, 72, 73, 76, 87, 103, 111, 119, 120, 126, 137], but did not provide a decision model
to choose one. Each survey comes with tradeoffs (technical explanation depth vs. IM coverage) and often with
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conflicting categories of solutions. This implies that the reader will not have a holistic overview of the area. Our
survey performs an analysis of these surveys, attempting to unify and synthesize existing knowledge.

The latest systematic survey on IM is that of Belchior et al. [12]. In this survey, the authors categorize IM
into public connectors, hybrid connectors, and blockchain of blockchains. Instead of answering how are IMs
connecting DLTs, in the survey, we classify IMs according to what they connect.

Our categorization departs from older ones because we consider trusted relays, sidechains, notary schemes, re-
lays, gateways, and other design patterns built on top of oracles. We clarify that only two types of interoperability
exist and propose a general IM model.

Assessing the Degree of Interoperability of an IM. There is extensive work in the area of interoperability as-
sessment. Leal et al. discuss and systematically compare 21 interoperability assessment approaches [36]. Most
approaches aim to assess the interoperability of (centralized) systems in the technical, semantic, and organiza-
tional layers, while some generically evaluate interoperability.

In [125], the authors discuss different interoperability testing architectures for assessing interoperability be-
tween distributed systems. The authors provide guidelines to generate interoperability tests for the proposed
testing architectures. Our work provides guidelines (or interoperability tests) for DLTs. Numerous other works
evaluate interoperability for IoT [139], cloud providers [74, 83, 121], and more generic ones [75, 80].

The closest to our work is the blockchain interoperability evaluation framework of Mihaiu et al. [90]. In this
study, the authors introduce the concepts of cross-chain rules and propose a list of metrics to compare blockchain
interoperability solutions. In an older study, the authors compare two interoperability solutions based on 12 ad-
hoc criteria [76].

To the best of our knowledge, our framework is the first to provide insights on the potentiality, compatibil-
ity, and performance of a blockchain interoperability solution while explicitly providing support to choose the
infrastructure and functionality of an IM. Our framework helps the reader confirm the IM’s adequacy for interop-
erating with other systems at technical, semantic, organizational, and legal levels. Our framework for choosing a
blockchain interoperability solution may resemble studies aimed at facilitating the choice of an IM on functional
and non-functional requirements, such as [135].

Open Research Challenges. Although recent years have assisted in the skyrocketing increase in cross-chain
research, several research challenges are left unsolved: First and foremost, there is no formalization of a general
model for IMs (using frameworks to define and prove security properties such as the universal composability
framework [26]) that can answer the following questions: What are the technical requirements that a DLT must
provide, in order to be interoperable? What are the technical requirements an IM must provide to assure safety and
liveness properties? These research questions are important because often implementations of IM typically do
not follow specific guidelines [25].

Secondly, as pointed out by [8, 12] there is still a lack of supporting tools for IMs, such as monitoring tools
(e.g., visualization and analysis of cross-chain transactions and state), cross-chain digital identity, migration
tools (change the DLT infrastructure on the go for a dApp or mDApp), security tools (automatic detection of
frontrunning attacks, formal analysis of cross-chain protocols), and others.

Following the reasoning line of this work, there are still no methods to systematically evaluate and compare
the performance of an IM. Although we propose an initial set of metrics to respond to this need, there are no
baseline benchmarks.

Finally, regulation on cross-chain asset transfers, mainly among institutional players, will significantly impact
how modern financial systems interact and evolve. Although there have been recent and numerous efforts on
regulating certain aspects of interoperability (such as the ODAP protocol [60]), currently, there are no available
standards.
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Key TAKEWAY 7. DLT interoperability standards

Although none are official standards, there is a wide range of standardization efforts on blockchain interoperability.
The works in [12, 101, 131] survey the major standardization efforts in the field.

6 CONCLUSION

The future of DLT technology depends on its capability to interoperate across different dimensions. To address
such a gap, interoperability solutions flourished in recent years. However, several challenges are posed to re-
searchers and practitioners when trying to understand blockchain interoperability. For instance, there is still no
systematic way for classifying, assessing, comparing, and choosing DLT interoperability solutions.

Our article closes this gap by exposing three main contributions. First, we propose a unified conceptual model
and classification framework for blockchain interoperability solutions. Second, we propose a framework to assess
the interoperability capabilities of a system utilizing one or more DLTs. Lastly, we propose two decision models
that allow one to choose the infrastructure and functionality for an IM, to enable their off-chain systems to
interoperate with multiple DLTs. We provide practical examples of this decision process. Finally, based on the
most recent research, we provide a list of updated open research challenges in the blockchain interoperability
research area.
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With the evolution of distributed ledger technology (DLT), several blockchains that provide enhanced privacy
guarantees and features, including Corda, Hyperledger Fabric, and Canton, are being increasingly adopted.
These distributed ledgers only provide partial consistency, meaning that participants can observe the same
ledger differently, i.e., observe some transactions but not others, providing higher levels of privacy to the
end-user.

Choosing privacy instead of transparency leads to delicate trade-offs that are difficult to manage during
runtime, hampering the development of applications that depend on reasoning about shared state, e.g., asset
transfers across blockchains. We propose using the concept of blockchain view (view) — an abstraction of the
state a participant can access at a certain point to address this problem. Views allow us to systematically
reason about either state partitions within the same DLT or an integrated view spanning across several DLTs.
We introduce BUNGEE (Blockchain UNifier view GEnErator), the first DLT view generator, to allow capturing
snapshots, constructing views from these snapshots, and merging views according to a set of rules specified by
the view stakeholders. Creating views and operating views allows new applications built on top of dependable
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all its participants: consistency is the foundation of the decentralized trust that DLTs offer?. The
view concept has its roots in database schema integration and, more recently, in business process
view integration [2]. To account for the multitude of business process views, business view process
integration (BVPI) studies the consolidation of different views regarding a business process [2, 3].
Business view process integration (BPVI) addresses the challenges of processes that involve several
participants with different incentives, alleviating them by merging models that represent a different
view of the same model.

Despite the importance of consistency, some permissioned DLTs offer only partial consistency,
providing a trade-off between transparency and privacy. Partial consistency is a weaker notion of
consistency that implies that honest parties can read only subsets of the same global transaction
graph, i.e., of the ledger. For every transaction ID a set of parties share, they also agree on the
contents and dependencies of such transaction [4]. Partial consistent blockchains are very useful in
enterprise-grade applications, where privacy and accountability are paramount and necessary to
enforce [5]. Organizations working with DLTs that provide partial consistency have been putting
resources in place to enable interoperability with other blockchains, following the growing trend in
the space to accommodate DLTs offering different properties and features [6, 7].

A problem naturally emerges from a multichain ecosystem. Since participants might have
different views of a chain, see different data partitions3.

A solution to address interoperability across blockchains is to trust a centralized third party
[9], such as a cryptocurrency exchange. However, we have seen that such platforms have been
consistently attacked and even defrauded its users (see the FTX crash [10], and many more [11, 12]).
Trusting a decentralized protocol could be the way forward. However, many decentralized protocols
useful for interoperability have few privacy-protecting mechanisms [7, 13] and are still immature
and insecure [14]. However, there are alternatives to conventional decentralized bridge designs. A
promising one is systems based on zero-knowledge proofs [15?, 16]. Despite having potential to be
reasonable long-term solutions, these are two shortcomings: 1) the technology is very recent, and
thus it is immature and not hard-tested (e.g., zk-rollup technology [17]) and 2) it requires significant
engineering effort, to the point of even creating a new blockchain from scratch (see ZCash, Monero
[18]).

We then search for a balanced approach that includes support for both centralized and decentral-
ized protocols. A view offers a stakeholder-centric, generalizable, self-describing commitment to the
state of a blockchain, allowing for representing states from different blockchains in a standardized
way. Blockchain views are created, processed, and shared by consortium participants that are
legally identified and have contractual obligations to follow a protocol, namely blockchain gateways
[19, 20]. Gateways are trusted systems that run an interoperability protocol [21] and can use
blockchain views as proof of state for asset and data transfers. Despite being trusted and therefore
suitable for enterprises, several decentralization features in gateways promote accountability among
consortium members. In this context, building and analyzing views is important to understand
each stakeholder’s view of each DLT accurately as a tool for dependable interoperability across
heterogeneous systems.

2A similar assumption could be extended to business processes, where a single model can capture simple processes. However,
different representations of the same process are possible as soon as its complexity increases.

3Note that is different from the traditional database field, where different views exist and are processed according to a
different number of methods [8]. In particular, we are interested in the problem of managing views of a decentralized system,
where access control and data management (who can see what) are decentralized. This has implications for governance and
privacy, as no single authority manages the view creation, processing, and sharing processes. Furthermore, operations in
the decentralized database must generate and share proof that such an operation is valid.
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Problem Definition and Research Questions

Let us consider a blockchain consortium ¢ made up of n nodes and v different views. The research
problem we propose to solve is to find a view v’ that is agreed by a subset of n, includes a subset
of v, and respects a privacy policy defined in c. To answer this problem, we divide it into several
research questions (RQs):

e RQ 1. How to provide a data format for views that balance the characteristics of centralized and
decentralized systems?

Multiple DLT data formats result from their architecture, consensus, and identity models.
Formalizing the blockchain view and related concepts is necessary to clarify data represen-
tation across chains. Motivation: the absence of standards in the interoperability area is a
well-known concern [22-24]. Providing a standardized data format would enable the industry
and academia to converge to more efficient design patterns, enhancing organizational and
legal interoperability.

® RQ 2. How to guarantee privacy-preserving properties in blockchain interoperability?

This contribution addresses that need by creating views that allow one to see a stakeholder’s
perspective over the entire ledger. However, how do we obtain a holistic view of a DLT
providing partial consistency, i.e., combined perspectives of all participants, according to
privacy restrictions? We ensure that the view’s creation, merging, and processing come
with privacy, integrity, and accountability guarantees. Motivation: Recent research highlights
the need and inexistence of privacy-preserving mechanisms in the cross-chain setting as a
priority for next-generation interoperable systems [25-27]. Providing privacy-preserving
capabilities for cross-chain solutions would enable a new range of users, including enterprises,
governments, and organizations that transact sensitive data.

By answering these research questions, we expect to analyze, model, design, and provide im-
plementation guidelines for systems generating views, making it easier to reason about systems
interacting with several blockchains, hence delivering the following contributions:

Contributions

e We define the concept of blockchain view. We present a formalization of concepts surrounding
the view, rooted in the state abstraction and causality relationships between transactions,
states, and views. This formalization is the foundation to specify systems handling views,
and also for practical implementations.

o We specify the first view integrator, Blockchain UNifier view GEnErator (BUNGEE). BUNGEE
is a flexible, modular middleware that sits between the data and the semantic layers of a
blockchain, allowing data to be abstracted into different data models and formats. To the best
of our knowledge, this is the first time views are used to take stakeholder-specific snapshots
of the ledger, allowing for several applications.

o We specify BUNGEE’s algorithms to create, merge, and process a view, providing a compre-
hensive discussion of decentralization, efficiency, and privacy trade-offs.

Paper Outline

This document is organized as follows: Section 2 introduces the background necessary to compre-
hend this paper. In Section 3 we formalize the blockchain view and related concepts. Next, Section
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4 presents BUNGEE. After that, we present a discussion in Section 5. Next, we present the related
work, in Section 6. Finally, we conclude the paper, in Section 7.

2 PRELIMINARIES

This section presents the background necessary to understand the paper, along with motivational
use cases.

Blockchains Providing Partial Consistency. Blockchains providing partial consistency create parti-
tions over the global state according to some criteria. Private blockchains require their participants
to be authenticated and only expose their content to trusted parties (although those parties do not
necessarily trust each other). In private blockchains, different views are common and desirable for
privacy reasons [5]. Parties may want to share information with a selected group.

For example, Hyperledger Fabric (Fabric), a private blockchain framework, provides a feature
called private data collections. Private data allows sets of participants to hide part of the state they
hold, only sharing a hash of that private data as proof of existence [28, 29]. This feature effectively
implements partial consistency in Fabric, allowing for the existence of different views. In Corda
[30], transactions are ordered as a set of (potentially) disconnected directed acyclic graphs — parties
can access certain subgraphs, i.e., Corda provides partial consistency. Other examples exist, such
as Quorum [31], IOTA [32] and Digital Asset’s Canton [33]. Figure 1 shows a visualization of the
concept.

Participant P1

Fig. 1. Two different participant views over the same DLT. Tx stands for a transaction. A green or red labeled
transaction is available (read access) to Participant P1 or Participant P2, respectively. Transaction Tx1 is
available for both participants.

Blockchain Interoperability. The emergence of many blockchains raised the debate about the need
for interoperability [7, 13]. Interoperability can be defined as the ability of multiple parties to work
together by sharing/exchanging information [34].

The first use case for interoperability is cross-chain state creation, management, and visualization.
While some preparatory work has been done [14], it is hard to visualize and reason about private data
partitions (different views), not only in the cross-chain setting but also in a single blockchain setting.
Blockchain platforms could leverage views to improve view analysis for auditors, cybersecurity
experts, and developers. Auditors and cybersecurity professionals can facilitate audits [35] because
different data partitions can be analyzed from a specific angle. Developers can gain insight into
their applications and processes. Representing on-chain data through a DLT view in multiple chains
allows for a visualization of the cross-chain state, making it easier to manage and reason. A specific
application could be having one view across multiple Cosmos zones, Polkadot parachains, or Layer
2 solutions (Polygon, Arbitrum, and others, for instance) [36].
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The second use case is decentralized application migration. Migration of blockchain-based
applications is necessary and increasingly common [13, 37, 38]. Migration allows enterprises to
experiment with other DLT infrastructures without the risk of vendor lock-in. The key idea behind
application migration is to capture the DLT state relevant to that application (data and functionality)
and move it to a different DLT infrastructure. With several views on participants’ concerns operating
on the source blockchain, one might need to consolidate their diverse views into an integrated view
that serves as the foundation of the migration. The integrated view comprises a holistic view of the
application’s state at the source DLT. This view can then be transferred to the target infrastructure
and its functionality (i.e., smart contract migration). We leave the treatment of this interesting
problem and its details (for example, how to manage user keys) for future work.

Finally, the third use case is to allow asset transfers between chains [20]. Transferring assets
between public DLTs and centralized systems (or private DLTs) is hard because it relies on strong
trust assumptions or transparency. An asset transfer is typically implemented by locking an asset
in the source chain and unlocking it in the target chain. However, if one of the chains is private (or
centralized), such a state is not visible (by design) [39]. Therefore, decentralized transfers across
these types of system rely on proofs (or, rather, a notarization) of the current state of each chain
concerning the representation of an asset [40]. Blockchain gateways that perform asset transfers
need to translate the state of assets “to some DLT-neutral standard that other gateways can interpret
and then hand over to the networks they are acting on behalf of” [41] - the DLT-neutral standard
is the view.

Thus, blockchain views can be the bridge that allows decentralized blockchain interoperability
across heterogeneous systems by representing such notarization on a public forum [42, 43], with a
standardized data format, independent of any specific blockchain implementation. A related use
case to this would be to build a cross-chain wallet that, giving a private key, outputs all tokens in
all blockchains associated with that wallet. This could be particularly useful for people with LUNA
tokens spread across several blockchains, especially after the value of the coin plummeted [44].

3 BLOCKCHAIN VIEWS

This section introduces a running example that applies view integration to the supply chain industry.
After that, we formalize concepts related to the view, such as the access point, blockchain view,
and view generator.

3.1 Running Example

We present a typical use case on private blockchains, supply chain [45], that benefits from repre-
senting the various internal views to an external observer.

A supply chain transfers value between parties, from the raw product (physical or intellectual)
to its finalized version. Managing a supply chain is complex because it includes many nontrusting
participants (e.g., enterprises and regulators), and implies keeping an audit trail of all operations.
As many markets are open and fluid, companies do not take the time to build trust and instead rely
on a paper trail that logs the state of an object in the supply chain. This paper trail is necessary
for auditability and can typically be tampered with, which leads to the suitability of blockchain to
address these problems by monitoring the execution of the collaborative process. Blockchain smart
contracts can ensure that the execution of the process complies with defined business rules [46, 47].

Audits inspect the trail of transactions referring to a product’s lifecycle. Therefore, different
perspectives might need to be analyzed. A challenge naturally emerges: balancing the necessary
transparency for audits while maintaining privacy about the transactions across other business
partner groups is not trivial. By selectively sharing a common domain, parties can have more
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efficient processes while performing data-sensitive operations within the same supply chain. A
domain is a state shared by parties enrolled in a private relationship.

Let us consider a group of five organizations on a Hyperledger Fabric blockchain that produces,
transport, and trade:

e A Supplier, producing goods.

e A Shipper, moving goods between parties.

e A Distributor, moving goods abroad. Buys goods from Suppliers and sells them to Wholesalers.
e A Wholesaler, acquiring goods from the Distributor.

o A Retailer, acquiring goods from shippers and wholesalers.

The Distributor may prefer to make private transactions with the Supplier and the Shipper to
keep confidentiality towards the Wholesaler and Retailer (hiding their profit margins). On the
contrary, the Distributor may want a different relationship with the Wholesaler. It charges them
a lower price than it does with the Retailer (as it sells assets in bulk). The Wholesaler may want
to share the same data with the Retailer and the Shipper (because the Wholesaler may charge
the Retailers a higher price than the Shipper). We call these private relationships domains. The
combination of all domains represents the whole ledger.

- -~
-~ ~

4 Domain 1 N
/7 \

/ \

/ . \
Supplier
, \

Domain 2

Fig. 2. Different domains on the blockchain supporting the supply chain scenario. For instance, the Supplier
has access to domain 1, while the Shipper accesses domains 1 and 2. Access to different domains leads to the
creation of different views.

Domains hold a subset of the ledger that is only accessible by authorized parties. By sectioning
the shared ledger, different views on the same blockchain are possible, depending on a stakeholder’s
participation in a given domain, as shown in Table 1. In this table, the asset ID is one across all
domains. However, its price differs across domains, translating into different views. For instance,
the Supplier has access to the asset’s price on dj, but only access to its price’s hash on d; and ds
(i.e., does not have access to the price on d, and ds. This three-dimensional tuple access-deny-deny
corresponds to v;. Retailers’ view, vs can see the asset’s price only in d;. The three existing domains
(see Figure 2, translate into three different price values for the same item - five participants originate
five different views.
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Now, assume that we identify each asset tracked in a supply chain by an ID and a price. For the
same asset (and thus the same state on the blockchain, as it is uniquely identifiable by its ID), the
Distributor-Supplier-Shipper (Domain 1, d;) has the same view of the price, but the Wholesaler-
Retailer-Shipper (Domain 2, d;) and Distributor-Wholesaler (Domain 3, ds) and have different
views. As every stakeholder has a different combination of the domains that are accessible, the DLT
infrastructure yields five different views.

Participant\Domain d; ds ds
Supplier ID.: ! ID.: ! . ID.: ! . 1
Price: 1 Price: hidden Price: hidden
Shipper ID.: 1 ID‘: 1 ID.: 1 . 0
Price: 1 Price: 2 Price: hidden
Distributor ID: 1 ID:1 ID: 1 U3
Price: 1 Price: hidden = Price: 3
ID: 1 ID: 1 ID: 1
Wholesaler Price: hidden Price: 2 Price: 3 e
Retailer ID: 1 ID: 1 ID: 1 v
Price: hidden Price: 2 Price: hidden

Table 1. Participant views on the supply-chain blockchain regarding an asset with ID = 1.

Let us now imagine that an auditor wants to inspect the Distributor’s operations regarding an
asset. The auditor would retrieve blockchain snapshots in light of each participant’s view. After
that, the auditor can analyze each view from the perspective of each participant. If a general
picture is needed, all views can be merged into an integrated one and jointly analyzed. Since
there are different viewpoints, there are different prices for the same object, and different merge
procedures are possible. This is not a trivial aspect to deal with, since views can originate from
multiple decentralized systems, and therefore, aspects such as governance, access control, and
privacy-preserving mechanisms are not easily managed by a centralized party.

In particular, the different views are translated into an integrated view that refers only to a
consolidated price as a summary of the prices of the different views. The processing and the merging
of the views are the consortium’s responsibility for managing the blockchain, and thus, several
options are possible. We will address this point later in this paper.

3.2 Formalizing Views

This section formally defines the terms necessary for blockchain view integration. We provide the
conceptual framework to build programs that can merge blockchain views. The first concept of our
framework is the ledger. A ledger is a simple key-value database with two functionalities: read
and store. It supports a state machine that implements a DLT. We define the ledger as follows:

Definition 1. Ledger. A ledger L is a tuple (D, A) such that:

e D is a database, specifically a key-value store. Each entry in the database is a key-value tuple,
ie,d e D : (k,v), where k stands for key and v for value.
D has two functions: read and writes (storing). read returns the value associated with a
key, the empty set 0 (if there is no value for that key) or an error L (if the user does not
have access permissions), i.e., read — {0, 0, L}. The store primitive saves the (k,v) pair in
the database, indexed by k, returning 1 if the operation was successful and 0 otherwise, i.e.,
store:kxo — {0,1}.
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The read and store primitives support the representation of simple UTXO blockchains (e.g.,
Bitcoin) [48] or more complex ones, an account model (e.g., Ethereum) [49], or others by
combining the operations mentioned above (e.g., Hyperledger Fabric [50]).

e A is an access control list that specifies access rights to read entries from the database. Each
entry in the list has the form (p, k). Each entry indicates that the participant p can read
the state with key k. A participant p can access a key k when the primitive access(A, p, k)
returns 1, or 0 otherwise.

The simple functionality of the notion of ledger given in Definition 1 allows us to represent
Bitcoin [51] as follows: the database (collection of all states) is a list of UTXO entries (states). A
UTXO has a unique identifier, the transaction hash, and the state key (we present a simplified
version of UTXO). Its value is in the form (input, output, metadata). The input corresponds to a
reference to the previous transaction and a key to unlock the previous output to the current input.
The output consists of a cryptographic lock and time. Metadata is any other relevant information
for a transaction using that UTXO (for example, the timestamp and the fees). Hyperledger Fabric’s
state is more straightforward to map since it is a key-value store.

We define the entities that can read or write in the ledger by participants:

Definition 2. Participant. A participant p € Y is an entity (K¢, K;;d), capable of reading and writing
to a ledger L, where:

. K,id is a private key. The private key is used as the signing key.
° K;,d is a public key. The public key is used as the verification key.

Participants interact with the ledger via nodes. Nodes are software systems that participate in
ledger consensus by aggregating and executing transactions and sending them to other nodes. We
introduce the concept of Access Point to formalize the relationship between participants and nodes
as follows:

Definition 3. Access Point (AP). An AP o maps a set of nodes n connected to ledger £ to a set of
participants py, i.e., w(n) — p, C Y. Conversely, w™~' returns the node set n, that a participant
can access, i.e., ' (v) — np.

An access point tells us which participants can access the ledger through a specific node. Nodes
can access a DLT through the primitive obtainDLT. The result of obtainDLT(n,) = £,, where
L, is a virtual ledger. A virtual ledger only allows the participants to read and write in the ledger
according to their permissions (namely, the defined access control list). In more detail, a virtual
ledger:

Definition 4. Virtual ledgers. A virtual ledger L, is a projection of a ledger L(D, A) in the form
(£, F,) such that:

o [ is the ledger that provides the database where projections are made.

e 711, a set of projection functions {F,, Fx,, ..., ¥, } that returns a subset d,, of the database
D from L, ie, Fr € Fii: Lo X La X p — {0,d,}, according to the entries in the access
control list of the participant defined by (A (or 0, if the participant is not authorized to access
the ledger). This corresponds to “what the participant can see”.

Recall that the database or a subset is a collection of keys and their values. We can simplify its
representation by referring to the projection of the ledger [ against the participant p (this is, the
projection function 7, that is chosen projects the states of the virtual ledger that are accessible by
p). The projection in the ledger .£ using the projection function ¥, outputs a set of states {s, ..., s, }
that the participant p can access, i.e., d LF = {s1, ..., Sn }. We use the notation s to represent the
absence of a state in a projection. Consider the following projections, illustrated by Table 2:
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d di dy ds

Mpn

p1 = Supplier S S5 S3

p2 = Shipper S1 Sy | Sz

p3 = Distributor s | 53| s3

ps = Wholesaler | 57 s s3

ps = Retailer S1 Sy | 83

Pe = Retailer S1 Sy | 83
Table 2. Ledger [ projections onto all the participants from the use case depicted in Section 3.1. The projection
function is a simple read of the database. A state s; in the green background is a state that a participant can

access, whereas a state s; is a state that is not accessible to a given participant.

edry, ={s. 5,8 }=s

b dﬁ,ﬁz ={s1, 2. 83} =515

edry, ={s1 5. s3} =518

b dL,?},4 ={51, Sz, S3}=5253

edry, ={51.5% $}=s

edrg, ={51.5 $}=s

We can retrieve a projection d g ¢, (or empty set) with the primitive obtainVirtuallLedger.

This primitive receives as input a ledger .£ and a projection function ¥,. Some projections are not
unique (e.g., d 7, and dr g, ). The concept of projection is the basis for the DLT view, which we
will define later in this section. Both ledgers and virtual ledgers are abstractions to access a state,

represented by a key-value store. Participants issue transactions to change the state. A transaction
is defined as follows:

Definition 5. Transaction. A transaction ¢ is a tuple (4, t, payload, oyr (message), Syiq, target),
where:

e t;; is a unique increasing sequence identifier for a transaction. This identifier allows one to
construct a transaction ID, a unique identifier for a transaction. Transaction t; precedes t;
jie.,t; X tjif and only if j > i.

e t is the transaction timestamp

e payload is the transaction payload. The payload can carry arbitrary information (smart
contract parameters, UTXO input value).

e asignature on the transaction oy» (message), where message = (t,q, t, target, payload).

e S;iq, a set of input states given as input to the transaction with transaction ID sid.

e target is the state ID to which the transaction refers.

A transaction takes as input a S;;4 and outputs S}, ;. We define a primitive VerifyTx(.) that
takes a set of initial states, a transaction, and a set of output states and outputs one if and only if the
state transition is valid according to some algorithm p, i.e., VerifyTx(S;ia, tia, S, 5 p = 1). Checking
the validity of a transaction w.r.t. the states it changes implies re-running the transaction on its run
environment. Transactions produce state changes. We define the state as:

Definition 6. State. A state s is a tuple (s, Sk.0, 7, 7 ), Where

e s; is a unique identifier (the state’s key).
e a transaction list 77, referring to that state, i.e., Vt € 7 : t.target = si
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o the value it holds si ,. The value of a state can be calculated using the set of transactions
Vi, TS = {t; ¢ T,s € S : t;.target = si}, i.e,, the transactions referring to that state, in the
following manner:

{ 0 i=0
Sko =

apply(ti, sgi-1) i < [TS]|
where apply is a function that executes the payload of the transaction t; on the state si. The
data is the most recent state value, the result of the successive transformations (over the
previous versions of the same state). The function apply is blockchain-dependent.
e a proof of state validity m; = oxP (Sk» Sk.0- 0), Where si ,, is the value of state s; at version o,
and oy, is the set of signatures of participants P C Y that creates the proof, over a payload m.

A state has a unique reference (or key) s and a version v such that when v is updated, it yields
v’ > v. We denote the value pointed by that reference by s ,. If we omit the version, we refer to
sk as the latest value in a certain state. Thus, for all k # k’, s and s,’( represent the latest value of
different states. In practice, the value of a state is the result of successively executing transactions
over the same object. The value for s, or (s,) can be calculated as follows, where transaction set

{t1,...tk—1} € TS are the transactions referring specifically to s:
Sk,() t—1> Sk’l 2) e ﬂc—_l—> Sk,v

Each ledger database stores states in its key-value store. The state identifier, s, is the key, while
the tuple (sk o, t, mx) is the value. Each proof 7 € II is a string accounting for the validity of the
item it describes (e.g., signature over transaction).*.

We define the cardinality of a state s, as |s,| as the number of transactions that compose it. If
sn has a set of transactions 7~ = {ty, ..., t;}, then |s,| = i. The state of a particular object can be
reconstructed from the execution of all the transactions that refer to it. The global state is then the
set of all states, the set S. The set of states visible by a certain participant (states that authorize the
participant to read/write/update) is a view of the blockchain.

Having introduced all the basilar concepts, we can define a DLT view:

Definition 7. View. A view V is a projection of a virtual ledger £, in the form of (uvg, t;, tr,p,dn, S, 1),

where

Lp>

e its key vy, is a unique ID

e an initial time ¢; and a final time 5 that restrict the states belonging to that view. A view
may have no restriction on the temporal interval, i.e., all states that a participant p accesses
through dy, , are included in the view.

e p C T is the set of participants associated with the view. A participant upsilon can be
associated with one or more nodes, accessible by a blockchain access point w.

e a projection function dy, , used to build the view.

e S corresponds to the set of versioned states that the participant in the view has access to (via
the projection function).

e I1 is a set of proofs accounting for the validity of a view (e.g., accumulator value for over
states ordered by the last update).

The consolidated view, or the global view V, is the set of all participant views, i.e., V = Uﬁzopi,
that captures the entire ledger L.

4In Bitcoin, for instance, the proof of validity for a transaction is the issuer’s signature, along with a nonce whereby its hash
begins with a certain number of zeroes and is smaller than a certain threshold (valid transaction within a valid block). In
Hyperledger Fabric, the proof is a collection of signatures from the endorsing peer nodes that achieved consensus on the
transaction’s validity.
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Definition 8. View Cardinality. Let there be a DLT view vy, belonging to a participant p. A view
v1,» has cardinality i when the number of states composing that view is i, i.e., dy, » = {s1,..,8i}.In
other words, [v;,| = i.

Definition 9. DLT Domain t is a tuple (d, sg, Sk, Fa, P, value), where:

e d is the identifier of the domain

® s is the state key to which that domain refers.

® si, is the state value corresponding to sg.

e projection function that generates the state value si , of domain d indexed by s.
o P is the set of participants that can read the value v of state s on a domain d.

Domains represent private relationships; they capture how many participants can share the same
state. Domains then capture if a state is accessible (value readable) or not by a set of participants.
The same state’s key can have different values on different domains (depending on the projection
function generating the domain). Two participants sharing the same domain does not mean having
the same view.

Definition 10. View equivalence. Let there be a ledger £ composed of a set of views {v1, vy, ..., 0,} €

V, holding respectively the sets of states {S1, Sz, ..., S, } € S, i.e., there are the pairs {(vy, S1), (v2, S2), ...(vn, Sn) }.
There is view equivalence, denoted by equivalent(v;, v;) if, for any pair of views v;,0; € V there

is a bijection ¢ : s; — s; such that if both sets of states from the views are the same, their views are
equivalent, i.e, ¢(s;) =s; = Vs € s;,s, could replace all s’ € s; = v; = v;.

Following the example of Table 2, v; and v, are equivalent views because the states that are
accessible to those views are the same. However, those views are unequal, as the other parameters
might change.

Definition 11. View Transparency. Let there be a ledger £ with a set of participants Y and a set of
DLT views {01, ..., v, } = V. We define the transparency grade k of a DLT view v,, denoted as k(v,),
as the ratio of participants who can access the states encoded in that view. More formally,

e Yui[equivalent(v,, v;) + 1]
VI
This concept is useful to understand how many participants can access a certain set of states.
Taking the example from Table 2, k(v; 7, ) = % because the view created by projecting the ledger [
with dg, is equivalent to vs (summing with the view being compared). Therefore, two out of six
participants can access the same set of states (i.e., each participant has a different view, apart from

ps and pg).

K(Uv) =

4 BUNGEE, A MULTI-PURPOSE VIEW GENERATOR

In this section, we present BUNGEE. First, we present the system, key management processes, and
adversary models. After that, we present the snapshot process. Next, we present how views are
built and then merged. The section ends with discussion on the processes of creating snapshots
and views, as well as merging views.

4.1 System Model

We consider an asynchronous distributed system, the DLT, that hosts a ledger L. Three types of
participants interact with the ledger: i) participants Y: entities that transact on the network (can
use read and write operations) via the nodes that their AP exposes; ii) nodes N, who hold the full
state of the DLT, and contribute to the consensus of the later; and iii) view generators G, programs
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Fig. 3. View generation process for participant p1, ledger £, using projection functions dy . ,,, (yellow rows)
and dr , ,,, (White rows)

that build views, via node that has access to the target participant of the view. This implies that
a view generator trusts the node that is the access point to the DLT. Each DLT is assumed to be
able to preserve its safety and liveness abilities despite the possible existence of malicious nodes.
This implies that building and operating views based on networks that cannot guarantee safety
properties (e.g., DLT forks due to attack) are invalid.

Key management. Each participant p € Y, node n € N, and view generator G is identified by
a pair of keys (K%, K,f ), (K3, K['), and (KS, KS) respectively. The private key is the signing key,
while the public key is the verification key. The generated keys are independent of all other keys,
implying that no adversary with limited computational resources can distinguish a key from one
selected randomly. We assume that keys are generated and distributed in an authenticated channel,
preserving integrity; digital signatures cannot be forged. We say that an entity x signs a message m
with its private key with the following notation: sign, (m). Verifying a message m with the public
key from x can be done with a verify primitive, which outputs one if the message was correctly
signed by m, i.e., verify(m,x, Kf) =1, and 0 otherwise.

4.2 Adversary Model

The DLT where view generators operate is trusted, meaning that most internal nodes are honest,
and thus the network is trusted. Given this assumption, there can be different adversary models
for nodes, generators, and view generators. Nodes can be honest by following the DLT protocol,
establishing consensus with other honest nodes, and reporting the actual status of the DLT to
participants who request it. Nodes can, instead, be malicious, i.e., Byzantine, being able to deviate
from the protocol and falsely report the DLT status to participants (endangering the creation of
truthful views). Nodes can be malicious but cautious, meaning that they are only malicious if there
are no accountability checks that can penalize them (i.e., if they know that they cannot get caught).

View generators constitute a trusted group with the participant that is the target of the view
because the generator needs the participant’s credentials to access a (private) subset of the ledger.
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We then assume that each participant runs its view generator. View generators can only build
views for participants whose keys they do not control if the ledger has no partition (i.e., it is public).
Since participants might access DLT partitions from different nodes, the trust group (participant,
view generator) does not include a node or set of nodes, i.e., view generators and DLT participants
are independent of the nodes that sustain the DLT.

4.3 View Generation Process Overview

BUNGEE constructs views from a set of states from an underlying DLT called a snapshot. This is
done by obtaining a virtual ledger on behalf of a certain participant with a projection function.
Then, each state accessible by the participant is collected in the snapshotting phase. The states are
processed, and a representation of the ledger is built to which the participant has access. We can
think of the snapshot as the capture of available transactions from the perspective of the participant
in a table (c.f Figure 3, step @) upon having the necessary permissions from the ledger (@) Right
after that, in the view building phase, a view is built from the virtual ledger that the view generator
can access by temporarily limiting the states that one can see (@) Views can be stored in a local
database, providing relational semantics and rich queries. Views are assured to provide provenance,
i.e., BUNGEE can trace each component constituting a view down to the transaction.

After that, the view merging phase (optional) comprises merging views into an integrated one
(see Section 4.7). For that, an extended state is created from the states present in each view that
share the same key. Following that step, a merging algorithm is applied to the extended state.
Finally, each view generator signs the integrated view, which can optionally be published in a
public forum. The publication in a public forum can be decided by the participants that generate
views (social consensus).

Let us focus on the high-level snapshot generation and view generation processes, as exemplified
in Figure 3. In this example, we are building two views V; and V, (from participants p; and p,,
which capture states whose projection functions are d,,,, and dy ,,,,, respectively. The semantics
for the projection functions are simple: dy, ,,,, refers to transactions timestamped as of 2022, and
sy 4, tefers to transactions timestamped as of 2021. In the figure, we focus on building V; - the
white rows. Thus, the transactions timestamped 2021 (in the yellow rows) are not captured on
view V;. Transactions t;, t, and t5 alter state s;, but t, belongs to view V,, so its not included.
Transaction t, changes stores B as the value of s3, while transaction s sets s3 as C.

Once the three steps are completed, BUNGEE returns the views (the generated and the integrated
views) to the client application (for example, a blockchain migration application). For example, the
client application might use BUNGEE to retrieve snapshots that refer to a period relevant to an
audit. Due to BUNGEE’s modularity, adding support for different applications is facilitated. Next,
we present each phase depicted in this overview in finer detail.

4.4 Snapshot

A snapshot is a set of states that a certain stakeholder can access, plus proof of the validity of that
state. We view each state as a versioned (key, value) store. A snapshot has a snapshot identifier id,
a version v, a participant p, a set of states bins, sb, an initial time ¢; that refers to the timestamp of
the first transaction of any of the states belonging to sb, a final time ¢ that refers to the timestamp
of the last transaction of any of the states belonging to sb, i.e., snapshot = {id, 0, sb, t;, tr}. Each
state bin is indexed by a state id si, the latest value to that key, s, —, a version v that refers to
the number of transactions applied on the state key s; to produce the latest value s,z and a list
of transactions T referring to that state (as in Definition 7). Versioning snapshots allows one to
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efficiently build snapshots from older snapshots (i.e., building snapshots from incremental changes
from older snapshots).

Algorithm 1: Snapshotting of ledger £ through node n and participant p, via projection
function ¥,

Input: Access point AP, participant p, projection function ¥,, snapshot identifier
snapshot;y
Output: Snapshot from participant p through node n, snapshot
1 snapshot.id « snapshot;y

2 snapshot.v « 1

3 snapshot.sb « 0

4 snapshot.t; «— L

5 snapshot.ty « L

6 tip ¢ > temporary variable to hold minimum state timestamp to date
7 trp <0 > temporary variable to hold maximum state timestamp to date
8 n=w'(p) > choose any available node
9 L =obtainDLT(n) > depends on the DLT client implementation
10 ds 5, =obtainVirtuallLedger(L, %) > obtain projection of £ according to p
11 foreach s, € d ¢, do

12 Skt — 0 > the timestamp of the first transaction applied to state si
13 Sk — 0 > the timestamp of the last transaction applied to state si
14 snapshot.sb[si].sk = sk

15 snapshot.sb[sk].version = d g ¢, [sk].T.length

16 snapshot.sb[si].latestValue = dr.7, [sk]-Sk.0

17 snapshot.sb[sk].T = d g g, [sk].T » save list of transactions referring to each state key
18 Sk.it = dr.7, [sk]. T[0] > transaction list is ordered chronologically

19 Skit = dr,7, [sk].T.length
20 if sx ;s < ti; then

21 | tit = Sk.it > update the auxiliary first timestamp
22 end if

23 if sg g > tre then

24 | tre = Skt > update the auxiliary last timestamp
25 end if

26 end foreach

27 snapshot.t; = t;;
28 snapshot.ty =ty
29 return snapshot

Algorithm 1 depicts the snapshotting process. The snapshot phase occurs when the BUNGEE
client requests the beginning of the view integration process to a node n on behalf of the participant
p (line 8). After that, the node connects to the DLT. Upon a successful connection, n retrieves
the ledger (line 9). Obtaining a list of states from a ledger requires checking all transactions that
performed state updates. For each transaction, a BUNGEE has to check its target. BUNGEE creates
a new state if there is no state key with a target equal to the current transaction. The version of
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the new state is one. Then, BUNGEE runs the transaction’s payload against the current state value
(empty at initialization). Otherwise, if the transaction target refers to an existing state key, run the
transaction payload against the state’s current value, yielding the new value and incrementing the
version by one. This process outputs a list of states. According to the participant’s perspective, the
process is abstracted by the ledger’s projection (according to the participant’s perspective) that
the algorithm uses (line 11). The snapshot maps each state to a state bin. For each state, we collect
its key (line 15), version (line 16), latest value (line 17), the auxiliary first timestamp (line 18), and
auxiliary latest timestamp (line 19). After that, the first and last timestamps are updated (lines 28
and 29), and, at last, the algorithm returns a snapshot.

4.5 View Building

This section explains how views are built. A view generator can generate a set of views depending
on the input p. The following steps occur for each view to be built: first, the view generator
generates a snapshot. After that, the snapshot is limited to a time interval and signed by the view
generator.

Algorithm 2 shows the process of building a view from a snapshot. First, the view generator
temporarily limits each included state, proceeding to abort if no states are within its boundaries
(line 8). If there are, each state in the snapshot is included if it belongs to the temporal limit (line
18) and removed otherwise (line 15). Finally, the view generator signs the view (line 20) and returns
it to the client application (line 21).

4.6 Merging views

In this section, we describe how to merge views in a privacy-preserving way. The merging of views
creates an integrated view I from a set V of input views. The idea is to compare the state keys
indexed by every view and their value according to a merging algorithm M that is given as input.
This merging algorithm controls how the merge is performed, and therefore, a user can set up
policies that comply with the privacy needs (of all participants).

Algorithm 3 shows the procedure for merging views. The algorithm receives the views to be
merged and returns an integrated (or consolidated) view as input. We initialize an auxiliary list
Sq,....v, (on line 1) that holds all the values (coming from different views) for each state key. We
propose a construct called an extended state. An extended state is a state where each state key maps
to a set of values. Additionally, an extended state has a metadata field holding a list of operations
applied to that extended state.

Definition 12. An Extended State’s is a tuple s_k), sT,Z,, t, mr, metadata, version), where

e 57 is a unique identifier (the state’s key);
—_—> . .

® 5, is a list of values;

e a transaction list 77;

e a proof of state validity s;

e metadata, which holds a list of operations that have been applied to the extended state;

e version, a monotonically increasing integer. The counter increases when an update is done to
the extended state (the number of elements in the metadata field is the same as the version).

Thus, each index of the set of extended states S will index all different values for each key for all
the views to be merged, i.e.,

Sv,.v, ={Vsi € S:3Tki€si: ki = (SV, (kpo)s -+ SV, (ko))
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Algorithm 2: Constructing a view V of ledger £ with snapshot snapshot, from the
perspective of participant p.

Input: Snapshot snapshot, view id id, initial time ¢;, final time tr

Output: View V
1 Vk —id
2 Vit — t;
3 Vitp <ty
4 V.dy,, < snapshot. %,
5 V.p < snapshot.p
6 VII L
7 (V'Sk,z; — 1
8 if t; < snapshot.ty OR t; > snapshot.t; then
9 ‘ return; > there are no intersecting states that we want to capture, on the snapshot
10 end if
11 > each sb = {sg, Sk v}

12 foreach s; € snapshot.sb do

13 foreacht € s; do

14 if t.timestamp < t; OR t.timestamp > t.f then

15 snapshot.sb[si] « snapshot.sb[sg].7 \t > removes transaction that is not
within the specified time frame

16 end if

17 end foreach

18 V .Sk < snapshot.sb[si]

19 end foreach
20 V.II « signg(V)
21 return V

After we initialize the list of extended states, in Algorithm 3, we initialize the integrated view
properties: its initial timestamp (line 2), final timestamp (line 3), projection functions (taken as the
union of the projection functions of all the views, on line 4), participants (the participants from each
view, on line 5), a set of proofs (line 6) and a set of states (line 7). The set of states to be assigned as
the set of states of the integrated view is a function of the processed auxiliary set of states S. After
all, we check each state key to merge each view. If the tested state is already on the auxiliary state
set (line 10), then we add its value s—k—z), as a value for the current extended state key (line 11). This
outputs a list of values (between one and the number of views to be merged) for each extended
state key. Otherwise, we set a new extended state, adding the current state value (as the first value
for that key, on line 15).

On line 21, we apply an optional view processing phase by giving our list of states S to an
arbitrary algorithm that needs to respect a simple interface and functionality (later defined). After
that, we add algorithm M as a projection function for 7 for future traceability and auditing. Next,
we adjust the initial and final timestamps (lines 23 and 24) because the merging algorithm might
have changed the time boundaries of the included states (for example, the state corresponding
to the lowest timestamp might have been removed). All view generators must sign 7 (line 25) to
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Algorithm 3: Merging a set of views V = V;,V;,, ..., V,, where each view was built
referring to participant py, ps, ...p, respectively by a set of view generators G = Gy, Gy, ..., G,

Input: Views to be merged V = V;, V%, ..., V,, merging algorithm M
Output: Integrated view 7
1 S « [] »statelist Sq ., (S for simplicity) where each index (representing a state key)
maps to tuple of values from referring to that key, from each view to be merged
Tt <0
I df 0
I.dy, — Ui Va-dn,
I.p—UizgVap
TIl 1
I -Sk,v —1
foreach v € V do
foreach s € v.5; , do
10 if s € S then

11 S[sk] =S[s.k]Usk,  »ifstate exists, add value referring to that state, from
current view

[N )

o ® N & W

— —
12 S|[s.k].version « S[s.k].version +1

nd if
14 else

15 S|
16 S|s.

17 S|s.
18 end if

13

(]

l

™

w

1 =50 > otherwise, initialize state key list

l

x>

|.version « 0

|.metadata «— {MERGE — INIT}

l

=

19 end foreach

20 end foreach

21 T .S, = callaigorithmm(S) > OPTIONAL. Computes the state list of the integrated view
according to M (see for example algorithm 4)

22 I.dy,, — 1.dy, U{M} > add reference to the merging algorithm

23 1.t; =min{Z .Sk ,.t;} > initial timestamp correspond to the initial timestamp of the
processed states

24 I.tf = min{I.Sk,U.tf}

25 1 .I1 « signg(1) > signed collectively by G

26 return J

promote accountability. Signing the integrated view can be distributed using a multi-signature
algorithm (for example, BLS Multi-Signatures [52]).

Each merging phase has an optional application of a merging algorithm M, which dictates how
the merge is carried out (otherwise, all states are included without further processing). We define a
simple interface for merging algorithms: a merging algorithm receives a set of extended states as
input and outputs a set of extended states. The functionality of the merging functions should be: 1)
apply arbitrary operations on the set of extended states, 2) add a reference to the current merging
algorithm to the metadata field of each extended state key that is altered, 3) increase the version of
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each extended state key that is altered. Each merging algorithm should be public and well-known
to the parties involved.
Examples of merging algorithms are:
e Pruning: removes the values coming from a particular view.

Algorithm 4 prunes the values belonging to a particular view from a set of extended states.
Note that times do not need to be updated because they are recalculated in steps 23 and 24 of
Algorithm 3. Applications include removing sensitive information in the context of existing
regulations and laws.

Algorithm 4: Merging algorithm example — PRUNE (by V)
Input: The set of states to be processed S
Output: A processed set of states S’
18«0 >
2 foreach s € S do
3 if s;[0] then

4 S’ [sk] = 8’[sk] \ s[0] v if there exists a value for view V}, then remove that value
from the state list

5 S’[si].metadata < PRUNE-VIEW-1

6 S’ [sk].version <« S’[si].version + 1

7 end if

s end foreach
9 return S’

4.7 Example: merging two views

In this section, we graphically show an example of a merge view, by applying Algorithm 3 (merge
view) and MERGE-ALL. Informally, MERGE-ALL works by keeping the values from both views included
in the final view (a rather simple merge algorithm). Let us consider two views V; and V; (create
from the table of Figure 3), and its merging into a consolidated view V7, c.f. Figure 4. View V; and
V, differ on the value for s;, A and C, respectively. The integrated view will hold an extended state
with 1) a timestamp including both views, 2) references to the participants generating each view,
3) the joint projection function, 4) a set of proofs, and 5) a set of extended states. For s;, we have
included the different values from the different views.

5 DISCUSSION

In this section, we discuss BUNGEE. The proliferation of blockchain interoperability solutions is
increasing interest in exploring cross-chain logic and the need to model and analyze it [53]. Our
proposal constitutes the foundation to make sense of that diversity by allowing us to systematically
create and integrate views from different blockchains. In this section, we discuss the studied research
questions, with considerations on the integrity, accountability, and privacy of views.

5.1 RQ 1: providing a data format for views

Views can be generated from different sources, as long as they are accompanied by a valid proof.
The existence of proofs on states is a proof of creation by the entities that created or executed the
transactions referring to that state. For example, a signed transaction hash qualifies as proof of
a transaction that makes part of the state proof (as many proofs as signed transactions referring
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Fig. 4. Merging of views V; and “V; into a consolidated view V according to merging algorithm MERGE-ALL.

to a certain state). On the other hand, views are also signed by the view generator that either
generates, merges views, applies a merging algorithm or notarizes the view as true. This set of
proofs allows independent parties to validate the truthfulness of the view (by verifying each state)
and hold view generators accountable. In a permissioned environment, an auditor can confirm that
the views are valid and complete. The metadata fields on each extended state and the views allow
one to understand who, when, and how a view generator changes a certain view. However, more
accountability measures can be implemented. In particular, if a view is only shared across the view
generators that endorsed it, there might be limited exposure and, therefore, limited transparency. To
enhance transparency, our key insight is to store a view in a public forum such as the InterPlanetary
File System [54] (a distributed peer-to-peer file system maintained by a network of public nodes)
or a public blockchain, similar to some related work [42, 43]. If a view is deemed false, automatic
view conflict detection and resolution can occur.

For the network to enforce the integrity of views, we need two conditions to hold. First, each
group of nodes that accesses a subset of a ledger (and thus creates a view) must have at least
two elements. Second, at least there is one honest element for every group. Thus, an honest view
generator connected to an honest node holds the knowledge of the view v, and publishes it. If a
malicious node broadcasts a false view v, an honest node can dispute it. Disputes can be calculated
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by calculating the difference between views and checking the proofs constituting each view. In
particular, if an instance of BUNGEE, on behalf of participant A, holds the knowledge of a pair
of different views v, v’ referring to the same participant at the same time frame, then one of the
views is false. Thus, the creator of one of the views is malicious. An honest view generator can
reconstruct the disputed view and compare it to the view publicized by the malicious participant.

It is unlikely that all participants are colluding to change the perception of the inner state because,
in principle, participants have different interests; however, there might be several situations in
which the whole network gains if it colludes (i.e., blockchain with financial information). The ledger
is unreliable if all internal nodes collude because the safety properties cannot be guaranteed. We
hypothesize that using a view similarity metric could be a good tool to assess the quality of the
view merging process. In other words, one could systematically compare how the final integrated
view is different from each view that composes it.

5.2 RQ 2: privacy-preserving integrated views

In this paper, we have introduced how to create, merge, and process views. However, a challenge
remains unsolved: how to share views in a decentralized way? How does one manage the lifecycle
of a view, including its creation, endorsement, and dispute? Although the work of Abebe et al. [43]
sheds some light on this, how can one verify that a view is false? The solution offered by Abebe et
al. includes parties voting on an invalid view, but this does not solve the problem per se because if
the source blockchain is private, there is no canonical answer. Suppose that at least one view from
the integrated view comes from a private blockchain; the signatures of the view guarantee that
a certain participant has voted on the validity of that view. This could introduce problems if all
participants collude to show a false view. However, assuming that at least one view generator is
honest, the view generator could initiate a dispute with the suspect of a false view.

A view generator could use fraud proofs [55] to create disputes about the validity of views,
allowing an efficient and decentralized view management protocol. Application clients can then use
the proof field from views, states, and transactions to validate a certain fact on a ledger. However,
when BUNGEE merges views, completeness may not be guaranteed because the merged view
depends on each input view, and processing might be applied (including pruning), possibly leading
to information being excluded. A case to apply pruning might be when sensitive data is recorded
in a ledger and later removed from the processing stage or even to remove “obsolete” data from the
blockchain and therefore contribute to efficient bootstrapping of light clients [56]. An interesting
detail is that each view only includes the state and respective proofs in timeframe ;. However, to
ensure that it is possible to validate the view, a pointer to the validity of the latest state before #;
should be available.

Our integration process follows a semantic approach to information based on a conceptual
standard data model that we define as a view. Thus, for each practical implementation of BUNGEE,
there needs to be a mapping between the data model of the underlying blockchain and the view
concept. Being all views uniform, we can not only represent data in all blockchains, but we can
merge views belonging to different blockchains. The applicability is to build a complete picture
of the activity of a participant in each network, but it can also be used to disclose information
according to an access control policy [57]. While selective access control to views has been explored,
there is space to explore decentralized identity access control mechanisms to provide fine-grain
access over views, leveraging the need to unify the different notions of identity that emerge from
different blockchains.

The reader might inquire how BUNGEE would ensure the privacy that partial consistent
blockchains attempt to enforce when views are unified and then shared. To address this problem,
we envision two solutions: first, merging views requires tacit consent from all parties sharing the
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input views. If there is sensitive data, the data is removed apriori or removed in the snapshotting
phase. This is essentially encoded by the projection function ¥, used to obtain the virtual ledger.
The second solution is to encrypt the data (or hash the data) [57], so the resulting view contains
obfuscated information or a notarization proof [58], respectively. However, the scientific community
agrees that storing sensitive data on-chain, even if encrypted, is a bad security practice due to the
threat of cryptographic algorithms being broken in the future [59-62]. Zero-knowledge proofs can
also be explored as a vehicle to prove facts on a ledger by disclosing limited information about such
facts [63]. We leave those interesting research paths for future work.

5.3 Considerations on Privacy

Privacy is of the utmost importance when dealing with views. There is intra-group privacy (within
participants sharing the same domain, and view equivalence) and intra-blockchain privacy (where
two disjoint groups of participants might have different view cardinality and view transparency).
Likewise, we can consider the privacy of a merged view against the environment (participants from
other systems that are interested in reading the created views).

Consider two groups of participants, « and f that share a disjoint set of domains d, and dg
within a blockchain. These participant groups will at least not have access to the states a and b, for
the first and second groups, respectively. The higher the view transparency within a domain, the
more shared states exist, and therefore, the easier a merge operation becomes (namely because if
everyone knows the states within a view, there is no need to run preprocessing over those states
- only when sharing with the exterior). The states group a cannot access from group f are then
given by ¢ = d,;, \ dg. Upon a merge, states d, N dg can be freely processed without intra-blockchain
privacy concerns (i.e., both groups have access to those states) - so it is a matter of the appointed
view generator to apply a commonly-agreed algorithm over those states, for public exposure.

Regarding sharing the unified view with the exterior, the consortium agrees on a common
procedure to enhance privacy (e.g., pruning sensitive information that only should be shared within
the consortium).

5.4 Future Work

There is ongoing work on the implementation of BUNGEE in a flagship interoperability project
called Hyperledger Cacti, in the scope of standardizing asset transfers, within the IETF°. We would
also like to empirically validate our work by providing an implementation of BUNGEE that can
provide support for building blockchain migrator applications.

Another future work venue deals with the evolution of blockchains, and consequently the
evolution of views. Our solution diverges from the classical definition of a view in databases [2]
since the data shown is not up-to-date, nor easily updatable. We propose designing algorithms to
update a view, perhaps similarly to how Git manages updates to versioned files [64]. An API that
inspects and creates updates to views can be used by applications to efficiently use up-to-date data.
Finally, we find potential in studying zero-knowledge proofs to enhance view privacy.

6 RELATED WORK
In this section, we present the related work.

Partial Consistency. Graf et al. propose the concept of partial consistency [4]. An implementation of
this principle is given by blockchains with state partitions such as channels. Although blockchains
that provide this property have existed for several years, e.g., Quorum [31], IOTA [32], Corda [30],
Hyperledger Fabric, Hyperledger Besu [65], and Ripple [66], to the best of our knowledge, this is

Shttps://datatracker.ietf.org/group/satp/about/
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the first formalization of the concept. Some solutions build partial consistency realizations on top
of blockchains [67], such Canton [33], but are not formalized, and thus privacy properties of such
channels are not clear. Our concept of view brings another way to reason about blockchain sharding
[68], where each validator that is part of a shard runs a view generator and can communicate the
state of the shard to different blockchains. Sharding is a technique to improve throughput, typically
in public blockchains. A sharding scheme offloads the transaction processing to several groups of
nodes called shards [68]. A shard is thus a de-facto logical view that guarantees the integrity and
correctness of states regarding the participants that can access those states. Like a shard, a view is
a logical separation of the ledger according to each participant.

Decentralized privacy-preserving computation. Some work surveys [69, 70] privacy-preserving
techniques for blockchain interoperability, which we emphasize the latest survey [25], that supports
the need for blockchain views. Several surveys claim that most implementations focus on privacy-
preserving techniques for permissionless homogeneous blockchains, while we focus on both
permissionless and permissioned heterogeneous blockchains.

Indirecly related work inclues the work from Kosba et al.[71], who propose a privacy-preserving
decentralized smart contract system. The Enigma network [? ] (uses multi-party computation
technology to enforce smart contract privacy). Others use trusted hardware to enforce privacy [72],
or zero-knowledge proofs [73, 74]. Contrarily to these works, BUNGEE focuses on delivering privacy
for merged views (i.e., data from different sources, or from different domains), for interoperability
purposes, while the related work focuses on ensuring privacy in a single domain.

Generating views. Katsis al. [75] has summarized view-based data integration techniques. Our
approach follows a Global and Local as View [76] because views are created from a subset of the
global state, but then can be merged and processed. We call the reader’s attention to the survey
on view integration techniques, mostly used in the database and business process management
research areas [8]. Abebe et al. [43] have proposed the concept of external view, a construct to
prove the internal state of permissioned blockchains. However, this concept only applies to private
blockchains. We extend and generalize the concept of view so that it can be used for both public
and private blockchains, and thus for heterogeneous interoperability purposes (by allowing the
integration and merging of views).

Some proposals in industry and academia propose general data models for cross-chain interaction,
namely the Rosetta API, Quant Overledger’s gateways [36, 77], Blockdaemon’s Ubiquity API [78],
Polkadot’s XCMP [79, 80], Cosmos’s IBC [81]. The Rosetta API and Blockdaemon’s Ubiquity API
only support public blockchains. Quant Overledger supports public and private blockchains but does
not allow them to realize complex operations such as merging views. Polkadot and Cosmos have
the previous limitation and can only support blockchains created with Substrate and Tendermint,
respectively. None of those are well-accepted standards. On the other hand, BUNGEE aims to
create views independent of the underlying blockchains, aiming to follow the efforts of IETF’s
standardization group SATP [41, 42, 82].

View applications. In [57], views provided fine-grain dynamic access control over private data in
Hyperledger Fabric. In addition to the applications referred to in Section 1, we identify some studies
using the concept of view for different purposes. Some authors use views to perform audits of
participants on different blockchains [83, 84]. In particular, a view is created and then merged
with other views from the same participant on different blockchains to create a global view of
the participant’s activity. Applications are, for instance, cross-chain tax audit [85], or cross-chain
portfolio tracking [86], and even cross-chain security, by representing and monitoring cross-chain
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state [87], all applications that could benefit from a more formal treatment that BUNGEE can
provide.

7 CONCLUSION

Views directly support blockchain interoperability since it is easier to share the perspectives of all
participants across heterogeneous DLTs. This enables complex orchestration of cross-blockchain
services and supports the new research areas of DLT interoperability, including blockchain gateway-
based interoperability. In this paper, we introduce the concept of blockchain view, a foundational
concept for handling cross-chain state. Views represent different perspectives of blockchain par-
ticipants, allowing one to reason about their different incentives and goals. We present BUNGEE,
a system that can create views from a set of states according to a projection function, yielding a
collection of states accessible by a certain participant. BUNGEE can create a snapshot by retrieving
the state of a blockchain, and based on participants’ permissions, build a view of the global state.
After that, BUNGEE creates extended states, the basis for merging blockchain views. Different views
(possibly from different blockchains) can be merged into a consolidated view, enabling applications
such as cross-chain audits and analytics. Finally, we discuss different aspects of BUNGEE, including
decentralization, security, privacy, and its applications. An important area for future work is the
use of zero-knowledge proofs to enhance view privacy.
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1. Introduction

There is an increasing interest in digital currencies and virtual
assets as the foundation of the next generation digital economy.
Blockchain technology has been shown to be a dependable en-
abler due to its properties, such as immutability, transparency,
and auditability [1-3]. Both private organizations and govern-
ments are actively investigating and investing in blockchain-
based digital assets by, for example, promoting new platforms
for digital transactions [4]. A key challenge to enabling this dig-
ital economy is to safely connect different networks, enabling
network effects among them [5-7].

Interoperability of blockchains is, therefore, key to the area [2,
8-10]. Hash lock time contracts, sidechains, oracles and relays,
and exchanges are already allowing users to take advantage
of this new digital economy in a permissionless environment
(see [11] for a detailed survey on the topic).

Although significant progress on interoperability has been
made, public blockchains, private blockchains, and legacy sys-
tems cannot communicate seamlessly yet [ 11]. Moreover, current
solutions are not standardized and do not offer the possibility
to seamlessly transfer data and value across legal jurisdictions,
hampering enterprise adoption of blockchain. There is a need for

* Corresponding author at: Department of Computer Science and Engineering,
Instituto Superior Técnico, Universidade de Lisboa, Lisbon, Portugal.
E-mail address: rafael.belchior@tecnico.ulisboa.pt (R. Belchior).
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building solutions capable of complying with legal frameworks
and regulations.

We believe that similar to Internet routing gateways, which
enabled interoperability around private networks, and fostered
the rise of the Internet, the global network of decentralized
ledgers (DLTs) will require blockchain gateways [2,6]. Gateways
permit digital currencies and virtual assets to be transferred
seamlessly between these systems. Within the Internet Engi-
neering Task Force (IETF), there is currently ongoing work on
an asset transfer protocol that operates between two gateway
devices, the Open Digital Asset Protocol (ODAP) [2]. ODAP is a
cross-chain communication protocol handling multiple digital
asset cross-border transactions by leveraging blockchain gate-
ways. Gateways agree on the assets to be exchanged via an asset
profile, i.e., a structured, regulation-compliant data model for
representing assets (e.g., digital, physical). Transferring an asset
among blockchains via gateways is equivalent to an atomic swap
that locks an asset in a blockchain and creates its representation
on another. However, how can one guarantee a fair exchange of
assets (either all parties receive the assets they requested, or none
do) across gateways?

To assure the properties that enable a fair exchange of assets,
blockchain gateways must operate reliably and be able to with-
stand a variety of attacks. Thus, a crash-recovery strategy must
be a core design factor of blockchain gateways, where specific
recovery protocols can be designed as part of the digital asset
transaction protocol between gateways. A recovery protocol, al-
lied to a crash recovery strategy, guarantees that the source and
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target DLTs are modified consistently, i.e., that assets taken from
the source DLT are persisted into the recipient DLT, and no double
spend can occur.

We present HERMES,' a middleware for blockchain interop-
erability that focuses on providing crash recovery capabilities
to gateways. The main component of HERMES is an extension
of the ODAP protocol that we also introduce in this paper. We
denominate this protocol ODAP-2PC as it is inspired in the two-
phase commit protocol (2PC) [13,14]. HERMES also leverages a
log storage API that persists evidence on asset transfer pro-
cesses across gateways for posterior accountability and dispute-
resolution. HERMES’s architecture is layered, allowing for cross-
chain logic (implemented by business logic plugins, or BLPs [15])
to be executed among gateways.

By modeling and developing this system, we expect to address
four research questions:

1

e RQ1 What is the reliability of a cross-chain transaction is-
sued by a gateway, i.e., how can one be sure that a gateway
can effectively deliver transactions?

e RQ2 What is the trade-off between resiliency and perfor-
mance of gateways?

e RQ3 How decentralized is HERMES, and how can it be ac-
countable for the transactions it manages?

e RQ4 What to expect in terms of security and privacy of
gateway-based interoperability solutions?

The contributions of this paper are three-fold: first, the
blockchain (or DLT) gateway concept is explained from a theo-
retical and practical perspective. Second, we present the HERMES
fault-tolerant middleware and its main component, ODAP-2PC, a
new protocol that provides ACID properties for cross-blockchain
transactions. ODAP is also presented. A preliminary implementa-
tion of ODAP? is available at Hyperledger Cactus, an Hyperledger
Foundation project dedicated to DLT interoperability.” We pro-
vide a comprehensive discussion on HERMES as a solution for
blockchain interoperability, focusing on the four research ques-
tions we address. Third, and lastly, we present a use case on the
exchange of promissory notes across jurisdictions. This use case
illustrates how one can leverage HERMES to achieve blockchain
interoperability compliant with legal and regulatory frameworks.
To be clear, HERMEs and ODAP-2PC are contributions of this
paper, whereas ODAP is a protocol being designed in the context
of the IETF, although by some of the authors of the present paper.

The rest of this paper is structured as follows: Section 2
presents the background. We introduce the gateway concept
and HERMES, in Section 3. After, in Section 4, we present ODAP,
including the message and logging procedure, the log storage API,
and the distributed recovery protocol (Sections 4.2, 4.3, and 4.4,
respectively). Section 5, presents a use case that benefits from
HERMES. Section 6 presents our discussion on gateways, ODAP,
and ODAP-2PC in the light of the presented research questions.
The related work follows, in Section 7. Finally, we conclude the
paper in Section 8.

2. Preliminaries

This section presents the background on fault tolerance, atomic
commit, and nomenclature both on logging and blockchain inter-
operability.

1A preliminary, short, version of this paper appears in IEEE SCC 2021 [12].
2 we plan to study the performance of our implementation as future work.
3 https://github.com/hyperledger/cactus.
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Fault tolerance

A fault is an event that alters the expected behavior of a
system. Faults can imply the transition from a correct state of
the system to an incorrect state, called errors. Errors can provoke
failures if the system deviates from its specification, possibly caus-
ing loss of information or compromising business logic. Nodes can
experience failures where for various reasons (e.g., power outage,
network partitions, faulty components). We consider four failure
types: message loss, communication link failure, site failure, and
network partition. Albeit common, failures can be detected by
different mechanisms, such as timeouts, defined as the upper
bound §; that a message is expected [13].

Fault recovery

Typically, crash fault-tolerant (CFT) services can tolerate 3
nodes crashing, with n being the number of nodes. As long as
there is a majority of nodes with the latest state, failures can be
tolerated. The primary-backup model defines a set of n hosts (or
nodes) that, as a group, assures service resiliency, thus improving
availability. In this model, an application client sends messages
to a primary node P. The primary nodes redirects the message
updates to a set of replicas (backups) B = {Bi, ..., By}, when
it receives a message. The backup server k propagates the new
incoming message to the backup server k+1, k < n,k € R.
Node P is then notified of an update when n-host resiliency is
met, i.e., the message was at least replicated in n nodes. Should
such acknowledgment fail to be retrieved by P, a message update
request is re-sent. If P crashes, then a new leader Py, € B is
elected. If a backup node receives a request from the application
client, it redirects it to 7, only accepting it when the latter
sends the update request. When an update is received, P sends
the message update to its right-hand neighbor, sending back an
acknowledgment.

Another recovery mechanism is self-healing [13]. In self-
healing, when nodes crash, they are assumed to recover even-
tually. While this mode is cheaper than primary backup, fewer
nodes, fewer exchanged messages, and lower storage require-
ments, it comes at the expense of availability. In particular, the
protocol may block until nodes recover. Fig. 1 depicts a simplified
self healing protocol for two nodes. Node P sends a ping to node
B, which responds with an ACK. In case of a crash, node B awaits

a ping.

Atomic commit protocols

An atomic commit protocol (ACP) is a protocol that guarantees
a set of operations being applied as a single operation. An atomic
transaction is indivisible and irreducible: either all operations
occur, or none does. ACPs consider two roles: a Coordinator that
manages the execution of the protocol, and Participants that man-
age the resources that must be kept consistent. ACPs assume
stable storage with a write-ahead log (a history of operations is
persisted before executed). Examples of ACPs are the two-phase
commit protocol, 2PC, the three-phase commit protocol, 3PC, and
non-blocking atomic commit protocols [13].

2PC achieves atomicity even in case of temporary system
failure, accounting for a wide adoption in academia and in the
industry. It has two phases: the voting phase and the commit
phase. In the voting phase, the Coordinator prepares all partic-
ipants to take place in a distributed transaction by inspecting
each participant’s local status. Each participant executes eventual
local transactions required to complete the distributed transac-
tion. If those are successful, participants send a YES response
to the Coordinator, and the protocol continues. Else, if the NO
response is sent, it means that the participant chose to abort;
this happens when there are problems at the local partition. Next,
in the commit phase, when the Coordinator obtains YES from all
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ping

0‘0

ack

(a) Both nodes operational. P sends ping to B and gets ACK response.

® O

awaits ping

(b) Node P crashes, leaving B awaiting for a ping.

recovers awaits ping

(c) Node P recovers, re-establishing the connection to B.

Fig. 1. Self-healing mode with two nodes.

participants, a COMMIT message is sent to the participants that
voted YES. This message triggers the execution of local transac-
tions that implement the distributed transaction. Otherwise, the
Coordinator sends an ABORT message, triggering a rollback on
each local partition.

Logging

A log £ is a list of log entries {I, I5, ..., I,} such that entries
have a total order, given by the time of its creation. A log is
considered shared when a set of nodes can read and write from
the log. On the other hand, a log is private (or local) when only
one node can read and write it. Logs are associated to a process
p running operations on a certain node. We denote the nth step
of process p as (n, p). We denote the ith log entry, as [;, and the
log entry referring to process p and step k as IP*. Both i and
k are monotonically increasing positive integers. To manipulate
the log, we define a set of log primitives, that translate log entry
requests from a process p into log entries. The log primitives
are writeLogEntry (writes a log entry), getLogLength (obtains the
number of log entries), and getLogEntry(i) (retrieves a log entry
I;). A log entry request typically comes from a single event in a
given protocol.

A log storage API provides access to the primitives. Log entry
requests have the format <phase, step, operation, nodes>,
where the field operation corresponds to an arbitrary command
and the field nodes to the parties involved in the process p. We
define five operations types to provide context to the protocol
being executed:

e Operation type init- states the intention of a node to execute
a particular operation.

Operation type exec- expresses that the node is executing
the operation.

Operation type done- states when a node successfully exe-
cuted a step of the protocol.

Operation type ack- refers to when a node acknowledges a
message received from another.

Operation type fail- indicates to when an agent fails to
execute a specific step.

238
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The field nodes contains a tuple with a node A issuing a
command, or a node A commanding a node B the execution of
a command c, if the form is A or A — B (¢ may be omitted),
respectively.

Fig. 2 illustrates the logging procedure of some process (or
protocol) A, executed by two nodes: Node and Node 2. Pro-
cess A has three steps. While typically each gateway has its log
(and log storage API), we only represent one for simplicity. Note
that nodes can also have a common log. Log entry |; = [it1
corresponds to the node’s first message to the log storage API,
which on its turn persists it on a log, using the writeLogEn-
try primitive. The log storage APl writes the message that is
received. For instance, in step 2, the log storage API executes
writeLogEntry<Process A, 1, init-node, Node>. Log entry l; is
created in step (2), coming from the command issued at step
1. Conversely, writing I, = [M52 (steps 4 and)) corresponds
to the command that the node issues towards node 2 (step 6),
initAllNodes, which causes node 2 to issue an init operation. Log
entry [M%3 corresponds to the execution of init by Node 2 (step
9). At step 12, getLogLength returns 3.

Blockchain interoperability

A recent survey classifies blockchain interoperability studies
in three categories: Cryptocurrency-directed interoperability ap-
proaches, Blockchain Engines, and Blockchain Connectors [11].
Cryptocurrency-directed approaches enable the transfer of digital
assets (e.g., cryptocurrencies) across homogeneous and heteroge-
neous blockchains. The cryptocurrency-directed approaches typ-
ically rely on protocols leveraging public blockchains, as they as-
sume that gateways are not trusted. As a result, these approaches
are challenging to integrate with permissioned blockchains that
support arbitrary assets and smart contracts.

The second category is the blockchain engines, enabling an
application-specific blockchain that can communicate with its
other instances. These solutions can benefit from implementing
gateways, providing each application-specific blockchain (e.g., ap-
plications running on a parachain) self-sovereignty regarding
communications with other blockchains.

The third category, blockchain connectors, includes trusted
relays, blockchain agnostic protocols, blockchain of blockchains
solutions, and blockchain migrators. Trusted relays are software
components, typically centralized, where escrows route cross-
blockchain transactions.

3. Hermes

In this section, we introduce out interoperability middleware,
HERMES.

3.1. The concept of gateway

A gateway is a hardware device running software capable of
interacting with blockchains (e.g., issuing transactions, reading
state), and performing computation based on such interactions.
Depending on the distributed ledger gateways are connected,
they might need to be full nodes, i.e., they may need to im-
plement the whole functionality of a node of that blockchain
(e.g., Ethereum). By being present in different DLTs, gateways
can perform cross-chain transactions (CC-Tx), i.e., transactions in-
cluding both blockchains, including asset transfers [6]. A primary
gateway is the DLT system node acting as a gateway in a CC-
Tx. Primary gateways may be supported by backup gateways for
fault tolerance. Primary gateways can be a source gateway Gs
or a recipient gateway Gg, depending on the role they play in
a CC-Tx. Source gateways initiate the gateway-to-gateway pro-
tocol, e.g., an asset transfer, data pushing/pulling. Gateways use
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Fig. 2. Example of logging in the context of a process/protocol A executed by two nodes. The log storage API writes the incoming message. A single log represents

the logs of nodes Node and Node2, but the intent is clear.

machine-resolvable addresses (e.g., URIS/URLs) to communicate
with other gateways, obtaining information such as public-key
certificates and protocol-specific messages.

For gateways to be crash fault-tolerant, they keep track of each
operation they do in a log (of operations). The log is a sequence
of log entries, each entry representing a step of the gateway-
to-gateway protocol. Each message has a schema, defining the
parameters and the payload employed in each message flow. The
log data comprises the log information retained by a gateway
within a protocol using gateways. A gateway-to-gateway proto-
col specifies the set of messages and procedures between two
gateways for their correct functioning. The gateway-to-gateway
protocol considered in this paper is ODAP [2].

3.2. The architecture of hermes

HERMES is a middleware that enables DLT interoperability by
implementing part of the software component of gateways. ODAP
defines the set of messages (the protocol) for asset transfers
at the base layer, realizing technical interoperability. On top of
it, ODAP-2PC, a fault-tolerant gateway-to-gateway protocol, pro-
vides reliability in the presence of crashes. In case a cross-chain
transaction is aborted, ODAP-2PC attempts to issue a rollback on
the affected DLTs. ODAP-2PC also provides support for disputes
and accountability by providing logging capabilities via the log
storage AP Finally, business logic plugins can be implemented
(i.e., asset transfer), providing the core rules for a gateway to
operate (when to initiate or refuse a transfer). This layer im-
plements semantic interoperability. Clients can use HERMES to
support standards that a specific gateway implementation needs
to comply with (e.g., Travel Rule [16]). Fig. 3 represents the layers
of HERMES.

Our architecture is flexible and modular, as its components are
pluggable. By decoupling the protocol from the crash recovery
component, and the latter from the business logic plugins, our
system can be adapted to specific needs. For instance, in a trust-
less environment, where gateways do not fully trust each other,
a gateway might have a more robust fault recovery mechanism;
conversely, if gateways operate in a permissioned environment
and completely trust each other, logging capabilities might be
reduced to a local log. In this paper, we instantiate HERMES with
ODAP and its crash fault-tolerant distributed recovery protocol,
ODAP-2PC. The chosen business logic plugin allows promissory
note exchanges, presented in detail in Section 5. We presented
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Fig. 3. Hermes’s layers.

Gateway
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the architecture of a single HERMEs-enabled gateway. In Fig. 4,
we present a network compressed of two organizations (A and
B), each one with its gateway (Gateway A and Gateway B, re-
spectively). Gateway A is connected to DLT 1, while Gateway B
is connected to DLT 2, and a centralized system (e.g., invoice
system). This network connects data and assets from DLT 1 to
DLT 2 (via Gateway A), DLT 2 to DLT 1 (via Gateway B).

Gateway A establishes a connection to Gateway B via ODAP,
exchanging protocol messages. Each gateway has an instance of
ODAP-2PC, that guarantees the current state to be preserved.
State is written to and read from the distributed log storage,
i.e., DLT-based or cloud-based. This storage is accessible by both
gateways. Each gateway has its local log, where private informa-
tion on the gateways operations might be saved (e.g., for data
analytics). HERMES redirects ODAP messages to business logic
plugins that, in its turn, issue transactions against distributed
ledgers (or centralized systems).

3.3. System model

We consider a partially synchronous distributed system (there
are unknown bounds on transmission delay and processing time)
composed of two types of participants: clients and gateways. Par-
ticipants have access to a globally synchronized clock (although
minor deviations are tolerated).

Clients are in charge of starting transactions and are connected
to gateways that are connected to blockchains. More specifically,
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Gateway A

‘_'Hl

Decentralized
Log
Storage

Centralized
System
(Org. B)

DLT 2

Fig. 4. A Hermes-powered gateway network compressed of two gateways.
Within each gateway, the dark blue box represents a business logic plugin (B);
the local log is represented by L; the yellow box represents Hermes (H); the light
blue box represents ODAP (dotted border); the green box represents ODAP-2PC.

every gateway is a node from a DLT system authorized to act on
it (manage assets, identify participants) via, for example, smart
contracts. Gateways can communicate with other gateways and
can crash (i.e.,, becoming unresponsive). We assume that there
are no Byzantine or arbitrary faults. We assume blockchains are
secure, so they fail only by crashing. We consider a blockchain
secure if the data stored is immutable, transparent to all their
participants, traceable, and, generally, the consensus mechanism
cannot be subverted by malicious parties.

Gateways store log data about the step of their protocol. This
information allows a gateway to construct a state, and recover, in
case of a crashe. Gateways are honest-but-curious, i.e., follow the
protocol, but will attempt to learn all possible information from
legitimately received messages. HERMES provides the following
properties:

e P1 Atomicity: Transactions either commit on all underlying
ledgers or entirely fail.

P2 Consistency: All gateways that decide on a CC-Tx reach
the same, either commit or abort. The state of the underlying
ledgers reflects that decision.

P3 Durability: Once a transaction has been committed, it
must remain so regardless of any component crashes.

P4 Isolation: When a transaction is issued, all the underlying
assets are locked.

P5 Auditability: Any CC-Tx executed can be inspected by the
involved parties.

P6 Termination: If a gateway proposes a transaction, it is
eventually committed or aborted.

To satisfy these properties, HERMES leverages ODAP and ODAP-
2PC.

3.4. Threat model

ODAP assumes a trusted, secure communication channel be-
tween gateways (i.e., messages cannot be spoofed or altered by
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an adversary) using TLS 1.3 or higher, i.e., the receiver of the
communication will ascertain the authenticity validity of the
communication. Each gateway has a public and private key pair.
New TLS sessions [17] are created when a gateway crashes and
then recovers. Clients connect to gateways using a credential
scheme such as OAuth2.0 [18].

The distributed recovery protocol has assumptions regarding
log management. Log entries need integrity, durability, availabil-
ity, and confidentiality guarantees, as they are an attractive attack
point [19]. Every log entry contains a hash of its payload for
guaranteeing integrity. If extra guarantees are needed (e.g., non-
repudiation), a log entry might be signed by the gateway creating
it (e.g., with ECDSA [20]). Availability is guaranteed using the
log storage API, which connects a gateway to dependable storage
(local, external, or DLT-based). Each underlying storage provides
different guarantees. Access control can be enforced via the access
control profile that each log can have associated with, i.e., the pro-
file can be resolved, indicating which client can access the log in
which condition. Access control profiles can be implemented with
access control lists for simple authorization. The authentication of
the entities accessing the logs is done at the log storage API level
(e.g., username and password authentication in local storage vs.
blockchain-based access control in a DLT). We assume the log is
not tampered with or lost.

While we consider both gateways to be trusted, we consider
a probabilistic, polynomial-time adversary who can corrupt any
gateway to prevent the protocol from achieving liveness. The
adversary can do this by causing a gateway crash, interrupting an
asset transfer. However, we assume that gateways do not deviate
from the protocol. We assume the underlying ledgers where
gateways operate are safe (i.e., consensus cannot be subverted by
an adversary).

4. ODAP-2PC

In this section, we present HERMES' main building block:
ODAP-2PC. We start by presenting ODAP, in which ODAP-2PC is
based.

4.1. ODAP

The ODAP protocol is a gateway-to-gateway unidirectional
asset transfer protocol that uses gateways as the systems con-
ducting the transfer [2]. An asset transfer is represented in the
form T : G, ' G,, where a source gateway G transfers x asset
units from type a from a source ledger Bs to a recipient ledger
Bg, via a gateway G,.

The source gateway issues a transfer such that x asset units
will be unavailable at the source DLT and become available at the
target DLT. A recipient gateway is the target of an asset trans-
fer, i.e., follows instructions from the source gateway. HERMES
leveraged ODAP to provide as strong durability guarantees as to
the underlying durability guarantees of the chosen data store.
If the datastore is a blockchain, HERMES can achieve transaction
durability if transactions are immutable and permanently stored
in a secure decentralized ledger.

HERMES provides the durability guarantees that the infrastruc-
ture gateways are connected to.

The transfer process is started by a client (application) that
interacts with the source gateway. The source gateway then deals
with the complexity of translating an asset transfer request to
transactions targeting both the source and the target DLT systems.
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The gateway also knows other gateways, either directly or via
a decentralized gateway registry. ODAP has several operating
modes, but here we solely consider the relay mode. The relay
mode realizes client-initiated gateway to gateway asset transfers.

In ODAP, a client application interacts with its local gateway
(source gateway GS) over a Type-1 API. The existence of this API
allows the client to provide instructions to GS (corresponding to
the source gateway) concerning the assets stored in the source
DLT and the target DLT (via the recipient gateway, GR). The client
may have a complex business logic code that triggers behavior
on the gateways. Hence, ODAP allows three flows: the transfer
initiation flow, where the process is bootstrap, and several iden-
tification procedures take place; the lock-evidence flow, where
gateways exchange proofs regarding the status of the asset to
be transferred; and the commitment establishment flow, where
the gateways commit on the asset transfer. The schema of the
messages exchanged by the ODAP protocol is depicted in the
“Simplified ODAP Message Format” figure.

Fig. 5 represents ODAP. When an end-user wants to perform
an asset transfer, gateways conduct such a process. In the transfer
initiation flow (Phase 1), both gateways resolve identities, asset
information (via the asset profiles) and establish a secure channel.
This verification includes verifying the asset profile validity, the
travel rule status, and the pair originator-beneficiary of the trans-
action [2]. In the lock-evidence verification flow (Phase 2), claims
on the status of assets are exchanged, and their correspondent
proofs are persisted. The persistence of asset status proof allows
for non-repudiation and accountability, proving useful proofs in
resolving a dispute.

Theorem 1 (Isolation). Let there be an instance of ODAP, with
a source gateway Gs and a recipient gateway Gg, operating on
an asynchronous environment. Given a lock primitive LOCK that
prevents assets from being used, if there is a timeout 3, (applied to
steps 2.3 and 3.3 of ODAP), then ODAP provides transaction isolation.

Proof (informal). In this context, transaction isolation implies that
a certain asset is locked. At various points of the protocol, both G
and Gy are waiting for messages before proceeding. In particular,
in steps 2.3 and 2.4, the logging procedure depends on the success
of the asset lock. A trigger d;, defining an interval before an
asset is used to assure that an asset is securely locked, even in
probabilistic-based consensus blockchains. After §; counterparty
Gr can produce a log entry with the asset locking proof. When
LOCK is called, assets are locked, rendering any attempt of writing
fruitless. A similar process occurs in step 3.3. Thus, as assets
cannot be changed up to step 3.7, ODAP guarantees transaction
isolation. O

ODAP-2PC provides transaction isolation by pre-locking
assets before the commitment of an asset transfer.

Finally, at the Commitment Establishment Flow (Phase 3),
assets are escrowed. In practice, assets are locked on the source
ledger and represent those created on the target ledger. The lock
of assets prevents double-spend attacks. ODAP aims at providing
termination, a non-trivial problem when considering distributed
transactions [21]. Thus, we consider three processes on ODAP,
p1 = transfer initiation flow, p, =lock-evidence flow, and p3 =
commitment establishment flow. Process p; has 2 steps, p, has 6
steps, and p3 has 6 steps. Thus, a normal end-to-end ODAP flow
would have 14 steps.
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Fig. 5. Simplified sequence diagram depicting ODAP. A transfer is issued by an
end-user to the gateway (G1), which then manages on-chain resources (L1), and
communicates with a counterparty gateway (G2). The asset transfer corresponds
to the creation of L2.

4.2. ODAP-2PC: Message and logging flow

ODAP-2PC aims to solve an important practical limitation of
ODAP. ODAP does not handle gateway crashes. If they crash, the
protocol may leave the DLTs in some inconsistent state. ODAP-
2PC allows the ODAP to continue operating when the faulty
gateway recovers, e.g., when the server where it runs reboots.

ODAP messages are exchanged between client applications
and gateway servers (DLT nodes). They consist of functional mes-
sages allowing protocol negotiation [2]. Messages are encoded
in JSON format, allowing for serialization, with protocol-specific
mandatory fields. Support for authentication and authorization
is provided, allowing for plaintext or encrypted payloads. This
servers enterprise needs. ODAP-2PC stores these messages in logs
to allow recovery.

We consider the set of logging nodes N' = {Gs, Gr}, with log
entry requests with the format <phase, step, type-
operation operation, nodes>. Within processes, two types
of operations are considered: private operations and public op-
erations. Private operations involve only one gateway, requiring
two log entries, the intention of executing a command, and the
execution’s confirmation. This serves to handle crashes in systems
with only one node. Public operations are operations in which
a state is known by more than one node. Intuitively, a private
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Table 1
Logging flow regarding the validation operation, of ODAP’s phase 1.
Event From To Log ID Log Content Operation Type
Gs triggers the validation operation Gs Gr Iy = P11 <pl, 1, init-validate, (GS->GR)> validate init
Gr executes the validation operation X Gr Is = P12 <pl, 2, exec-validate, (GR)> validate exec
Gr completes the validation operation X Gr lg = P13 <p1, 3, done-validate, (GR)> validate done
Gr informs Gs Gr Gs P <pl, 4, ack-validate, (GR->GS)> validate ack
operation is only known by the node executing it, whereas public Q
operations involve several nodes and are thus perceived by more S —~ Log AP!
nodes than those executing it. i i i
| [2]: initiate ODAP's phase 1 ‘: :
1. Version: ODAP protocol Version (major, minor) " | [3]: writeLogEntry exec-validate _ |
2. Resource URL: Location of Resource to be ac- [4]: execute validate from p1 ’
cessed. ! i !
3. Developer URN: : |51 writeLogEntry done-validate |
Assertion of developer/application identity. ! : >
4. Action/Response: GET/POST and arguments (or ! + I6]: writeLogEntry ack-validate
Response Code) |_[71: validation complete | I
5. Credential Profile: Specify type of auth (e.g. SAML, L | |
Gl G2 Log API

OAuth, X.509)
6. Credential Block: Credential token, certificate,

string

7. Payload Profile: Asset Profile provenance and
capabilities

8. Application Profile: Vendor or Application specific
profile

9. Payload: Payload for POST, responses, and native
DLT txns

10. Sequence Number: Sequence Number.

The message flow generates a variable number of log entries,
depending on the situation: i) a private operation completes
successfully, generating three log entries (init-X, exec-X, done-X);
ii) a private operation fails, generating three log entries (init-
X, exec-X, fail-X); iii) a public operation completes successfully,
generating at least four log entries (init-X, exec-X, done-X, ack-X),
and (iv) a public operation fails, generating four log entries (init-
X, exec-X, fail-X, ack-X). Given that a normal ODAP flow has 14
steps, one would expect at least 42 log entries.

Let us consider an example where there is an asset transfer

a1 . .
Gs — Gg. We depict a message exchange with content m from
Gs to Gg by Gs - Gr. The reply from Gg to Gs is represented by

Gr o Gs, where « is a function that given an operation, step,
and input from a counterparty gateway, returns the response to
it. Fig. 6 illustrates part of the message flow involving the public
operation p1, the ODAP’s first phase. Note that one operation has
been performed before, corresponding to three log entries (init,
exec, done), and to a Gs client issuing an asset transfer. Thus, the
first log entry from p; has index 4. In the transfer initiation flow,
where Gs initiates a transfer of one asset a to G, the first step is
to resolve identities.

To fulfill step 1, Gs takes two actions: 1) it expresses that Gg
will be informed to initiate an asset transfer; and 2) it sends that
message to Gg. These messages are sent to the Log Storage API,
that generates the appropriate log entries Iy = P1'! =< pq, 1,
init-validate, (Gs — Gr) >, Is = P2 =< p;,2, init, (Gg) >,
I = 3 =< pq, 3, done-init, (Gg) >, and I; = P4 =<
D1, 4, ack-validate, Gg >. Table 1 summarizes the exchanged
messages and the log entries they generate. Note that these log
entries are simplified, for illustration purposes. ODAP logs have a
well-defined schema, and extra parameters, illustrated later in .
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Fig. 6. Message flow regarding the validation operation, of ODAP’s phase 1.

We consider a log storage API that allows developers to be ab-
stracted from the storage details (e.g., relational vs. non-
relational, local vs. cloud vs. DLT-based) and handles access con-
trol if needed. In the next section, we detail the functioning of
the log storage API.

4.3. ODAP-2PC: Log storage API

The log storage API allows developers to abstract operations
on the log, focusing on the development of gateway-to-gateway
protocols. Our API uses the following primitives:

e initializeLog(y): returns a reference to an empty log £,
stored on the support y. The support can be local yjo¢q, cloud
Yeloud» OT @ blockchain yj,.

e getLogSupport (): returns the support y.

e writeLogEntry(l, £): writes a log entry | in the log £,
stored on the support y.

e getLogEntry(i): returns the log entry I;.

e getLogLength: returns the length of the log, i.e., |£|.

o getLatestLogEntry: returns the log entry [; such that #; :
i>j

e getLog: returns L.

This API can be exposed as a REST API, allowing the log storage
API to be hosted in an execution environment different from the
one running the gateway implementation. We consider the log
file to be a stack of log entries. Each time a log entry is added, it
goes to the top of the stack (has the highest index). Logs can be
saved either locally (e.g., y1ocaqs = computer’s disk) and may also be
saved in an external service (e.g., Yadous = cloud storage service)
or even in a DLT (e.g., y»c = Ethereum).

Depending on the support, logs will have different privacy
levels. On support yjoql, logs are isolated, each gateway keeping
its entries private. In case of a crash, the crashed gateway will
retrieve the most updated version of the log: if it is local, it
needs to require it from other gateways (thus being susceptible
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to misbehavior from other gateways). This mode thus requires
substantial trust in other gateways. The DLT-based repository,
Vbe, Offers strong reliability concerning log-saving due to its im-
mutability, transparency, and traceability [19,22]. In particular,
this method offers accountability because persisted log entries
are non-repudiable, traceable, and cannot be changed; it offers
high availability because they are replicated across all nodes
participating in the network. The cloud support y 4 offers a
tradeoff between yjocq and yyc, both in terms of cost and integrity
guarantees. As a cloud provider mediates this support, trust is put
on the provider instead of uniquely on the counterparty gateway.
However, it is likely to be more costly than the local support.

Format of log entries

The log entries’ format should account for three phases, in
case the gateway-to-gateway protocol is ODAP. In Section 4.2
we introduced a simplified version of a log entry for illustration
purposes. The mandatory fields for a log entry for ODAP-2PC are:

ODAP-2PC Log Schema - Mandatory Fields

1. Session ID: unique identifier (UUIDv2) repre-
senting an ODAP interaction (corresponding to a
particular flow)

. Sequence Number: represents the ordering of
steps recorded on the log for a particular session

. ODAP Phase ID: flow to which the logging refers
to. Can be Transfer Initiation flow, Lock-Evidence
flow, and Commitment Establishment flow.

. Source Gateway ID: the public key of the gateway
initiating a transfer Source DLT ID: the ID of the
gateway initiating a transfer

. Recipient Gateway ID: the public key of the gate-
way involved in a transfer Recipient DLT ID: the ID
of the gateway involved in a transfer

. Timestamp: timestamp referring to when the log
entry was generated (UNIX format)

. Payload: Message payload: contains subfields
Votes (optional), Msg, Message type. The field Votes
refers to the votes parties need to commit in the
2PC. Msg is the content of the log entry. Mes-
sage type refers to the different logging actions
(e.g., command, backup).

. Payload Hash: hash of the current message
payload

J

Apart from mandatory log fields, the log schema for ODAP-
2PC contains optional fields. The logging profile field contains the
profile regarding the logging procedure. If not present, y = yiocal
is assumed. The Source Gateway UID is the unique identifier (UID)
of the gateway initiating a transfer. The Recipient Gateway UID is
the UID of the gateway involved in a transfer. The Message Digest
is a gateway signature over the log entry. The Last Log Entry is the
hash of the previous log entry. Finally, the Access Control Profile is
the field specifying a profile regarding the confidentiality of the
log entries being stored; in particular, this field can be used to
parse access control policies to the supports managing logs. Next,
we introduce the ODAP-2PC, a distributed recovery mechanism
for gateways.

4.4. ODAP-2PC: distributed recovery procedure

One of the key deployment requirements of gateways for asset
transfers is a high degree of gateways availability. A distributed
recovery procedure then increases the resiliency of a HERMES
gateway by tolerating faults. Next, we present an overview of
ODAP-2PC.
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Fig. 7. Gs crashing before issuing init-validation to Gg.
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Overview

The protocol is crash fault-tolerant, so it does not tolerate
Byzantine faults (i.e., gateways that behave arbitrarily). Gateways
are trusted to operate the ODAP protocol as specified unless they
crash.

ODAP-2P support two alternative fault tolerance strategies:

1. self-healing mode: after a crash, a gateway eventually re-
covers, informs other parties of its recovery, and continues
executing the protocol;

2. primary-backup mode: after a crash, a gateway may never
recover, but that timeout can detect this failure [21]; if a
node is crashed indefinitely, a backup is spun off, using the
log storage API to retrieve the log’s most recent version.

In self-healing mode - the mode we detail in this paper -
when a gateway restarts after a crash, it reads the state from
the operation log and executes the protocol from that point on.
We assume that the gateway does not lose its long-term keys
(public-private key pair) and can reestablish all TLS connections.
In Primary-backup mode, we assume that after a period §; of the
failure of the primary gateway, a backup gateway detects that
failure unequivocally and takes the role of the primary. The failure
is detected using heartbeat messages and a conservative value
for &;. For that purpose, the backup gateway does essentially
the same as the gateway in self-healing mode: reads the log
and continues the process. In this mode, the log must be shared
between the primary and the backup gateways. If there is more
than one backup, a leader-election protocol must be executed to
decide which backup will take the primary role.

In both modes, logs are written before operations (write-
ahead) to provide atomicity and consistency to the protocol used
for asset exchange. The log data is considered as resources that
may be internal to the DLT system, accessible to the backup
gateway and possible other gateway nodes.

There are several situations when a crash may occur. Fig. 7
represents the crash of Gs before it issues a validation operation
to Gg (steps 1 and 2). Both gateways keep their log storage APIs,
with yjecq. For simplicity, we only represent one log storage APL
In the self-healing mode, the gateway eventually recovers (step
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Source Gateway G1 Recipient Gateway G2 Log Storage API
| i h

|1 [1]: writeLogEntry <p1, 1, |H|t-va|ldate, (GS->GR)> |

| [2]: initiate ODAP's phase 1 _| ]
——————

1[3] & Crash & i i
- i i

| [4]: writeLogEntry <p1, 2, init, (GR)>

| [5): execute init from p1
)

| [6]: writeLogEntry <p1, 3, done-init, (GR)>

H | [71: writeLogEntry <p1, 4, ack-init, (GR->GS)> _ |
| h ]

1 [8] <pl, 1, RECOVER, GR>
e

. [9] getLogEntry(i) H

! _[10] logEntries

1_[11] send updated logul ! 1

i [12] process log 3 3

! [13] updateLog(ul)

' [14] confirm recovery

....... \ '

| [16): <pl,2,init-validateNext, (GS->GR)> i

Source Gateway G1 Recipient Gateway G2 Log Storage API

Fig. 8. gs crashing after issuing the init command to Gg.

3), building a recovered message in the form <phase, step,
RECOVER, nodes> (step 4). The non-crashed gateway queries
the log entries that the crashed gateway needs (steps 5, 6). In
particular, Gs obtains the necessary log entries at step 7 and com-
pares them to its current log. After that, Gs attempts to reconcile
the changes with its current state (step 8). Upon processing, if
both log versions match, the log is updated, and the process can
continue. If the logs differ, then G calls the primitive updateLog,
updating its log (step 9) and thus allowing the crashed gateway
to reconstruct the current state. In this particular example, step 9
would not occur because operations exec-validate, done-validate,
and ack-validate were not executed by Gg. If the log storage API
is on the shared mode, no extra steps for synchronizations are
needed. After that, it confirms a successful recovery (steps 10, 11).
Finally, the protocol proceeds (step 12).

Fig. 8 represents a recovery scenario requiring further syn-
chronization. At the retrieval of the latest log entry, Gs notices
its log is outdated. It updates it upon necessary validation and
then communicates its recovery to Gg. The process then con-
tinues as normal. (for instance, corresponding to exec-validate,
done-validate, and ack-validate)

4.4.1. The ODAP-2PC protocol

In this section, we present the ODAP-2PC protocol itself. In
particular, this protocol is used at ODAP’s Phase 3, crucial for the
atomicity and the consistency of asset transfers. We consider two
parties: the coordinator Gs, and the participant Gg. The coordina-
tor manages the protocol execution while the participant follows
the coordinator’s instructions.

ODAP-2PC is a 2PC protocol able to detect and recover from
crashes, delivering the effort to execute an asset transfer starting
at ODAP’s phase 3: the commitment establishment flow. Crashes
at other phases of the ODAP are handled by the self-healing
mechanism, supported by the messaging and logging mechanism,
as depicted by Figs. 7 and 8. In phase 3, sensitive messages that
include the lock and unlocking of assets may not arrive due
to failures (e.g., communication failures, gateway crash due to
power outage). To detect crashes, we use a timeout dc. How-
ever, processes may wait for the crashed gateway to recover
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for an unbounded timespan, wasting resources (e.g., locked as-
sets). To avoid this, we introduce an additional timeout &oupack-
When a gateway does not recover before this timeout, a timeout
action is triggered, corresponding to the rollback protocol. A pos-
sible rollback protocol cancels the current transactions by issuing
transactions with the contrary effect, guaranteeing the consis-
tency of the DLT whose gateway is not crashed. Upon recovery,
the crashed gateway is informed of the rollback, performing a
rollback too. This process guarantees the consistency of both
underlying DLTs.

Algorithm 1: ODAP-2PC Protocol

Input: Coordinator Gs, Participant Gg, Asset a, Gateway primitives
PRE_LOCK, LOCK, COMMIT,CREATE_ASSET, COMPLETE, ROLLBACK
Result: Asset a transferred from Gs to Gy

1 POgs = L > rollback list for Gs
2 POg, = L > rollback list for g
3 > Pre-Voting Phase

4 preLock = gs.PRE_LOCK(a) > step 2.3
5 POg,.append(preLock)

6 > Voting Phase

7 Gs “m—_;eq GRr > step 3.1
8 wait until g; d(vle;mq) > step 3.2
9 > Decision Phase

10 if Gg “"%5? G¢ = NO then

1 as 2% gy & otherwise, gg “"255"*? g = YES
12 Gs.ROLLBACK(POg; ) > undo Gs.preLock(a)
13 end if

14 lock = Gs.LOCK(a) > step 3.3
15 POg,.append(lock)

16 commit = Gs.COMMIT() > step 3.4

17 if commit =1 then

S

abort()
18 Ggs — Gp
19 Gs.rollback(POg;) > undo Gs.LOCK(a)
20 end if
commit
21 Gs — Gr
22 a’ = Gg.CREATE_ASSET() > step 3.5
23 POg,.append(a’)
. . a(commit)
24 wait until gz — "G5 > step 3.6
25 if o "2 gs = COMMIT then
26 \ Gs.COMPLETE() > step 3.8
27 end if
28 else
abort() . . .
29 Gs —> Gr > otherwise, Gr failed the commit

30
31
32
33

G5s.ROLLBACK(POg; )
Gr.ROLLBACK(POg,)
end if
return

> undo Gs locks
> undo Gr.CREATE_ASSET()

> asset transferred

Algorithm 1 depicts the ODAP-2PC. A coordinator Gs and a
participant Gg perform a CC-Tx T, that typically is an asset transfer
of x number of a assets, i.e., T : Gs —> Gg. Any time a party
ABORTS, the protocol stops, and that transaction is considered
invalid (and thus the run of the protocol fails). We define a set
of gateway primitives X = {PRE_LOCK, UNLOCK, LOCK, COMMIT,
CREATE_ASSET, COMPLETE, ROLLBACK}, such that they realize
pre-locking an asset, locking an asset, unlocking an asset, com-
mitting to a CC-Tx, creating an asset, asserting for the end of the
protocol, and performing a rollback, respectively. The gateway
primitives are divided into two types: off-chain primitives and
on-chain primitives, represented by o ?hain and gomchain regpec-
tively. Some off-chain primitives call their respective on-chain
primitive. The protocol receives a set of gateway primitives that
realize the commit, locking, rollback, and other operations. Lists
POg, and POg, track the operations to be rolled back in case of
failure for Gsor Gg, respectively.

First, in the session opening, the asset to be transferred is
agreed on. At the pre-voting phase, the source gateway initiates
the process, pre-locking an asset (executing the transaction right
to the point before its commitment, at step 2.3, line 4). The
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recipient gateway confirms this pre-locking, issuing a VOTE-REQ
to its counterparty (line 7). The recipient gateway replies either
YES or ABORT (line 8), starting the decision phase. Note that the
eventual ABORT, at line 8, does not require a rollback because,
so far, no on-chain operations took place. At the beginning of the
decision phase, if Gg replies NO, then the pre-lock is rolled back,
and the transaction aborted (lines 11 and 12). Otherwise, Gs tries
to lock the asset to be transferred (line 14) and commit that action
(line 16). The recipient gateway completes the pending trans-
actions (line 22) and sends an acknowledgment message back
to the source gateway (line 24). Upon the second commit, the
source gateway completes the process, closing the session (line
26). However, if Gs cannot commit (line 25 is not COMMIT), the
transaction is aborted, and the respective rollbacks are triggered.
If the participant Gg does not reply on the blocking operations
(within t < &g, Gs considers G crashed, and starts the recovery
protocol). The recovery protocol may be trivial: in ODAP-2PC,
firstly, the gateway awaits the counterparty gateway to recover
(by assumption, it does). Upon recovery, the process depicted by
steps 4-11 from Fig. 7 takes place. Conversely, if Gs does not
respond within t < §s, the same process occurs. It is worth
noting that the coordinator may issue the rollback at any point
t > Srolback» Where Syoupack > Og, i.€., it does not need to wait
indefinitely for the participant to recover. For both cases, if the
recovering awaiting period is greater than the rollback timeout
protocol, i.e., t > 8oupack, the rollback protocol is triggered.

ODAP-2PC provides transaction consistency by employ-
ing a self-healing strategy based on a write-ahead log: all
parties either COMMIT or ABORT the CC-Tx (i.e., the asset
transfer). The rollback protocol assures the consistency of
the underlying DLTs.

Theorem 2 (Termination). Let there be an instantiation of ODAP-2PC
in the self-healing mode, with a coordinator Gs and a participant
Gr, operating on an asynchronous environment. Given a coordinator
timeout 8s and a participant timeout 8z, ODAP-2PC assures that
ODAP terminates.

Proof (informal): At various points of the protocol, both Gs and
Gr are waiting for messages before proceeding, in particular at
lines 3, 4, and 17. In line 3, G waits for a VOTE-REQ message.
Since this gateway can decide to abort before it votes YES, it can
abort and stop the process if it has the timeout action triggered.
In line 4, Gs is waiting for a YES or NO message. At this stage,
there is still no decision on how to proceed (Gg still did not
decide to COMMIT). Thus, the coordinator can decide to abort
in case of timeout by sending ABORT to the other gateway and
stopping the process. In line 17, in case it voted YES, gateway Gg
is waiting for a COMMIT or ABORT message. In case of a crash,
Gr gateway remains blocked until Gs recovers. By assumption,
there is an upper bound in which gateways recover from crashes.
Thus, gateways will be able to communicate and thereby reach a
decision. O

Termination

ODAP-2PC does not block indefinitely, providing liveness
regarding its termination.

4.4.2. Rollback protocol
The process of rolling back blockchain-based transactions is
not trivial. As most blockchains are immutable, rolling back
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means issuing a transaction with the opposite effect of the first.
We call this a canceling a transaction. For example, canceling a
PRE_LOCK(a) and LOCK would imply issuing a transaction un-
locking a, whereas CREATE_ASSET would imply the destruction
of a created asset. The rollback protocol includes two parties: the
canceling gateway and the counterparty gateway. The canceling
gateway realizes the need to cancel one or more transactions,
initiate the rollback protocol, and propagate eventual corrective
measure commands to the counterparty gateway. There is a need
to involve a counterparty gateway to ensure the consistency of
the assets handled by the protocol.

The rollback process occurs as follows: 1) the canceling gate-
way undoes the transactions to be rolled back by issuing trans-
actions with the contrary effect; 2) the same gateway sends
an acknowledgment back to the counterparty gateway, and 3)
counterparty gateway undoes all its pending transactions, which
can lead back to step one, where the counterparty gateway serves
as the canceling gateway. This recursive protocol may generate a
cascade effect where several transactions from both blockchains
need to be canceled. Our rollback protocol is triggered at step
3.3 or 3.5. At step 2.3, if a lock is unsuccessful, there is still no
transaction to undo (an ABORT is sent). Steps 2.4 and 3.7 are
assumed to be successful, i.e., issuing a transaction that creates
a log entry succeeds. In particular, if the log entry cannot be
persisted in the blockchain support, alternative support is used
by the Log Storage API, and the respective party is warned.

The ODAP-2PC protocol provides transaction atomicity,

It is worth noting that the ODAP-2PC and its rollback protocol
depend on the implementation of a set of gateway primitives, as
well as a specific asset schema. In the next section, we briefly
present a use case leveraging gateway primitives.

5. Use case: Gateway-supported cross-jurisdiction promissory
notes

This section presents a use case implementing digital asset
transfers, benefiting from the gateway paradigm. The digital as-
sets to be exchanged are defined are standardized in as an asset
profile, which is ongoing work at the IETF [23]. An asset profile
is “the prospectus of a regulated asset that includes information
and resources describing the virtual asset”. A virtual asset, on its
turn, is “a digital representation of value that can be digitally
traded” [23]. Asset profiles can be emitted by authorized parties,
having the capability to represent real-world assets (e.g., real
estate) legally.

5.1. Asset profile

The Asset Profile Definitions for DLT Interoperability draft
presents an unambiguous manner of representing a digital asset,
independently of its concrete implementation [23]. The repre-
sentation of an asset via an asset profile allows for representing
physical assets (called tokenization) that then can be exchanged
across DLTs with Hermes. Hermes validates a given asset profile
definition, allowing gateways to agree on the asset to be ex-
changed, in the Transfer Initiation Flow. An asset profile contains
the following fields (from [23]):
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Asset Profile Schema

1. Issuer: The registered name or legal identifier of
the entity issuing this asset profile document.

. Asset Code: The unique asset code under an
authoritative namespace assigned to the virtual
asset.

. Asset Code Type: The code type to which the asset
code belongs under an authoritative namespace.

. Issuance date: The issuance date of the Asset
Profile JSON document.

. Expiration date: The expiration of the Asset Profile
JSON document in terms of months or years.

. Verification Endpoint: The URL endpoint where
anyone can check the current validity status of the
Asset Profile JSON file.

. Digital signature: The signature of the Issuer of the
Asset Profile.

. Prospectus Link: The link to any officially pub-
lished prospectus, or non-applicable.

. Key Information Link: The link to any Key

Information Document (KID), or non-applicable.

Keywords: The list of keywords to make the As-

set Profiles easily searchable. It can be blank or

non-applicable.

Transfer Restriction: Information about trans-

fer restrictions (e.g., prohibited jurisdictions), or

non-applicable.

Ledger Requirements: Information about the

specific ledger mechanical requirement, or

non-applicable.

10.

11.

12.

J

We refer to this asset profile as A,. For generic protocols
manipulating assets (e.g., transfer, creating), this asset profile
can provide the necessary attributes for trust establishment. For
instance, gateways should verify their counterparty identity in
case of an asset transfer. Moreover, the asset profile and asset
code should be identifiable and retrievable, allowing different
attributes to be parsed as inputs to the asset gateway primitives.

5.2. Asset gateway primitives

Based on the proposed digital asset schema, we present
pseudo-code for the gateway primitives used in ODAP-2PC. We
recall the gateway primitives: off-chain primitives (COMMIT,
ROLLBACK, and COMPLETE) and on-chain primitives (PRE-LOCK,
LOCK, UNLOCK, and CREATE_ASSET). The sequencing of off-chain
operations, performed by gateways and on-chain operations,
allows the asset transfer. For instance, based on a specific asset
profile A,, gateways validate eventual restrictions (e.g., jurisdic-
tion restrictions) on a certain asset, at the validation phase, before
PRE_LOCK an asset (in case the protocol comprises transferring an
asset).

To implement the primitives, we define an additional field on
Ap to represent a digital asset: state. Four possible states exist:
an asset is unlocked (can be used without constraints on that
ledger), pre-locked (the asset will be transferred, and thus cannot
be used), locked (asset was transferred and cannot be used), and
burnt (asset was destroyed or permanently locked).

Algorithm 2 depicts the procedure to implement a PRE-LOCK,
LOCK, and UNLOCK, if the level is pre-lock, lock, or unlock, re-
spectively. If the level is burnt, then an additional DLT-specific
operation needs to eliminate (burn) the asset. The PRE_LOCK
primitive issues a LOCK, temporarily locking an asset on s,
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Algorithm 2: On-chain set state

Input: Asset a, Ledger connector c, lock level [

Result: Asset a locked at |
1 assetRepresentation = c.getStateByld(a.assetCode) > DLT-specific
2 assetRepresentation.state = | > pre-lock, lock, unlocked, burnt
3 c.setState(assetRepresentation) > DLT-specific

setting the state of the asset to pre-locked. After that, the gateway
waits for confirmation from the counterparty gateway of such an
operation. In case the protocol fails before COMMIT, a ROLLBACK
is issued by Gs, triggering an UNLOCK transaction. The UNLOCK
sets the state of the pre-locked asset to unlocked, reverting the
effect of the PRE-LOCK.

If a COMMIT is successful, then two operations happen: 1)
in Gs a LOCK is issued, setting the state of the asset to locked,
meaning it cannot be used; 2) G issues a CREATE_ASSET, creating
a representation of the original asset on the recipient ledger. If
the whole process is successful, according to ODAP-2PC, Gs issues
a COMPLETE. All operations are logged via the log storage API;
an additional on-chain primitive LOG is considered if the logging
takes place on-chain.

5.3. Using hermes to exchange promissory notes

Promissory notes are freely transferable financial instruments
where issuers denote a promise to pay another party (payee) [24].
Notes are globally standardized by several legal frameworks, pro-
viding a low-risk instrument to reclaim liquidity from debt. Notes
contain information regarding the debt, such as the amount,
interest rate, maturity date, and issuance place. Notes are use-
ful because they allow parties to liquidate debts and conduct
financial transactions faster, overcoming market inefficiencies.
In practice, promissory notes can be both payment and credit
instruments. A promissory note typically contains all the terms
about the indebtedness, such as the principal amount, credit
rating, interest rate, expiry date, date of issuance, and issuer’s
signature. Despite their benefits, paper promissory notes are hard
to track, require hand signatures and not-forgery proofs, ac-
counting for cumbersome management. To address these chal-
lenges, recent advances in promissory notes’ digitalization in-
clude FQX'’s eNote [25]. Blockchain-supported digital promissory
notes (eNotes) worth about half a million dollars were used by
a “Swiss commodity trader to finance a transatlantic metal ship-
ment” [26]. eNotes are stored in a trusted ledger covered by the
legal framework, belonging to a specific jurisdiction. Consider the
following supply chain scenario: a producer (P) produces a certain
amount of goods that sells to a wholesaler (W). W accepted the
goods, and now P issues an invoice of value V. The wholesaler
could pay in, for example, 90 days. Because P does not want to
wait up to 90 days for its payment, it requests a promissory note
from W, stating that V will be paid in 90 days. This way, P can sell
that same promissory note to a third party. The promissory note
is abstract from any physical good being exchanged. Depending
on the issuer, collateral might not be needed, as the accountability
for liquidating the debt is tracked by the blockchain where it is
stored.

Blockchain-based promissory notes belonging to a particular
jurisdiction are stored in a certified blockchain that exposes a
gateway. When a promissory note needs to change jurisdictions
(e.g., a promissory note issued in the USA that needs to be
redeemed in Europe), the gateways belonging to the source and
target blockchains perform an asset transfer the asset is a digital
promissory note. Alternatively, the gateway extends to several
jurisdictions. Below is an example of an asset profile of a digital
promissory note. Such digital promissory notes can be trivially
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exchanged between blockchains using HERMES and the ODAP-
2PC protocol, where gateways belonging to different jurisdictions
(e.g., representing different blockchains regulated by different
entities) perform asset transfers.

Promissory Note Example

. Issuer: FQX AG

. Asset Code: CH0008742519

. Asset Code Type: ISIN

. Keywords: Electronic Promissory Note; eNote;
Debt

. Prospectus Link: N/A

. Key Information Link: N/A

. Transfer Restriction: shall not be transferred to
the U.S., Canada, Japan, United Kingdom, South
Africa. Shall not be transferred to non-qualified
investors anywhere.

. Ledger Requirements: Hyperledger Fabric v2.x.

. Original Asset Location: N/A

10. Previous Asset Location: N/A

11. Issuance date: 04.09.2020

12. Verification Endpoint:

https://fqx.ch/profile-validate

Signature Value: (signature blob)

AWK =

o u

13.

6. Discussion

HERMES can include different gateway implementations, dif-
ferent gateway-to-gateway protocols, and different distributed
recovery mechanisms. Modularity and pluggability allow HERMES
to be flexible regarding different legal frameworks, supporting
different privacy and performance requirements. In particular,
HERMES can be instantiated in blockchains supporting smart con-
tracts that implement functionality for locking and unlocking
assets. The gateway paradigm allows integrating DLT-based sys-
tems to centralized legacy systems by leveraging existing legal
frameworks. For extra robustness, data integrity and counter-
party performance can be attested using trusted hardware [27,
28]. Remote attestations are particularly important since prov-
ably exposing the internal state to external parties is a crucial
requirement for CC-Txs [29].

Gateways can also be leveraged for tasks other than asset
transfers; they can perform the function of oracles, either central-
ized or decentralized [11], allowing to integrate blockchains with
external systems and data providers. An oracle’s general goal is
to retrieve data, validate and deliver it to a blockchain, or pull
information from a blockchain [30]. An oracle may provide extra
functions, such as showing proof of original data, incentivizing
oracle services (e.g., rewarding nodes providing information to
the oracle), and even privacy (encrypting data). As a gateway,
HERMES can implement asset transfers through the ODAP protocol
or serve as an oracle.

6.1. RQI: Reliability

Our solutions implement a strong consistency model among
gateways, where there are no dirty writes or repeated reads
during an atomic transaction (e.g., atomic asset exchange). This
is achieved by sacrificing liveness and using one of two mecha-
nisms: on the primary backup mode, n-host resiliency is provided
by sequencing backups and using acknowledgment messages.
These messages assure that the update has progressed at least
to the following backup beyond itself. However, primary backup
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introduces a latency overhead, as the client application only
retrieves the output from the message update request after n
replicas have been updated. On the other hand, the self-healing
mechanism, allied to a resilient log storage API, provides means
for developers to save the ODAP state, even in the presence of
crashes. We should point out that this strong consistency model
solely applies to shared state among gateways and not shared
state among blockchains. HERMES delivers eventual consistency
among blockchains (either both operations eventually happen, or
none does), but no stronger guarantees (e.g., strict consistency,
strong consistency).

ODAP and ODAP-2PC assume a trade-off between reliability
and efficiency, according to the end-to-end principle [31]. The
more reliable a gateway is (in terms of accountability, termina-
tion, and ACID properties), the higher the overhead is in terms
of performance. The storage capability of gateways, abstracted
by the log storage API, determines gateways’ robustness, as logs
are used to dispute resolution and accountability. Shared, non-
repudiable, and immutable log entries provide better guarantees
than locally stored logs [19,22]. Thus, the log storage API serves
two purposes: 1) it provides a reliable means to store logs cre-
ated by all gateways involved in an asset transfer, and thus
ensures consistency, atomicity, and isolation; and 2) promotes
accountability across parties, reducing the risk of counterparty
fraud.

6.2. RQ2: Performance

As mentioned, a trade-off between reliability and performance
exists. Storing logs in local storage typically has lower latency but
delivers weaker integrity and availability guarantees than store
them on the cloud or in a ledger. Generally, the more resilient
the support y is, the higher the latency (Y»c > Veioud > Viocal)-
For critical scenarios where strong accountability and traceability
are needed (e.g., financial institution gateways), blockchain-based
logging storage may be appropriate. Conversely, for gateways
that implement interoperability between blockchains belonging
to the same organization (i.e., a legal framework protects the legal
entities involved), local storage might suffice.

ODAP-2PC exchanges messages to assure atomicity, leading
to blocking operations, where operations depend on the state of
the other gateway. In particular, y,. implies issuing a blockchain
transaction, several orders of magnitude slower than writing on
disk or even writing on a cloud-based storage [32], especially
if one waits for confirmation, depending on the blockchain, it
may require up to dozens of minutes. The self-healing mode is
compatible with the three types of logs, but the primary backup
mode could require the log storage API on support external to the
gateway.

6.3. RQ3: Decentralization

Gateway-to-gateway business transactions depend on the so-
cial and technological trust that stakeholders build. In particular,
as every operation is saved on a log, this log can be used for dis-
putes in case of misbehavior by any stakeholder. In particular, in
case of dispute, the involved parties can inspect the logs and recur
to the legal frameworks [22] from the jurisdiction in which the
asset transfer occurs. Thus, for the legislated spaces and proper
log storage support, HERMES might be sufficiently decentralized.
While this is acceptable for enterprise scenarios, as accountabil-
ity is guaranteed, there may be cases in which gateways are
not trusted. Considering non-trusting gateways, HERMES might
not be sufficiently decentralized. Besides picking the appropri-
ate log storage support, one could choose several techniques to
decentralize gateways or enhance the accountability level.
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A first option is to implement a gateway as a smart contract:
this does not allow a gateway to deviate from its configured
behavior but has shortcomings, such as inflexibility, lack of scal-
ability, and operation costs. In particular, smart contracts often
lack the possibility of being integrated with external resources
and systems; oracles may provide some extra flexibility [11].
Smart contract-based gateways could also need to pay transaction
fees in public blockchains, such as gas on Ethereum [33], raising
additional costs. Additional costs imply that adding gateways on
the same blockchain is not scalable.

Second, to decentralize HERMES, one could implement a
Byzantine fault-tolerant version of a gateway, similarly to what
is planned on Cactus [15]. In this case, it is not a single gate-
way conducting the message delivery process but a quorum of
gateways that belong to different stakeholders. In a permissioned
scenario, stakeholders could represent different departments,
with the caveat that they should periodically publish proofs of
state in an external repository [19]. If gateways are sufficiently
decentralized, gateways do not need to be implemented as smart
contracts. This allows better scalability than the smart contract
and flexibility in integrating legacy systems and infrastructure
with the gateways.

A third option is to secure computation leveraging trusted
hardware to enable remote attestation [27,28]. Remote attesta-
tion is a method allowing a device to authenticate its hardware
and software to a centralized service, proving its integrity, and
thus its trustworthiness. Working as an additional security layer,
device-level attestations would enable gateways to provide truth-
ful evidence of their internal state. Evidence would then promote
trust across gateways, diminishing the risk of collusion and mis-
behavior. This solution would be essential for financial institution
gateways involving digital asset transfers with monetary value.

6.4. RQ4: Security and privacy

Gateways should assure the integrity and non-repudiation of
log entries and ensure that the protocol terminates. If an adver-
sary performs a denial-of-service on either gateway, the asset
transfer is denied, but ODAP-2PC assures eventual consistency of
the underlying DLTs. Accountability promoted by robust storage
can diminish the impact of these attacks. The connection between
gateways should always provide an authentication and authoriza-
tion scheme, e.g., based on OAuth and OIDC [34], and use secure
channels based on TLS/HTTPS [17].

Gateways should be flexible enough to accommodate not only
different legal frameworks but also different notions of privacy.
Reasoning about different privacy levels, one key question is:
what should be the privacy granularity level regarding an issuer
and beneficiary transaction of a digital asset? Some regulations
imply that both parties are identified, and such records are main-
tained for several years. However, for cryptocurrency exchanges
across public blockchains, privacy might be of more significant
concern. A second question follows: what are the privacy guaran-
tees of the gateway performing such transfers, mainly if logging
functions are jointly performed, on blockchain-based support?
This question can be answered with privacy policies and cherry-
picking the information written in publicly available logs. Future
research on the security and privacy of gateways is needed before
they are ready for production use.

Another privacy-related aspect is the encapsulation of inter-
nal asset representation. Although gateways are working with
a specific asset schema, each gateway needs to be aware of
the asset represented by the underlying DLT (or at least DLT
client), i.e.; it needs to convert ODAP messages to blockchain-
specific transactions. Thus, the gateway has the responsibility
of converting a standard representation on a DLT-specific one.
If desirable, gateways can hide representation details, providing
privacy regarding asset management.
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7. Related work

Building dependable and trusted middleware for blockchain
interoperability requires the orchestration of several disciplines.
This section introduces related work on blockchain interoperabil-
ity solutions, crash recovery, and other contributions.

Interoperability solutions

Blockchain interoperability solutions are diverse and numer-
ous. However, few solutions can accommodate a seamless in-
tegration among public blockchains and non-public blockchains
(private blockchains, legacy systems). Thus, we focus on the com-
parison of HERMEs with this class of solutions. Table 2 presents
existing related work with regard to several criteria (and sub-
criteria):

e Digital Asset Support: whether the solution can transfer
(1) Utility Tokens (non-fungible tokens, such as ERC-20 to-
kens [35]), or (2) Payment Tokens (fungible tokens, such as
Bitcoin, or Ether).

e Regulation: if the solution is implemented such that it is
compliant with (1) a Legal framework or (2) an existing or
ongoing Standard.

e Crash Recovery: the solution supports Crash Faults and/or
Byzantine Faults.

Hardjono et al. proposed a gateway-based architecture in-
spired by the architecture of the Internet [6], further expanded
by recent work [51]. The gateway-based paradigm bootstrap the
emergence of standardization efforts such as ODAP [2] at the
IETF [50]. Such protocols, in which HERMES is based, aim to
comply with the Travel Rule and FAFT regulations [49].

Ghaemi et al. [45] proposed a publisher-subscriber architec-
ture for blockchain interoperability, based on connector applica-
tions that publish on the connector smart contract held by the
broker blockchain. However, the connectors do not have crash
recovery mechanisms and thus are not suitable for a production
environment.

Hyperledger Cactus [15] is a trusted relay connecting DLTSs,
whereby a consortium of Cactus Nodes endorses transactions.
Cactus aims to be a general-purpose interoperability solution
that uses two families of software components that, in its sum,
constitute a gateway: validators and connectors. Validators are
components that retrieve state from blockchains, while connec-
tors are active components that issue transactions. The consor-
tium can run arbitrary business logic, including logic for asset
transfers, making Cactus a suitable infrastructure to implement
gateways. However, Cactus Nodes have no crash recovery mech-
anism implemented and thus are not suitable for a production
environment. Weaver also aims to provide general-purpose in-
teroperability, using proofs of state of private blockchains [29],
called a blockchain view [52]. On top of that, they propose inter-
operability RFCs [48].

Quant Overledger is a blockchain interoperability enterprise
solution [36] compliant with the ongoing standardization effort
from ISO [47]. Overledger exposes functionalities from different
ledgers and legacy systems via a REST API. Overledger has crash
recovery mechanisms and can be deployed on different clouds.
However, this solution is not open source, and it is not clear if a
rollback protocol is provided.

Other solutions are equally promising, but lack crash recovery
capabilities, unlike Overledger, ODAP, and HERMES [38-44]. We
refer readers interested in interoperability to the survey in [11],
where each solution is analyzed in greater detail.

A short paper on some of the ideas presented in this paper
appeared before [12]. The present paper is three times larger
and presents in detail what the other barely sketches: Hermes,
ODAP-2PC, etc.
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Classification of blockchain interoperability solutions connecting public and non-public blockchains. The green checkmark ()
indicates a subcriteria is fulfilled. A red cross (x) indicates otherwise. The gray question mark (?) indicates that the criteria may or

not be fulfilled (we lack information to decide).

Digital asset support

Regulation Crash recovery

Utility tokens | Legal

Standardized \ Crash faults  Byzantine faults

Paper | Year | Payment tokens

Quant Overledger [36] 2018

Bifrost [37] 2019

Abebe et al. [38] 2019 X

Wang et al. [39] 2020 ? ?
Zhao et al. [40] 2020 ? ?
Cactus [15] 2020

Weaver [29] 2020

Gewu et al. [41] 2020 X

SCIP [42] 2020 x

Nissl et al. [43] 2020

Fynn et al. [44] 2020

ODAP [2] 2021

Ghaemi et al. [45] 2021 X

This paper 2021

a ) X
X X X X
X x x X
X x x X
X X X X
X x x X
X ¢ x X
X x x X
X d X X
X x x X
X x X X

e f X
X x x X

e f x

?International standards [46].
bISO/TC 307/SG 7 [47].
“Weaver Interop. RFCs [48].
dSCIP Protocol [42].

€Travel Rule, FAFT [49].
fIETF [50].

Crash recovery on cross-chain transactions

Two-phase commit was initially developed as an atomic com-
mitment protocol that coordinates distributed transactions. Thus,
it could be seen as a consensus mechanism over the global state
encompassing each distributed database. Generally, 2PC is not
used for blockchain consensus [53], but rather for assuring the
reliability of atomic cross-chain transactions. Fynn et al. pre-
sented a Move operation that can migrate accounts and arbitrary
computation across Ethereum virtual machine-based chains [44].
An atomic Move operation can be implemented with 2PC. Wang
et al. [39] presented a 2PC protocol for conducting CB-Tx. A
blockchain is elected as the coordinator in this scheme, managing
the process between an arbitrary number of blockchains. This
protocol includes a heartbeat monitoring mechanism to guaran-
tee liveness.

However, it is unclear how ACID properties are assured, e.g.,
atomicity, as the authors do not provide a rollback protocol. Our
work provides ACID properties via ODAP-2PC and the rollback
protocol. Herlihy et al. discuss the need for developing models for
cross-chain transactions that evolve from traditional ACID prop-
erties when non-trusted actors are involved [54]. Gateways in
HERMES are assumed to be trusted, and thus ACID properties seem
reasonable to model transactions across these systems. However,
and for future work, a decentralized ODAP system, where a set
of mutually non-trusting gateways represents each jurisdiction,
can benefit from the modeling mentioned above. A decentralized
ODAP and its recovery mechanism, ODAP-3PC, could pave the
way for resilience towards Byzantine faults and malicious actors.

Standardization efforts

Standardization processes typically take years from incep-
tion until publishing. While several standardization efforts are
focusing on blockchain interoperability, none have been pub-
lished and widely adopted. While it is likely that there will be
several competing standards, the most active ones seem to be
ODAP (IETF [50]), ISO 307/SG 7 [47], and the IEEE Blockchain
Initiative [55].

HERMES is one of the few solutions (along with Quant
Overledger) that is being built considering the existing standard-
ization efforts.
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Other contributions

Orthogonally, several contributions support the gateway
paradigm: Vo et al. propose decentralized blockchain registries
that can identify and address blockchain oracles [7]. Chen and
Hardjono proposed an IETF draft proposing a method for iden-
tification of computer systems that act as gateways and the
correct validation of the ownership of the gateway [56]. This
identification occurs via DNS, where a gateway owner registers
for an “Autonomous System number from ARIN, or other region
networking authorities (such as RIPE NCC for Europe and APNIC
for East and South Asia)” [56]. Self-sovereign based identity
promotes identity portability, by deferring the authentication
and authorization processes to the end-user [11,57,58]. Gateways
could then be identified by a decentralized identifier and issued
verifiable credentials by certified authorities that manage virtual
asset providers.

8. Conclusion

In this paper, we presented HERMES, a blockchain interoper-
ability middleware that enables gateway-to-gateway asset trans-
fers via the Open Asset Digital Protocol. HERMES can support as-
set transfer across jurisdictions, contributing towards regulation-
compliant, standardized, blockchain interoperability middleware.
We have shown that our solution is resilient to crashes by lever-
aging ODAP-2PC, a distributed recovery mechanism. This implies
that asset transfers are atomic, fair, and no double spending
can occur. A use case on the exchange of digital promissory
notes is presented, showing that HERMES is an appropriate trust
anchor for enterprise use cases requiring cross-blockchain asset
transfers. Future work will enable several gateways to be involved
in an atomic asset transfer (using ODAP-3PC), paving the way for
efficient multiparty atomic swaps.
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Abstract—The field of blockchain interoperability plays a
pivotal role in blockchain adoption. Despite these advances, a
notorious problem persists: the high number and success rate of
attacks on blockchain bridges. We propose Harmonia, a frame-
work for building robust, secure, efficient, and decentralized
cross-chain applications. A main component of Harmonia is
DendrETH, a decentralized and efficient zero-knowledge proof-
based light client. This light client protocol is implemented as
a smart contract, allowing blockchains to read the state of
the source blockchain in a trust-minimized way. We show that
DendrETH solves critical security flaws in Ethereum’s light client
protocol.

We implemented Harmonia in 9K lines of code. Our implemen-
tation is compatible with the Ethereum Virtual Machine (EVM)
based chains and some non-EVM chains. Our experimental
evaluation shows that Harmonia can generate light client updates
with reasonable latency and costs (a dozen to a few thousand US
dollars per year). We provide an open-source implementation
and reproducible environment for researchers and practitioners
to replicate our results.

I. INTRODUCTION

With the development of increasingly more complex cross-
chain logic, the trend is for the major decentralized ap-
plications (dApps) to go either cross-chain or multi-chain
[1], where various chains coexist, sharing data and digital
assets. This allows developers and users to choose the best
infrastructure based on trade-offs (e.g., cost, performance, and
convenience [2]). This enables workflows supported by differ-
ent infrastructure components that process data transfers, asset
transfers, and asset exchanges, the so-called interoperability
modes [2]. In practice, realizing these interoperability modes
is orchestrating a set of coordinated reads and writes of trans-
actions settled in different blockchains. Asset transfers are
particularly vulnerable. In fact, current bridge implementations
are insecure to the point of having caused around $3B in
losses [3], [4]. The causes include large attack surface, lack
of transparency, poor monitoring techniques, lack of incident
response plans, reliance on a single point of failure (either
individual nodes or committees) [5], cybersecurity attacks that
steal private keys [6], bad operational practices [7], attacks on
economic incentives [8], and others [3], [4], [9].

A. Problem and Solution Overviews

Academia and industry agree that interoperability mecha-
nisms (IMs) relying native verification of transactions across
the source and destination (or target) blockchains are the safest

[1], [10], [11]. Bridges allow the transfer of funds by providing
facts on the source chain and relaying those to the destination
chain. The destination chain independently verifies that the
received state is valid and final according to the state transition
and consensus rules of the source network. For example, a
user can lock (or burn) some tokens in a source chain, and
the bridge can mint the corresponding amount of that asset
on the destination chain provably (asset transfer). To prove
a transaction is valid on an external blockchain, cross-chain
applications use light clients [4].

A light client protocol (or simply light client) is a pro-
tocol that allows proving the inclusion of a transaction in a
blockchain without downloading the full blockchain (typically
only the block headers [12]. This requires, e.g., in the case of
Ethereum, that 1) there is a valid block header that includes the
transaction to be proved and 2) a valid Merkle proof against
the block header root is provided. The sequence of transactions
happening in a blockchain creates a "history”, that is appended
to the blocks that form the blockchain. However, light clients
allow multiple valid histories to be validated as long as they
respect consensus rules. This creates an attack vector that,
combined with the lack of incentives for different parties to
behave correctly, can lead to exploiting the light-client system.
We call this exploitation Ghost Checkpoint Attestation Attack.
We explain this attack and a possible solution later in the
paper.

In this work, we propose Harmonia', a framework to build
reliable cross-chain applications, realizing data or asset trans-
fers. At its core, Harmonia leverages a light client protocol,
assuring the safety of interoperability. Our implementation
allows us to prove facts on the direction Ethereum — other
blockchains. An additional contribution is DendrETH, an
improved version of Ethereum’s light client protocol [14] that
prevents the Ghost Checkpoint Attestation Attack. Introduced
in the Altair hard fork, the Altair Light Client protocol suffered
from critical security vulnerabilities. DendrETH takes as input
a zero-knowledge proof, specifically, a succinct non-interactive
argument of knowledge, or SNARK [15]-[17], which allows
verifying on-chain the light client protocol rules in a cost-
efficient way.

The key intuition of the paper is that SNARKSs can be
used to prove that DendrETH rules are correctly executed,

'The full version of this paper is available as a preprint at [13]. We will
refer the reader to this version when appropriate.
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which is useful because SNARKSs can be verified on-chain. If
the verification is successful, the light client is updated. The
output of the light client update is a validated block header. In
this way, cross-chain applications can verify the state of other
chains by using different cross-chain proof mechanisms [18]
such as Merkle proofs [19] against the updated block header.
This allows cross-chain applications to have guarantees on the
cross-chain state, e.g., transaction inclusion, and to perform
arbitrary cross-chain logic (rules that orchestrate cross-chain
transactions) [3].

Figure 1 shows the high-level architecture of our framework.
The starting point is two cross-chain smart contracts, A and E.
Contract E will have read and/or write dependencies on A,
depending on the defined cross-chain logic. In steps 0 and 1,
user B interacts with the source chain smart contract A directly
or through the Application Relayer C (respectively), issuing
transactions that change the local state of A; therefore, we
deem the relayers blockchain clients. The Application Relayer
(C) will see changes to the contract in step 2 and create
a Merkle proof that attests to the state changes that step 1
triggered. The Merkle proof and use-case-specific data are sent
to E according to the cross-chain logic.

In parallel, the SNARK Relayer D gathers the state and
data of the light client (step 3) to create a SNARK proof
that proves a light client update. The SNARK, along with
the necessary input data are sent to the light client verifier
contract G, which is a SNARK verifier contract (step 4). If
the verification succeeds, the necessary data to validate Merkle
proofs will be available on the smart contract to be consumed
by applications. The Application Relayer can transact with E
following a determined cross-chain logic (step 5). The cross-
chain logic contract on the target chain will only execute the
logic if the Merkle proof verification on the Application Proof
Verifier Contract (contract F) succeeds (step 6). Contract F
calls the SNARK verifier to obtain validated state roots to run
the Merkle proofs against.

B. Technical Challenges

We aim to provide a light client protocol that addresses the
following key challenges (C), some on-chain and the last off-

chain:

. Safety Failure (C;): A light client that has been
compromised presents risks to cross-chain use cases. A
compromised light client can lead to the validation of
invalid block headers, which can then be submitted and
executed on a remote deployment.

Safety Failure Propagation (C-): If the light client

is compromised, an invalid message could be created and

executed on a remote deployment with immediate effect,
giving no time for stakeholders to react.

. Accountability (Cs): The source chain light client
should only be able to sign one light client update (one
valid version of the history) at any time. Relayers should
detect on-chain misbehavior in the form of multiple
signatures, so that it is punished by slashing an amount
of collateral.

. Liveness Failure (C,): Failure of the source chain
for long periods could significantly delay or altogether
prevent updates on the target chain. These liveness fail-
ures come in the form of occasional intermittent interrup-
tions that lead to delayed or overlooked messages.

C. Contributions

This paper provides a safer way to implement cross-chain
applications by minimizing the attack surface, learning from
the past while focusing on high performance and cost reduc-
tion. In particular:

o We propose Harmonia, a framework to build robust, se-
cure, efficient, and decentralized cross-chain applications
based on SNARK-based light clients.

o We present the Altair Light Client (ALC), the canonical
light client protocol for the Ethereum 2.0 network. We
present an improvement that strengthens the cryptoeco-
nomic security of the ALC, which we call DendrETH. To
our knowledge, we are the first to propose improvements
that fix critical issues in ALC security.

o« We implement and experimentally evaluate Harmonia
instantiated with DendrETH in terms of latency and costs.
We implement a data transfer use case using Harmonia
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and DendrETH. After that, we provide a qualitative evalu-
ation that addresses the problems and technical challenges
of this new technology.

D. Outline

This paper is organized as follows: in Section II we intro-
duce the background. Section III presents Harmonia and its
light client protocol, DendrETH. Next, Section IV showcases
the implementation details of the relayers and verifier smart
contracts. In Section V, we present the empirical evaluation.
Section VI presents the qualitative evaluation. Section VII
presents the related work. Section VIII concludes the paper.

II. PRELIMINARIES

A. Blockchain

We consider a ledger (or blockchain) £ a versioned key-
value store. The block number (also called the height of the
blockchain) allow us to version the key-value store.

Definition 1. Secure ledger. A ledger is deemed secure if it
satisfies three properties [20]:

o Consistency: honest nodes possess a large common prefix,
i.e., if n honest parties prune = blocks from their local
chains, the probability that the resulting pruned chains
will not be mutual prefixes of each other drops exponen-
tially with the number of blocks belonging to the common
prefix.

e Chain quality: there is an upper bound on the ratio of
blocks proposed to the chain of any honest party n
contributed by malicious parties.

e Liveness: if an honest node receives a valid transaction,
it is eventually included in the blockchain by all honest
nodes.

For these properties to hold, it is required that the number of
malicious nodes f is bounded by the number of honest nodes n
- the typical byzantine fault tolerance threshold is n > 3f+1.

B. Cryptographic Building Blocks

1) Cryptographic Keys: Accounts of a blockchain are tu-
ples (K ,id, K, id), capable of reading and writing to a ledger
via a blockchain client (or node), where [21]:

. K,"Cd is a private key, used as the signing key.

. K};d is a public key, used as the verifying key.

« id is the unique identifier of the participant. It is the output
of a function over the participant’s public key.

2) Hash Functions: A cryptographic hash function is a
function that takes an input and returns a fixed-size string of
bytes, typically called a hash value or digest. The output is
unique, with overwhelming probability to each unique input
(one-way function). Given a hash h, it is computationally
infeasible to find an input value x such that hash(z) = h
(pre-image resistance property) or to find two different inputs
that hash to the same output (collision resistance).

3) Signatures: A signature is a mathematical scheme for
verifying the authenticity of messages. A node NN can cre-
ate a signature o via algorithm SIGN over a message m
using its private key, i.e., SIGNgp(m) — o. To verify a
signature o, a verifier can run VERIFY, taking as input a
signature, a message, and the public key of the signer, i.e.,
VERIFYgn(m,0) — {0,1}.

Aggregate signatures [22] are digital signatures where a
set of nodes uses a mathematical function to combine their
signatures {o1,09,...,0n} into a single signature oq_y.
A widely used aggregate signature scheme is BLS (Boneh-
Lynn-Shacham) [23], which is also used in Ethereum [24].
Verification of a BLS signature is computationally expensive
compared with verification of an ECDSA signature. The
advantage of aggregate signatures in the context of this paper is
that aggregate signatures provide a succinct way to represent
a set of signatures in constant size. Signatures can also be
aggregated with SNARKSs (which we will discuss later).

C. Merkle Trees and Merkle Proofs

Merkle trees are accumulators implemented as binary trees.
The leaves of the tree are data items, and the parent nodes are
hashes of that data. The Merkle tree is calculated recursively:
each parent element is the hash of its two children until the root
is obtained. The tree’s root is a succinct vector commitment
to a state at a certain time. Merkle trees allow proving data
inclusion. In particular, to construct a proof, we include all the
nodes along the path needed to allow a recursive hashing up
to the tree root (i.e., hashes of sibling nodes that are not in
the direct path).

Definition 2. Merkle proof. A Merkle proof (proof of inclusion)
is a path between the tree’s root and a leaf node. Given a
vector v of i elements, we have three algorithms [25]:

e 100t ¢ tree.commit(v).

o (v[i], ;) + tree.proof(v,i).

e {0,1} + tree.verify(m,root,v[i]).
The commit algorithm adds an element to the Merkle tree.
The proof algorithm creates a Merkle proof (a path) for the
it" element of v. The verify algorithm verifies the proof.

D. Light Client Protocol

Ethereum offers a way to verify whether a transaction is
included in a block using only the block header, avoiding
downloading the full block.

Definition 3. Light client. A light client L is an algorithm
that has the following primitives [26]:

e INIT(BlockHeader;) — (Ls,,m): The light client
takes as input a bootstrap block (either genesis block or
a pre-agreed block), and initializes the state with an in-
teractive protocol with a full node and receives a proof 7
of correct initialization. We assume the bootstrap block is
trusted (either by social consensus or cryptographically).
e QUERY(Ls,,data) — (resp,m): a client can read the
global state of the light client (and, indirectly, the global
state of the underlying blockchain). The light client
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returns a response resp and a proof 7 that authenticates
the response or an error L.

e LCU(Ls,,data) — (Ls,,,,L): alight client update LCU
takes as input the current light client state S and auxiliary
data, and outputs the next light client state or an error.

Note that resp and data vary according to the specific light
client protocol.

Definition 4. Secure and Efficient Light Client. A secure and
efficient light client is a client that respects the following
properties:

o Soundness: After INIT, a malicious adversary should not
be able to convince a light client £ to accept a forged
transaction. On the other hand, the adversary should not
be able to convince £ not to accept a valid transaction.

o Liveness: Valid transactions received by an honest full
node are eventually included in the chain. A light client
protocol eventually includes such transactions in a block
header. This means that QUERY returns up-to-date re-
quests up to a liveness parameter \;.

« Succinctness: For each state update, the light client pro-
tocol takes linear time to synchronize the state. INIT
and LCU computation and communication are sublinear
to the size of the blocks.

E. Altair Hard Fork and the Ethereum Sync Committees

Altair [24] is the first hard fork of Ethereum. This update
brings two major changes to the previous mode of operating:
1) how rewards and penalties are calculated for validators,
and 2) support for light clients, which will in turn add an
additional reward type. This second change introduces a sync
committee as the base layer to implement a light client protocol
called Altair Light Client (ALC). The committee consists of
512 validators, randomly selected every sync committee period
lasting 256 epochs (= 27 hours). Nodes are given 512 epochs
of prior notice before they become sync committee members.
A list of the committee members is saved in the state of the
Beacon chain. The sync committee signs new block headers,
so Ethereum light clients can verify Ethereum’s state using a
Merkle proof. This process authenticates more recent block
signatures using the sync committee’s public keys. For more
details on the Altair Hard Fork and the sync committee, please
consult [13].

F. SNARKs

Broadly speaking, Succinct Non-Interactive Argument of
Knowledge (SNARKS) are proofs that a statement is true [16],
[27]. In recent years, their popularity increased as several
key applications for blockchain were recognized, namely,
for increasing scalability, interoperability, and privacy (zero-
knowledge proofs [28], [29]). We explore the application of
this technology in the context of blockchain interoperability.
By proving the validity of a block header via a SNARK,
cross-chain logic on a target blockchain (in the form of a
decentralized application/smart contract) can now prove the
state from a source blockchain using Merkle proofs that are
verified against the state root of the validated beacon block

header. Refer to [13] for a more detailed explanation of
SNARKS in the context of blockchain interoperaiblity.

G. Cross-chain Transactions / Logic / State

We derive the definitions of cross-chain transactions and
cross-chain state from recent research [1], [3]. A cross-
chain transaction is a set of local transactions (e.g., one
transaction in Ethereum and one transaction in Polkadot),
governed by cross-chain rules. Cross-chain rules (or cross-
chain logic, denoted by () are the dependencies between
local transactions. For example, a transaction with pay-
load p = (lock,amount, destinationaddress,proof) in
Ethereum should have a transaction in Polkadot with payload
P’ = (mint,amount, destinationaddress, proof). Cross-
chain rules may be enforced by off-chain relayers and smart
contracts. We call the state that a set of cross-chain transactions
generate the cross-chain state. A cross-chain state is a key-
value store that spawns across the blockchains that process
cross-chain transactions. This state stores information useful
to execute cross-chain logic. In our bridge example, the state
would be a ledger storing (p,p’,...) for bookkeeping. This
work showcases the relevance of these concepts for our use
case and how our system plays a role in realizing them.

III. THE HARMONIA FRAMEWORK

In this section, we explain how the Harmonia framework
works and how one can implement interoperable dApps on top
of it. Harmonia is a framework to build reliable cross-chain
applications, realizing the three interoperability modes [2]. At
its core, it uses a light client protocol for the safety of interop-
erability. Our instantiation of Harmonia uses DendrETH as an
on-chain SNARK-based light client that allows proving facts
on the direction Ethereum — other chains, although Harmonia
can support other combinations.

A. System Model and Components

Harmonia establishes a unidirectional communication chan-
nel between blockchains, which typically have different con-
sensus mechanisms and trust models. A transaction has
achieved finality if, for a block at index ¢, the difference
between the head of the chain, block j, and block 7 is higher
than a liveness parameter );, i.e., j — ¢ > A;. The liveness
parameter of the source chain is particularly relevant to the
destination blockchain because cross-chain logic depends on
transactions from the source chain. In practice, the destination
chain needs to wait at least \;.

Harmonia includes several agents. The simplified architec-
ture is in Figure 1, and a more detailed version in Figure 2:

e Source and Destination chains :
support smart contracts.

o Light Client Verifier Contract: a smart contract de-
ployed on the destination chain that verifies SNARKS
created off-chain. It exposes a list of validated execution
roots, optimistic roots, and finalized header roots that
cross-chain applications can consume.

o Application Verifier Contract: a smart contract de-
ployed on the destination chain that takes as input Merkle

we assume chains
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proofs and verifies them against the latest validated block
root made available by the Light Client Verifier Contract.

¢ Cross-chain Logic Contracts: a pair of smart contracts.
The first one is deployed on the source chain and holds
business logic belonging to that chain. The second con-
tract is deployed on the second chain and enforces cross-
chain rules based on the state of the first contract, having
a dependency on the Application Light Client Verifier
Contract for validating updates.

« SNARK and Application Relayers: relayers read the
global state and require a full node (or blockchain client
access). For a finalized ledger, every client will read
the same state. Two types of relayers are considered.
The SNARK relayer creates SNARKS from on-chain
information on the source chain and relays it to the
verifier contract on the destination chain. The Application
Relayer creates collects relevant data to perform interop-
eration, accompanied by a proof (e.g., Merkle proof) -
and submits it to the cross-chain logic contracts.

Agents send arbitrary, authenticated messages between one
another, e.g., transaction payloads, ACKS, and encoded API
calls. The system considers two actors: the end user who
interacts with a frontend connected to an interoperable system
and an adversary that tries to steal user funds by attacking the
interoperable solution.

B. Threat and Network Model

The adversary A is a probabilistic polynomial time algo-
rithm that can perform various actions, namely corrupting a
subset of the validators before the protocol execution com-
mences. Adversarial validators on the source blockchain are
denoted by f and the total number of nodes by n (honest nodes
are assumed to be n — f and typically n > 3f + 1, depending
on the specific security threshold necessary for a chain to be
considered secure). We rely of the hardness of well-known
problems where SNARK technology relies [13], including but
not limited to the discrete logarithm problem. We assume the
cryptographic primitives of the source and target blockchains
are secure (hash functions, signing algorithms, communication
channels, public-key infrastructure). We assume the source and
target blockchains are secure.

The network model considered is partially synchronous (for
every message sent, an adversary can arbitrarily delay it up to
a certain threshold). This implies no long network partitions,
allowing the light client to have live updates. The threat
model of Harmonia is tied to the security and crypto-economic
models of the light client protocol and, if applicable, its light
sync committee. Finally, we note that the security of our model
is tied to the security of the proof system we use, which may
rely on one or more of the referred cryptographic assumptions.

C. System Goals

Under the system, threat, and network models defined
above, we propose a set of properties that the collective system
actors known as the Harmonia system need to achieve (given
the presented set of assumptions):

. Safety, Gi: no invalid light client updates are
validated.

. Decentralization, G5: anyone should be able to
run an application relayer and a SNARK relayer. While
bringing the decentralization advantages, it also intro-
duces exploitation vectors, such as the extraction of value
(MEV) [30].

. Finality, G3: once a message has been delivered
and validated, it cannot be reverted.

. Liveness, G4: valid updates are eventually

accepted on-chain.

. Extensibility, Gs: refers to supporting exe-
cution environments other than the EVM (e.g., WASM).
The solution should allow cross-chain use cases to ex-
pand seamlessly to other chains and reduce the risks of
integrating new deployments.

. Flexibility, Gg: it is possible to integrate
new blockchains, light client protocols, and SNARK
schemes. In the context of SNARK-based bridges, this
property is needed because new protocols will continue
to emerge, while existing protocols might become defunct
or undergo significant changes (e.g., forks).

. Safety (Off-Chain), G;: fake proofs of the con-
struction of a block header on a source blockchain are
computationally infeasible (this is given by the specific
SNARK protocol with which we instantiate the light
client).

. Censorship-Resistance, Gs: no entity should be
able to prevent a valid light client from updating against
our system.

Furthermore, we present two important performance met-
rics:

. Cost: the system shall minimize transaction fees
and hardware expenses as much as possible, as they are
a significant constraining factor.

. Latency: the system shall be able to prov-
ably verify Ethereum’s state in a reasonable amount of
time.

D. Architecture

Figure 2 presents the architecture of Harmonia. The system
is based on four building blocks:

1) Circuit generation block (steps 1-6): circuit generation
components (steps to create and compile the circuit im-
plementing the light client protocol). The circuit building
block deals with the definition of the light client protocol
as a set of circuits. A trusted setup ceremony is run, and
the respective proving keys and circuits are generated.
This is an expensive process that happens only once per
circuit version.

2) SNARK generation and relaying (steps 7-11): SNARK
generation components (fetching and giving inputs to
the circuit, retrieving SNARK). In these steps, the
SNARK relayer fetches the necessary information from
the blockchain and inputs it into the circuit. This yields
a valid SNARK for a specific input.
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3) User-facing application (steps 12-16): user-facing side of
the cross-chain dApp (logic on the source chain). Here,
we define the logic of the source chain application. A user
can interact with it through a user interface connected
to the application relayer. The latter transacts against
the source chain and fetches a Merkle proof for that
transaction.

Destination chain cross-chain dApp (steps 17-23): cross-
chain logic on the destination chain (logic on the target
chain, based on proven facts on the source chain, via
a SNARK). In the last steps, we prove facts on the
source blockchain (e.g., a transaction on 16 was inserted
in a block). The application relayer provides a Merkle
proof and data in 17 (via a blockchain transaction). Step
20 validates that Merkle proof against a validated block
header (namely, the execution state root that the SNARK
verifier provides). After verification, the logic on 18 can
be executed, with validated input from 17.

Contracts 16, 18,20, and 22 are deployed once per version
(possible to deploy behind a smart contract proxy) by the set
of administrators running those contracts (e.g., via a multisig
address). The proposed architecture provides a reliable means
to authenticate data in Ethereum. The attributes in Ethereum
beacon chain block headers reference a “BeaconState” root
hash, which points to a recent execution layer block header.
The execution layer block header references the root hash of
the execution layer state. Thus, if a chain of proofs is also
supplied and verified against the light client contract state, it
can be used to prove in the targeted blockchain the occurrence
of any event in the Ethereum world starting from a Beacon
block header, allowing users to build cross-chain applications
using Ethereum’s state.

4)

E. Altair Light Client 1.0

This section presents the original Ethereum’s light client
proposal, published in the Altair fork, in a high-level way.

represented by [ . Destination chain components [J . The

A formal specification is present in the full version [13].
The Altair Light Client (ALC) relies on a sync committee
mechanism, called Altair syncing protocol [31], deployed
in the Altair hard fork [32]. Altair enables light clients to
efficiently and securely construct the chain of beacon block
headers. We discuss the low overhead for light clients, making
the beacon chain light client-friendly for resource-constrained
environments. After that, we present its limitations.

The algorithm works as follows. Figure 3 presents the
process of a light client tracking the chain of recent beacon
block headers. The process starts at the current block header.
In this figure, a light client has a block header at slot s, with a
well-defined state root @ in period ¢. Let us consider current
period 7, current slot s, a sync committee at period ¢ formed by
512 nodes (Ni, Ni,...Nij) = N[il:512 = C%. Each node has
a private key K ﬁ and public key K’ Let the block header
at period ¢ be BlockHeader;.

The light client stores the current header so that the light
client can authenticate information such as transactions and
balances against the header (via Merkle proofs). The light
client also stores the current and the next sync committees,
obtainable via the state root @ Using a Merkle proof, it
verifies the next sync commmittee in the slot s post-state.
This sync committee will sign block headers during period
P + 1. After this, the protocol obtains the public keys of the
light client sync committee @ The keys of the nodes that
participated in the aggregate signature of the sync committee
are defined in a participation bit map @ More concretely,
this step creates a combined public key K g Lo NSz from the
individual public keys of the sync committee subset that par-
ticipated in the aggregate signature o, ... N;,,. An aggregated
signature oq_p is calculated from the combined public key.
That signature (pub) is compared with the aggregate signature
downloaded from the block or the peer-to-peer network (sig).
Lastly, the signature is verified against the combined public
key and the newer block header, VERIFY,,;(root, sig), in
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If the verification passes, the new block header has been
successfully authenticated. The next sync committee will
become the current sync committee of the next valid period
(and, consequently, block) so that light client updates for the
following block can be done in a chain. Taking advantage of
this property, one can verify that blocks have been validated
retroactively. The light client executes the light client update
algorithm LCU to authenticate a block header in the following
period.

Nevertheless, critical security issues have been identified
with Altair [33], [34]. We will review two critical issues
with the specification and provide the first solution to this
problem. First, the sync committee is not held accountable
for misbehaving since slashing is not enforced when sync
committee members sign semantically invalid block headers.
This incentivizes signers to blindly sign every block header
(invalid or not) to reap the rewards, resulting in the loss
of safety of the light client. Secondly, a light client sync
committee might receive valid attestations but choose not to
sign them, breaking the light client’s liveness. Therefore, Altair
1.0 does not assure the generated SNARKSs are semantically
valid, allowing replay attacks and potential misuse.

F. DendrETH: Strengthening the Security of ALC

DendrETH is a smart contract implementation of ALC,
which allows one to prove Ethereum facts on target
blockchains. To motivate DendrETH, we formalize a new
attack on ALC’s sync committee, which explores its current
lack of accountability, solving technical challenge Cs.This
attack is executed by bribing honest nodes and forcing them
to generate valid proof for an invalid checkpoint (set of blocks
up to a certain epoch). Hence, we call this attack Ghost
Checkpoint Attestation Attack.

1) Threat Model: As the size of the sync committee is
fixed for every 256 epochs, the time window for an attack
to corrupt the committee is 512 epochs (54.6 hours). The
economic security threshold k£ will be bounded, considering
that each validator needs to stake 32 Eth. Since an adversary
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needs to control two-thirds of the sync committee to sign block
headers, the number of nodes necessary to control would be
341 (collateral slashed would be approximately 20M USD).
The following inequality can express this: & > 512 x 32 x 1850
USD/ETH x % At the current market rate, £ > 10,923 ETH
(20,207,000 USD). On the other hand, an adversary would
have a time window of 54.6 + 27.3 =~ 82 hours (nodes
in the sync committee are notified 512 epochs in advance
+ 256 epochs where they operate) to corrupt two-thirds of
this committee, where the capital necessary for it could be
substantially lower. When the sum protected by the bridge
is inferior to k, bribing the committee is not economically
secure (assuming a slashing of 100%). However, the number of
secured assets (ERC-20, NFTs) is often hundreds of millions
of dollars, as we have seen by recently hacked bridges [3].
Note that slashing is proportional to the amount of stake
performing the attack. Therefore, we provide an upper bound
of the capital needed for an attack. A more lenient estimate
shows that if the entire sync committee could be fully slashed
down to O ETH, this would still cap the security level to
the whole stake of the sync committee, or 16384 ETH ~ 32
million USD. We put forward a slashing proposal and a future
research direction that together increase the crypto-economic
security of the system.

2) Ghost Checkpoint Attestation Attack: The idea behind
this attack is that entities in the sync committee can create
multiple valid histories of the Ethereum blockchain, sign
them, and propagate them without being penalized. When the
sync committee creates a valid block and submits it to the
network of the targeted domain, there are no safety violations.
However, a deceptive supermajority within the sync committee
can mislead applications that depend on Ethereum’s light
client synchronization protocol into accepting a non-canonical
(but valid) finalized header (this is, a proof pointing to a
syntactically valid block header that is not included in the
canonical chain). For instance, this message could be leveraged
to compromise a bridge contract based on the light client sync
protocol, reducing its trustworthiness. We describe a specific
attack on SNARK-based bridges depending on Altair 1.0:

1) a corrupted subset of the sync committee creates an
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invalid block.

2) it creates a SNARK for that invalid block.

3) the committee will attempt to delete evidence of their
misbehavior and the invalid block is deleted to prevent
accountability.

4) the (valid) SNARK attesting an invalid block is sent as
proof to the destination chain.

5) arbitrary cross-chain logic is executed based on a non-
canonical state.

Since the destination chain has no observability on the
source chain by design (otherwise, it would not be a light
client), there is no way for it to know the canonical block for
this attack. The malicious sync committee can also perform
an attack on the liveness of the protocol by synchronizing
themselves (a la Flashbots [35]) not to attest block headers,
effectively conducting a Denial of Service attack - this would
have a cost of ~ 51.2 ETH ~ 99, 300 USD per sync period.

3) Sync Committee Slashing: The core of DendrETH’s
proposal is to make the sync committee accountable by
creating and sharing evidence that can lead to slashing.
The idea is if the sync committee signs and submits an
alternative finalized history, the entire sync committee gets
slashed. Only malicious behavior should be slashable - “but
a validator tricked into syncing to an incorrect checkpoint
should not be slashable even though it is participating on a
non-canonical chain. Note that a slashing must be verifiable
even without access to history, e.g., by a checkpoint synced
beacon node” [36]. Due to space restrictions, DendrETH’s
algorithms IdenfitySlashing and EnforceSlashing
are formally defined in [13].

On a high level, identify slashing checks that there exist
two pieces of evidence with contradictory results. It checks
the evidence points to the past, it checks that the periods
of the evidence are sequential, and assesses the existence of
conflicting block headers, which are submitted to the same
slot. The enforce slashing algorithm identifies the parties to be
slashed, validates the submitted evidence, and finally enforces
the slashing. In conclusion, having two pieces of evidence
provides a way to demonstrate and compare the conflicting
actions of a validator. If a validator provides two contradicting
pieces of information in a context where such a contradiction
should not be possible, then the two pieces of evidence serve as
proof of their wrongdoing, making them eligible for slashing.

G. Building Cross-Chain Applications

To simplify the use of Harmonia in different cross-chain
applications, we adopt a modular design where we separate the
verification logic (Beacon chain light client verifier) from the
application logic (e.g., state sync, bridging). The application
logic can consume a standard interface from the on-chain
verifier that integrates the consumption of verifier block roots
and Merkle trees onto its logic flow. The high-level idea is
to use a SNARK-based light client as the source of truth of
the source blockchain, providing regular, valid block header
updates to an interoperability application. The actors involved
in the process are those defined in the system model (Section
IIT). In our implementation, we use DendrETH as the light

client protocol and the Ethereum Beacon chain as the source
blockchain. In greater detail, we define two sub-protocols that
govern a cross-chain application using Harmonia: the SNARK
Relayer protocol and the Application Relayer Protocol. The
former is presented in the Protocol 1 listing, while the latter
is formally defined here [13].

Protocol 1: SNARK Relayer Protocol
Input: Relayer private key K,
Input: Full node list IV, update period Ajyq0¢
Input: Light client verifier contract address addr.
Input: Light client circuit C and Prover algorithm P
Data: Location of the latest block header, add,,
Data: Access to the source and target blockchains B,
B;
Result: Sends a SNARK to 5; that validates validity
of a block header from B
Procedure SendSNARK
LCUdgta[n] < 0 > array with n values
for every Aproor do
for each n in N do
BlockHeader = n.readg, (addy)
LCUqata[tndex] =
GetLCUDataFromBlock(BlockHeader)
7 assertVi, j : 1 < i < mn,LCUga[t] =
LCUdatalj] » responses from
different nodes are consistent
8 (zc,we) =
GenerateProofInput(LCUggtq)
> Generate input and witness

a w» A W =

9 msnark = P(C,zc,we)
0 ¢ SIGNk; (TSNARK)
10 storeg, (add., (TsNaRK,T))

The SNARK relayer protocol runs every time interval
defined (e.g., every 32 slots/blocks). To maximize resilience
and stemming from the increasing usage of node-as-a-service
companies such as Blockdaemon (maximizing efficiency but
with security risks), the SNARK relayer should query several
sources (line 4). In line 5, the relayer queries a full node and
gets the latest block. The latest block contains the information
necessary to build LCUg4¢, (line 6). In line 7, we assert that
the responses from different node providers are the same.
Otherwise, we abort the protocol.

In line 8, the SNARK relayer generates the necessary input
and witness to be used as input to our light client circuit. In
line 9, we generate the SNARK using the Prover algorithm P.
It takes as input the light client circuit we developed and inputs
a SNARK. The relayer signs the generated data in line 10 for
accountability. Finally, in line 11, the SNARK is submitted to
the Light Client Verifier contract on the target chain’. We note
that any node can perform the role of the relayer, making the
SNARK submission process permissionless and decentralized.
An incentive mechanism can be built to incentivize the good

2Technically, we send the SNARK and the data we want the smart contract
to record. We explain this process in detail in the implementation section.
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functioning of the network. Details on the on-chain light client
verifier can be found in the implementation section.

We now explain the Application Relayer Protocol. First, the
application relayer takes as input the cross-chain state (the next
step of the cross-chain logic). Then, the relayer creates a trans-
action that executes the next step on the source blockchain.
After that, it submits the transaction on the source blockchain.
Next, generates a Merkle proof proving the inclusion of tx, in
the source blockchain. The relayer then updates the cross-chain
state. After that, the relayer creates a transaction according to
the cross-chain logic aimed at the target blockchain. Then,
it transacts against the target blockchain. Finally, the relayer
updates the cross-chain state.

H. State Migration with Harmonia

This section presents an implementation of an application
using Harmonia and DendrETH. Our proof of concept is based
on SmartSync [37]. SmartSync implements state migration
across EVM-based chains. The migration of state can be
performed by interacting with pairs of smart contracts, one
in each chain, and retrieving Merkle proofs for the updates on
both contracts.

The starting point is a pair of (equal) smart contracts
deployed on two EVM chains. A user or relayer will issue a
transaction to one of the contracts and then reissue that same
transaction to the other contract. The migration is verified
by a third contract upon providing a pair of Merkle proofs
(one for each transaction on each contract) and auxiliary
data. The rationale is the following: consider that the storage
hash is the Merkle root of the storage tree, which encodes
a key-value store for each contract. If the contract updates
on both ends yield the same storage hash and both Merkle
proofs are valid, then both contracts have the exact same
state at the block to which the Merkle proof refers. However,
verifying Merkle proofs relies on a centralized, trusted relayer
to provide the source of truth (block header roots). We remove
this dependency by integrating our fork of SmartSync with
Harmonia, showcasing a use case for interoperability other
than asset transfers. The idea is based on four smart contracts.
A cross-chain logic contract on the source chain, a cross-chain
logic contract on the target chain, an application proof verifier
contract, and a light client verifier contract.

Figure 4 shows the sequence diagram of the use case. In
step 1, an application relayer or an end user interacts with
the source contract, modifying its storage (update value v).
A Merkle proof 7 for the storage modification is constructed
(step 2). After that, the same transaction is made against the
logic contract on the target chain (step 4), and a proof 7’
is generated (step 6). Next, the relayer submits a verification
request that validates the migration. It takes as input the two
generated Merkle proofs and requires the storage hashes of
the contracts to be the same. The application proof verifier
contract will interact with the Light client Verifier contract in
step 8 to get the latest validated execution state root 7, which
was validated using a SNARK wgnyark. After that, it will
validate both Merkle proofs using the validated block header
root. Upon verification, the state migration is complete.

IV. IMPLEMENTATION

In this section, we provide implementation details on the
Harmonia components.

A. Relayers

The SNARK relayer efficiently generates proofs and pub-
lishes updates for all blockchains supported by Harmonia.
We provide up-to-date Docker images and Nix environment
configurations to simplify the process of running a relay.
Our relayer has comprehensive setup instructions and is open
source’. The initial slot for the relayer to start creating
SNARKSs is customizable by setting the finalization time
interval SLOTS_JUMP (by default 64, i.e., 12.8 minutes).
This interval will set a trade-off between liveness and cost:
the shorter the interval, the more live the updates are (up
to one update per epoch). However, a higher frequency of
updates requires a higher workload for creating SNARKSs
and submitting them on-chain, raising operational costs. The
relayer is implemented in Typescript (using NodeJS as the
runtime environment) and is composed of multiple workers.

The SNARK relayer runs SNARKIJs [38], where an initial-
ization procedure occurs. The procedure includes performing a
“Powers of Tau” ceremony compiling the circuit, conducting
the setup with Groth16 (with the BLS12-381 curve), giving
as input the witness received by the proof generation worker,
and creating the proof. Upon completion of proof generation,
the generated proof is saved in Redis. Multiple instances
subscribing to this notification attempt to publish the proof
on-chain to the verifier contract*). Due to the standardized
light client verifier interface, the relay architecture allows
for extensibility and includes different chains and transaction
types. The three workers have been implemented in ~ 2,400
lines of code (LOC) of Typescript.

The application relayer is an off-chain server that has a
dependency on our fork of SmartSync>. It receives calls from
an end-user via a user interface and executes cross-chain logic:
issue transactions to change the state on the source blockchain
(e.g., storage of variable “A” of the cross-chain logic con-
tract), fetches recent blocks from the source and destination
chains, adding blocks to the relayer contract, creates Merkle
proofs from on-chain transactions, obtains latest proofs and
input from DendrETH, and conducts the state migration the
overall flow is depicted in Figure 1. It contains an OpenAPI
specification that generates the SDKs in different programming
languages so that different stacks can use the application
relayer. The relayer is parameterized with a wallet (so it can
transact against the source and destination chains), node RPC
endpoints for Ethereum Goerli and Polygon Mumbai and the
addresses of the cross-chain logic contracts, the relay contract,
and DendrETH.The relayer has been implemented in ~ 2, 150
LOC of Typescript. Our fork of SmartSync has ~ 1, 500 LOC
of Typescript.

3see the relayer code, https://tinyurl.com/2hnauda6.
4an example of a successful update, https:/tinyurl.com/4saa55fx.
Simplementation available here, https://github.com/Rafael APB/smart-sync.
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Fig. 4: Sequence flow of our fork of SmartSync integrated with DendrETH, using Harmnoia. The components of SmartSync are
the cross-chain logic (source and target). The blue component is a contract deployed on the source chain. Yellow components
are contracts deployed on the target chain. Purple components are off-chain components.

B. Cross-Chain Logic

The cross-chain logic contracts for our PoC are imple-
mented using Solidity: a SimpleStorage contract, a Relay
Contract, a Proxy Contract, and utility contracts. The Sim-
pleStorage contract, along with the Proxy, implements the
cross-chain logic. The Relay contract verifies Merkle proofs
done against the Light Client Verifier contract. We utilized
Foundry, a smart contract framework [39] to implement the
integration with Harmonia instantiated with DendrETH (=~
1,000 LOC of Solidity) and test our contracts (= 300 LOC
of Solidity). We have made our open-source implementation
available®.

C. Light Client Verifier & Application Proof Verifier Contracts

In this section, we elaborate on the implementation details
of the on-chain contracts for validating SNARKSs and imple-
menting the cross-chain logic.

1) Verifiers For EVM-based chains: The light client verifier
contract has been implemented in Solidity for EVM-based
chains (Ethereum Classic, Binance Smart Chain, Polygon,
Avalanche, Celo, Theta, Hedera, Fantom). It is divided into the
Beacon light client contract and the light client update verifier
(SNARK verifier). The light client verifier exposes multiple

Sat Github, https:/github.com/Rafael APB/data-transfer-dendreth.

public functions that consume the outcome of the verifying
process, e.g., optimistic headers and execution state roots.

The light client verifier calls an auxiliary contract (SNARK
Verifier) generated by SNARKIs, allowing us to verify
SNARKS on-chain. The SNARK verifier uses a pairing library
that provides functions for performing operations on elliptic
curves. It provides functions for addition and scalar multi-
plication of points, the negation of points, and the bilinear
map and pairing operations. The main function of our light
client verifier is called verifyProof. It takes as the input
a SNARK 7mgnark (parameters a,b,c that represent points in
an elliptic curve) and the public inputs, that is, the data to be
made available to be consumed by other applications (namely
execution state root, optimistic header root, the attested header
root, and the attested header slot). Listing ?? shows the code
for the verifier contract. The contract computes a commitment
to the input of the SNARK on-chain and passes that along to
the SNARK verifier and SNARK proof.

2) Verifiers for non-EVM-based chains: For blockchains
with a WebAssembly runtime, we developed a direct imple-
mentation of the light client syncing protocol based on the
highly efficient BLS, SSZ, and Light client syncing libraries
developed by Supranational and the Nimbus team. We do
this by compiling Nim code that implements the light client
syncing protocol to C, and then C code to WASM.

Furthermore, we provide two codebases we believe to be
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useful for researchers and practitioners: 1) a direct implemen-
tation of the light client protocol, which we adapted to run
as a CosmWasm smart contract, and 2) a SNARK verifier in
WASM which we also adapted to run as a CosmWasm smart
contract.

D. Circuits

We implemented the circuits for DendrETH (without
slashing), in 3,600 LOC. We used the Circom program-
ming language [40], snark]S, and the Grothl6 proof sys-
tem to generate our SNARKs. We chose Circom because
it is the most production-ready language that compiles cir-
cuit descriptions into arithmetic circuits. The main circuit,
light_client.circom’, uses 12 additional auxiliary cir-
cuits (e.g., to compute the domain, verify a Merkle proof,
calculate a supermajority).

V. EVALUATION

This section evaluates the latency, throughput, and cost of
the SNARK Relayer, the Application Relayer, the Light Client
Verifier, and the Application Proof Verifier. Let us recall our
performance goals: the system tries to minimize costs as much
as possible, and it should be able to verify Ethereum’s state
in a reasonable amount of time. The exchange rates and gas
prices are as of 14 July 2023.

A. Setup

We have launched several nodes to support connectivity
to the blockchains we connect to. For the consensus layer
of the Goerli/Prater network, we launched a Nimbus Client
[41] paired with Geth v1.11.5 [42] and downloaded the
Prater blockchain (around 60 GB). For Polygon Mumbai, we
launched a node v0.3.7 [43]. The size of the blockchain is 260
GB. Both nodes are located in Amsterdam, Europe. When
connection to other blockchains was needed, we leveraged
the infrastructure provided by Blockdaemon to connect to
Ethereum and Polygon. For the SNARK relayer, we deployed a
server with 384 GB of RAM, 32-core, 1'TB NVMe hard drive,
configured with S00GB of swap space and an i9-13900 CPU.
The Application Relayer was deployed on a 16 GB RAM, 1
TB SSD, and a ten-core 3.2GHz laptop.

B. Circuits

Our main circuit (light_client.circom) took 6
hours, 27 minutes, and 47 seconds to compile on the spec-
ified hardware, and the trusted setup phase took 26 hours,
outputting a verification key of 55.6GB. It has 410 template
instances, =~ 90 million non-linear constraints, ~ 5 million
linear constraints, 0 public inputs, 2 public outputs, 20,961
private inputs, O private outputs, ~ 93 million wires, and
~ 470 million labels, being one of the most complex Circom
circuits developed to date. We developed a test suite using
snarkit2 [44] to evaluate the correctness of the sub-circuits
that 1ight_client.circom uses. For example, our tests

Tavailable in the DendrETH repository, https:/tinyurl.com/mtzutes;.

for the pow circuit have five cases from which we illustrate
two: 1) on input base: 10, power: 3, the output should
be 1000; 2) on input base: 2, power: 10, the output
should be 1024.

C. Latency

There are two latencies that we are interested in measuring.
First, the latency of generating a SNARK proof (Aproof)
to be submitted and validated on-chain. An attentive reader
might notice that such a computationally intensive task can
upperbound the total latency of our system, but we show
this is not the case - instead, finality is the main responsible
for latency. Secondly, we want to measure the latency of
executing the cross-chain logic of our use case (represented
by A¢). These two latencies add up to the total latency, or
end-to-end latency (Ayotq;) for a fact to be verified on a
target chain, using Harmonia - this shows how applicable our
proposal is in the real world. This includes measuring both
the SNARK and the Application relayers (Agpqri and Agpp,
respectively), issuing transactions against the source chain
(Ethereum) and destination chain (Polygon) (Afjﬁfgc“m and
APelvgon respectively, note that this includes accommodating
finalization times, which range from a few minutes to around
twenty minutes). Note that generating a proof is included in the
SNARK relayer operations, i.e., Aspark > Aproof. It is impor-
tant to note that some operations depend on others, while some
can be parallelized. In particular, the cross-chain logic rules ¢
define that transactions on Ethereum happen before the ones in
Polygon. Note that in our use case, we have one transaction
in the source chain and two transactions on the destination
chain. Generalizing for arbitrary cross-chain logic, the specific
deltas depend on the numbers of transactions on the source and
destination chains (|tz|s and |tx|q, respectively). The end-to-
end latency is given by Asoiar = Aspark + Ac. The latency
Agiqcr sums the duration of one slot (12 seconds), which
is the lag the relayer has with regard to the current block.
This is because the current block (head block) aggregates the
claims of the sync committee regarding the previous block: in
the best-case scenario, we can start creating a SNARK of the
penultimate block. Expanding the expression we obtain:

Atotal = Asnark + Aslack + Atzs
+ (|t$|; > Asource)

store

+ Aupp + ([tzfa x ALY (1

Let us calculate A,y,q,%. Consider a chain of block headers
on the source chain HeaderChain? from block i to j. Let ¢;
be the time block 7 was finalized. Let ¢; be the time block j
was finalized. Let the finalization latency of the cross-chain
logic transaction issued by the Application Relayer on the
source chain (defined as tx) be denoted by Atx. Let i be the
block at which the SNARK relayer starts building a proof for
block i. Let j & € be the block where the SNARK relayer has
finished building a SNARK for block i (¢ accounts for small
delays on the SNARK relayer software, for example, doing
API calls and calling internal functions). Let A,,,,; be the
time between ¢ and j, i.e., the time the SNARK relayer needs
to build a SNARK.

116



Figure 5 presents our latency model. In step @, the user or
application relayer on behalf of the user submits a transaction
ts to the source chain, following rule (5. We have two
possibilities: we either issue ¢; before (@) or after 7 (@’).
If issued before ¢, it means that the SNARK relayer will pick
such transaction at block ¢ for when it starts building a proof.
Otherwise, it will be picked in the following block that will
be verified (not every block is verified). The SNARK relayer
picks block ¢, in step @ to construct a SNARK. At block
J = i+AproorEe the ta, is finalized, in @ After the SNARK
for block 7 is created, it can be verified in the destination
chain, via ¢;, in step @, and eventually included in a block,
@. After that, the Application Relayer executes the rest of
the cross-chain logic by broadcasting tx; (executing rule (s,

in step (7)). Formally:
Atzs + Aproof ts <t

Asna’r ¢ =
F { (Aproaf - Atxs) + Aproof ts > 1

Typically, blocks are finalized in two to three epochs or
approximately 12.8 to 19.2 minutes [45]. On average, a user
transacts in the middle of an epoch. Thus, the last epoch only
needs 66% of attestations, and thus, a transaction included
there is finalized faster - averaging 14 minutes (16 slots
from the first epoch + a full epoch, or 32 slots, + 66% of
the last epoch, or 22 slots). Therefore, for use cases where
an application on a third-party blockchain requires strong
consistency on the Ethereum state, a safe buffer of around
10.8 to 14 minutes is expected.

We observed that creating a SNARK proof on our hardware
takes 4 minutes and 25 seconds. That is the minimum theo-
retical latency, as one can generate a proof for the next block
transition while generating the previous block proof. However,
we defined the SLOT_JUMPS parameter on the worker to
two epochs, or 64 slots (i.e., we batch transactions spanning
two epochs). Since 64 slots x 12 seconds = 12.8 minutes,
the latency introduced by the batching process supersedes the
proving time. Therefore, Ap.oo; = 12.8 minutes. In practice,
we could further reduce latency to 6.4 minutes (32 slot jumps)
and even lower to around 4.5 minutes. Indeed, one can reduce
latency by skipping fewer slots, at the peril of collecting
transactions that will not be finalized and thus be included
only in the next proof. However, the jumps should take longer
than the proof generation time. It is worth noting that there is a
trade-off between having smaller jumps and the time window
for finalization: if a user submits a transaction in the second
slot of the epoch (admitting the relayer will start creating a
SNARK at the beginning of each epoch), the user will have
to wait a full 31 slots until the prover starts with an input
including that transaction. Conversely, the sooner a transaction
is issued relative to being picked by the relayer, the more the
user will have to wait for transaction finalization. Therefore,
in minutes, 12.8+ A;,_ (minimum finalization time + a delta)
< Agpark < 25.6+ ¢ (maximum finalization time + delays on
relayer).

Empirically, this translates into a delay of around 50 blocks
relative to the source chain: we have verified a transaction
included at block ¢ at block i+ 50. The target chain has a 150-

180 block delay (will vary according to the specific destination
chain): we can prove a fact at block header 7 in the source
chain when around 150 blocks have been finalized in the target
chain.

The Application Relayer constructs performs two reads
from the blockchain state of the source and destination
chains, creates two Merkle proofs, signs and broadcasts one
transaction on the source chain, and signs and broadcasts
three transactions on the destination chain, among other low-
resource tasks. Since all of those happen concurrently with
the SNARK Relayer, in a few seconds, Ay, is statistically
negligible. However, after the SNARK relayer has made the
newest block execution state root available, the Application
Relayer still needs to finalize the migration process according
to our use case definition. The rest of the end-to-end process
takes the time of one transaction confirmation. Since the
SNARK latency will be the highest and parallel with the
Application relayer and transaction finalization on different
chains, we can approximate the overall latency: A;pra =
Asnark‘ + (‘tl|b X AEthc’r'cum + Aapp + |t1|d X Aftoéggon) S

store ~

Asnm‘k + (1 x AEth,ereunz + Aapp +3x APolngn) é 25.6.

store store

D. Transaction Fees and Costs

We analyze the transaction costs of the Light Client Verifier
contract (Beacon Light Client), the Application Proof Verifier,
and the cross-chain logic contracts regarding gas. We consider
the costs of deploying the Light Client Verifier (1,399,127
gas) and performing one light client update (279,963 gas). We
calculate the yearly costs in USD for issuing three light client
updates per hour (1 every 20 minutes). This gives an overview
of the transaction costs to operate the light client in several
EVM-based chains (see Table I):

Regarding our cross-chain logic contracts, our integration
adds 7,225 gas (around 40 cents), including one extra call
to DendrETH to retrieve the execution state root. The values
to obtain a storage variable are around 2,400 gas, and to set
the variable, they are 5,400 gas. Deploying the Relay, Proxy,
and simple storage contracts cost 1.6M, 3M, and 140K gas,
respectively. Performing the migration process costs around
950K gas, costing around 0.2 MATIC (17 cents) in Polygon.

In the context of blockchains with a WASM runtime (e.g.,
Polkadot, Cosmos, Elrond, NEAR, EOS, Fantom), the verifi-
cation costs of a SNARK is around 250K gas and over four
times that for the direct verification (i.e., verifying consensus
rules in the smart contract). Table II shows the gas costs for
deployment and updates of our different implementations of
the SNARK verifier.

E. Reproducibility

We provide tools for researchers to set up our project and
reproduce our empirical results easily. First, we make available
our codebase and results under a permissive open source
license®. We provide tests and Docker containers following
recommended engineering practices [46], [47]. Tests are avail-
able for the on-chain smart contracts, direct implementation,

8available at https:/github.com/metacraft-labs/DendrETH
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Fig. 5: Overall latency of a system built with Harmonia. It includes the latency to perform cross-chain transactions Ay, _ and
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. . Light Client Verifier Light Client Verifier Cost/Year

Price/Gas Rate USD/Native Token Deployment (USD) Update (USD) (USD)
Ethereum 29 Gwei 2010 81.61 16.33 429,152
Polygon 200 Gwei 0.85 0.24 0.05 1,314
Avalanche 26 nAVAX 14.79 0.54 0.11 2,891
EVMOS 30 nEVMOS 0.09 0.004 0.001 26.28
Optimism  0.001 Gwei 1.37 ~ 0 ~0 0.01
Arbitrum 0.1 Gwei 1.22 0.0002 ~ 0 0.9

TABLE I: Light Client Verifier deployment and Update costs

Deployment Initialize Update
NIM-WASM Light Client 1,308,702 2,991,395 11,706,455
SNARK Verifier using nim-bncurve 1,302,849 447,436 1,812,337
SNARK Verifier using constantine 1,378,889 391,408 871,846

TABLE II: Deployment, Initialization, and Update Gas Costs

and Circom circuits. To facilitate our testing infrastructure,
we maintain an archive of light client updates for each sync
committee period since Altair, as produced by a fully-synced
Nimbus node, available for the Ethereum mainnet and Prater
°. For Prater/Goerli, the updates start on checkpoint 5601 823.
Pre-generated proofs have been available since that check-
point. Furthermore, to ease setting up the environment, we
leverage Nix, a package management and system configuration
tool that helps us showcase a reproducible, declarative, and
reliable system. The deployment addresses of our contracts
are available in our project’s README.md file.

VI. DISCUSSION AND QUALITATIVE ASSESSMENT

In this section, we present the discussion and qualitative
evaluation of our solution.

A. Safety

Altair 1.0 is vulnerable to bribing. Although individual
action by a small set of validators would be insufficient for a
large-scale attack, the industry has seen centralized platforms
for influencing validator behavior. An example is the Flashbots
platform, which provides auction-based coordination to extract

9see light client updates, https:/tinyurl.com/yampz8re.

value from block reorganization [35]. Therefore, cooperation
to exploit Ethereum’s light client protocol could emerge sooner
or later as an obvious first venue for conducting cross-chain
attacks [3].

To harden the system’s safety against these attacks, Den-
drETH is a necessary improvement to the state of the art,
currently being standardized and implemented [48]. However,
this security model might not work for smaller chains with
much smaller total value locked (meaning bribes and colluding
prices would be cheaper). Given that a high volume of traffic of
a popular interoperability solution is non-EVM (order of tens
of billions USD), this indicates the need to study the crypto-
economic attacks possible to do for the light clients of those
infrastructures. An example is the elevated traffic between
layer two solutions, namely Arbitrum and Polygon, where the
users want to transact between chains and not wait the large
waiting queue periods to withdraw their funds from the L2
(typically using an optimistically verified method). Although
this is not easily fixable, one could instead closely monitor
misbehaving, forks, and slashing on these smaller chains using
cross-chain models, and use circuit breakers for cross-chain
logic if some suspicious behavior is detected.

Still, regarding safety, let us discuss long-range attacks on
Ethereum light clients. In Proof of Stake Ethereum, nodes must
verify block headers, account states, and balances throughout
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the blockchain history or consider the risk of long-range
attacks [26], [49]. The attack involves an adversary taking
over the blockchain by creating an alternative (forked) chain
starting from a point deep in the history of the legitimate chain.
In PoS systems, the ability to create blocks is proportional
to the amount of stake (tokens) one holds. However, in the
past, it is possible that a large amount of stake was held in
addresses that now hold little to no stake. If the private keys of
these old, ‘empty’ addresses are obtained (perhaps they were
discarded, sold, or are no longer secured because the stake was
moved), an attacker could theoretically create a new chain
starting from when those addresses had a significant stake.
Given enough time, this alternative chain could grow longer
than the original chain. In blockchain protocols, the longest
chain is often considered the ‘correct’ one, so this could enable
the attacker to overwrite the blockchain’s history.

A long-range attack could trick light clients as they inher-
ently trust the validity of the blockchain headers they receive
and do not fully validate the entire blockchain. If an attacker
successfully executes a long-range attack and creates an al-
ternate, longer blockchain, they could send the light clients
the headers from this fraudulent chain, and verify false facts
on a destination chain, conducting different types of attacks
on cross-chain logic, because the real blockchain history is
indistinguishable from the forged one. The counter measure
employed by Ethereum is to require all clients always to start
syncing from a trusted recent checkpoint, which guarantees
that the maximum number of exited validators will not be
sufficient for carrying out an attack. This notion is known as
weak subjectivity [50]. We now perform a detailed analysis of
weak subjectivity from the perspective of light clients [51] to
calculate the risk of long-range attacks in the full version of
the paper [13].

B. Liveness

The liveness of our system is tied to the liveness of the
light client sync committee and the liveness of off-chain
parties. For the liveness of off-chain parties, techniques like
crash-recovery for blockchain clients can be deployed [52],
as well as having multiple instances deployed, mitigating the
probability of unavailability.

We now explore on-chain liveness: let us consider the case
where the light client receives a valid update containing a
finality_header with at least two-thirds of the sync com-
mittee participating. However, there might be cases where
part of the sync committee is unavailable (crash or attack).
If the light client sees (no valid updates via the method for a
one-sync committee period), it simply accepts the speculative
header with the most signatures as finalized. This allows the
light client to be live even during periods of extended non-
finality, though at the cost of network latency of a period.
This downtime period is not sufficiently long for long-range
attacks.

Cross-chain protocols are conventionally structured to man-
age such situations efficiently by initiating retries following the
resumption of services. These anomalies are deemed harmless
up to a liveness parameter. Effectively, upon crashing, the

relayer keeps track of the last update and submits all late
updates to the chain when it is back online or when the chain
resumes its operations, similarly to the crash fault recovery
protocol of blockchain gateways [52], [53]. Effectively, this
has happened a few times on our testnet deployments, as we
can see in the subsequent transactions after this one!'®. The
relayer provided all light client update transactions missing
quickly after the incident.

C. Censorship Resistance

Attackers could attempt to block valid light client updates
passing to the deployed chain, violating censorship resistance,
by performing a denial of service on the off-chain relayers.
A group of validators could attempt a denial of service,
which would depend on the decentralization and security of
the attacked network. Although a decentralized network of
relayers would alleviate the likelihood of traditional denial-
of-service attacks, an attacker could explore an alternative
route. In particular, a denial of service of the whole blockchain
could try to be performed. An attacker could buy the entire
block space for the duration of an attack, which is around 5
ETH per block in July 2023'!. To control the inclusion of
blocks for a day, an attacker must spend at least 580 ETH,
approximately 1 million USD. This would effectively censor
120 light client updates. Since the block space market is very
dynamic and unpredictable [54], it is extremely unlikely that
the adversary can select the gas fees to be higher than in
every other transaction and the attack is economically viable.
The worst-case scenario brings difficulties for an attacker. For
example, the peak of gas price was ~ 710 Gwei in July 2020,
making a single Eth transfer cost 0.015 Eth. Since the gas limit
in a block is 30 million [55], buying a single block could cost
up to 21.3 Eth (42K USD). Since 7,200 blocks are created
daily, this could account for ~ 304,704,000 USD to censor
the entire network daily.

Note that this value could be considerably lower for weaker
security blockchains. In Polygon, the daily block rewards are
around 40K MATIC, around $26,800 USD. Thus, running a
DoS for the light client where the source chain would be
Polygon would probably cost substantially less (low fees are a
feature of Layer 2 technologies). However, the specifics of an
attack would have to be further investigated, as market forces
could influence the gas fees consumed by a denial-of-service
attack in unexpected ways [56].

VII. RELATED WORK

The interoperability design space is increasingly diverse [1],
[2], [57]-[60] and full of risks [4]. To better navigate the
various classification frameworks available, one can aggre-
gate the interoperability solutions by interoperability mode:
data transfers, asset transfers, or asset exchanges. Harmonia
allows realizing all modes, while it is instantiated with a data
transfer use case. There has been extensive work on light
client protocols for different types of blockchains. In [61], the

10see PolygonScan, Mumbai network, https://tinyurl.com/d9mtusny
gee Etherscan, https://etherscan.io/chart/blocks

119



authors propose smart-contract-based light clients. In [62], the
authors propose fraud proofs to enhance light clients. Other
optimizations have been proposed, e.g., using probabilistic
block sampling [63]. For a comprehensive theoretical overview
of this area, refer to [26], [64].

Westerkamp and Eberhardt [65] designed a SNARK-based
verifier for Bitcoin, that yields validated block headers that can
be consumed in Ethereum. However, this work focused solely
on Bitcoin, and relied on a network of known peers. Recently,
some projects have appeared to validate the consensus of
more complex blockchains such as Ethereum. The following
validate Ethereum’s light client protocol[25], [66], [67], but
these currently only work for EVM-based chains (except for
zkBridge). While some of these have lower latency on the
proof generation time, there is no practical benefit in reducing
the latency beyond an Ethereum transaction’s finalization time
for a client application to consume a finalized root. We have
not found code for relayers or on-chain verifier contracts
for these projects. Furthermore, we have not found details
on cross-chain applications built on top of these solutions,
making it difficult for us to assess and compare these works
systematically. Some circuit implementations prove other light
client sync protocols (e.g., Bitcoin [68], ZCash [69]).

On the other hand, DendrETH can be classified as a natively
verified system, where the “destination chain independently
verifies that the received state is valid and final according
to the source network’s state transition and consensus rule.”
[1]. Compared to other approaches, this provides a higher
level of security, since the security model is based on the
sound cryptography of SNARK technology and not on external
systems. Our system provides a new security model based on
the soundness of the underlying SNARK protocol and crypto-
economics, with minimal assumptions (liveness of the relayer
network).

VIII. CONCLUSION

In this paper, we Harmonia, a framework to robustly build
decentralized applications using zero-knowledge proofs. Our
framework defines the existence of a set of relayers, cross-
chain logic contracts, and proof verifiers. Harmonia proves
block header generation correctness on any blockchain with
a light client protocol. This way, state (e.g., transaction in-
clusion, storage variables) on a source blockchain can be
proven correct and consumed by third-party chains, allowing
the realization of arbitrary cross-chain logic use cases.

As Harmonia’s core, we propose DendrETH, a decen-
tralized, secure, and efficient light client that implements
Ethereum’s light client sync protocol. To implement Den-
drETH, we leverage Circom, a circuit meta-programming
language that allows us to define the light sync protocol as an
arithmetic circuit. From this circuit, we create zero-knowledge
proofs that attest the correct execution of the light client
protocol. During the development of our solution, we have
proposed several extensions to the light client sync protocol
that 1) guarantee accountability and slashing for misbehaving
parties and 2) increase the crypto-economic security of the
light client.

Harmonia was thoroughly evaluated. We show that the
circuit size of DendrETH translates into an acceptable through-
put and latency for applications to consume: a proof can
be generated in around 4 minutes. Performing updates to
systems built with Harmonia costs in the order of a few
thousand US dollars per year in transaction fees, a small
cost to potentially host an indefinite number of cross-chain
applications consuming Ethereum’s state. We show that the
overall latency is upper-bounded at around 25 minutes for a
full end-to-end state sync. To further validate our approach,
we have developed a cross-chain application that implements
data transfer, using Harmonia instantiated with DendrETH. In
conclusion, Harmonia allows to design of secure, scalable, and
simple cross-chain applications, hardened by the cryptography
underlying SNARK technology.
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Abstract—Ecosystems of multiple blockchains are now a re-
ality. Multi-chain applications and protocols are perceived as
necessary to enable scalability, privacy, and composability. De-
spite being a promising emerging area, we have been witnessing
devastating attacks on cross-chain bridges that have caused
billions of dollars in losses, and no apparent solution seems to
emerge from the ongoing chaos. In this paper, we present our
contribution to minimizing bridge attacks, by monitoring a cross-
chain model. In particular, we aggregate cross-chain events into
cross-chain transactions, and verify if they follow a set of cross-
chain rules, which then generate a model.

We propose Hephaestus, the first cross-chain model gen-
erator that captures the operational complexity of cross-chain
applications. Hephaestus can generate cross-chain models
from local transactions in different ledgers, realizing arbitrary
cross-chain use cases and allowing operators to monitor their
applications. Monitoring helps identify outliers and malicious
behavior, which can enable programmatically stopping attacks
(“a circuit breaker”), including bridge hacks. We conduct a
detailed evaluation of our system, where we implement a cross-
chain bridge use case. Our experimental results show that
Hephaestus can process 600 cross-chain transactions in less
than 5.5 seconds in an environment with two blockchains using
sublinear storage, paving the way for more resilient bridge
designs.

I. INTRODUCTION

Recently, many initiatives and projects have appeared
around the concept of blockchain interoperability (BI), where a
multi-chain ecosystem is perceived as the enabler for a scalable
and adaptable platform for various use cases [1]-[4]. To enable
such an ecosystem, bespoke distributed ledger technology
(DLT) interoperability solutions, such as cross-chain bridges
(or simply bridges), are used to connect heterogeneous DLTs,
i.e., DLTs with different privacy, security, decentralization, and
scalability properties [5]. The total value locked (TVL) in
bridges peaked in March 2022, at around $30 billion worth
of assets locked just in Ethereum (as the chain receiving the
transferred assets) [6], [7], effectively reflecting the synergistic
effects of free flow of capital, as now users can use their
capital on multiple blockchains. As of September 2023, the
TVL is still significant, collecting around 9B USD, as Figure
1 shows. With more than 40 bridging projects [8], the trend is
for projects to either mature by improving their security and
usability or disappear.

Some examples of recent mediatic attacks include the
Wormhole bridge, where the attacker stole around $325M
[9], [10], and the most significant on-chain attack in the

"Blockdaemon  fAccenture

cryptocurrencies history, the Axie Infinity’s Ronin Bridge [11],
which caused around $625M in losses. In February 2022,
the Wormhole bridge was attacked and resulted in $320M in
damage [12]. In June 2022, the Harmony bridge was hacked,
resulting in $100 million in losses [13]. Although hackers were
offered $1 million to return the funds to the community, it
seems that they have not complied [14]. In August 2022, the
Nomad bridge collateral was stolen, resulting in the loss of
$200M [15], despite the bridge being developed by an expert
team and audited multiple times. More recently, in July 2023,
Multichain was hacked and lost around $120 million [16].

Looking at the facts, many of the largest decentralized
finance hacks in blockchain history were performed in bridges
[17], [18], in a grand total of more than $2.5B in damages
[19], [20]. The facts show that the community still has a long
way to implement secure bridges. The trend for attackers to
exploit bridges will likely not disappear soon, as the more
value bridges they hold, the more incentive criminals will have
to attack those systems [21].

To mitigate the presented issues, we start by formalizing
the interactions between different systems (which we refer
to as domains). Cross-chain transactions (cctx) occur across
domains and consist of a set of transactions abstracted into a
logical unit of work [22], or a single atomic transaction [23].
We refer to single atomic transactions by cross-chain events
(ccevent)). These can take place in both off-chain and on-
chain systems. A ccmodel is the set of cross-chain rules that
define the conditions for cctxs to occur - originating a state
(cross-chain state). If transactions do not follow the specified
rules the ccmodel defines, the model is incorrect, and thus
there are several options for the analyst to proceed. Either
the model is under-specified, or there is “suspicious” behavior
that caused the violation of rules (e.g., malicious, such as an
attack, or non-malicious, such as a software bug). Effectively,
a ccmodel allows one to have a baseline of expected behavior
to compare ongoing cctxs with the baseline model, following
a specification-based approach to security [24].

Capturing cross-chain logic for bridges would be helpful
to formalize the protocols (and help identify bugs and bot-
tlenecks), monitor them, and act upon specific triggers. For
instance, if an attack on a bridge is detected, a monitor-
ing smart contract may pause the withdrawals, limiting the
scope and impact of the attack. However, defining cross-
chain logic is difficult because the base systems to be dealt
with are heterogeneous and decentralized, and the systems
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built on top of them (e.g., decentralized applications) may
have arbitrarily complex business logic. They can comprise
multiple other systems (e.g., smart contracts). In a cross-chain
setting, automating the discovery of ccmodels and enabling its
monitoring becomes very challenging, as there need to exist
more tools to secure and monitor cross-chain applications.
This is where our work fills the gap in current knowledge.
In summary, we present the following contributions:

e« We propose Hephaestus, a system that creates cc-
models for fine-grain monitoring and auditing multiple
blockchain use cases. Our system uses and extends a
state-of-the-art BI solution, Hyperledger Cacti [25].

o To assess Hephaestus’ capabilities, we provide a
comprehensive evaluation of the system. In particular,
we validate our contributions by generating a ccmodel
of a bridge system that transfers tokens between het-
erogeneous blockchains. We tested cross-chain model
generation and monitoring capabilities of Hephaestus
according to a set of metrics (including scalability, la-
tency, and cost) on different scenarios and workloads.
After that, we present a qualitative evaluation and a
discussion of the evaluation and the proposed system.

o As a technical contribution of independent interest that
directly supports our contributions, we have developed
and improved various Hyperledger Cacti components
over several months, including blockchain connectors,
several test ledgers, the RabbitMQ test server, and several
Python notebooks that are available under an open-source
license for the community to use.

This paper is organized as follows. Section II presents the
background. In Section III we present the concept of cross-
chain transaction, and then cross-chain model, in Section
IV. Section V presents Hephaestus. After that, we present
implementation details, in Section VI, and the experimental
evaluation, in Section VII. Section VIII presents the related
work and Section IX concludes the paper.

II. BACKGROUND

This section presents the background necessary to under-
stand the paper, that is, processes, BI, and cctxs.

A. Process Mining Background and Applications

Understanding core concepts around processes is important
to construct a system that can analyze cctxs and thus create
ccmodels. A process is a set of activities (or tasks) to fulfill
a specific goal [27]. For example, behind running a proof-of-
stake blockchain, we have different processes a validator needs
to run to achieve the end goal, the network’s maintenance
process, the consensus process, and others.

The techniques for creating, analyzing, and optimizing
processes are called process mining techniques [28]. Process
mining has two sub-areas that help us in our endeavors:
process discovery and process conformance. Process discovery
aims to infer a process from an event log, that is, from a
sequence of related entries, typically represented in a table.
The entries in this table are events. An event is an occurrence
that targets an activity and a point in time, related to each other

using a case id. Events point to an activity at a certain time,
i.e., they have a timestamp. Activities are the operations that
are executed within a process. Formally, an event e is a tuple
(act, caseld, timestamp, store), where act is the activity
name, caseld is the unique reference to the event, timestamp
refers to when the event was created, and a key-value store.
The key-value is in the form {(a1,v1),...(an,vn)}, wWhere
each a is an attribute of the event and v its value. The set of
all events is £.

The execution of a process produces what is called a trace,
an ordered list of events with the same case id. Formally, a
trace is a non-empty sequence [eg,...,e,] € [1,...,n],e; €
ENVE, 4, (1, ...,n] : e;.casel D = ej.casel D. An event log is a
collection of traces that refer to one or more cases. Discovering
a process model can be done in various ways (for a detailed
overview of how to generate process models, see [29]). Process
conformance checks if the incoming transactions, including
their ordering (or event entries), conform (are expected) to
an existing model, helping evaluate a property called replay
fitness. Conformance is part of process monitoring, helping
identify errors or deviations from expected behavior. Processes
have different representations. Graphical representations in-
clude BPMN diagrams [30], a helpful notation for complex
process semantics. In BPMN, events are denoted as circles, ac-
tivities as rounded squares, and gateways as diamond squares.

B. Blockchain and Interoperability

A blockchain is a distributed protocol in which a group of
nodes collectively maintains a ledger £ of ordered transac-
tions, possibly grouped into blocks [31]. Blockchains support
two basic operations: reads and writes. Keys index information
on databases; blockchains can be seen as key-value stores. A
read operation obtains the value for a certain key, while a
write operation on a key updates the value and returns true if
successful; otherwise, it returns false. The history of each key’s
values is conserved by the blockchain data structure, which
aggregates transactions (write requests) into cryptographically
signed blocks. Reads are used to capture the part of the
state relevant to interoperability processes. Reads and writes
are often mediated by smart contracts, stateful, user-defined
programs run by the nodes composing the blockchain network.

The blockchain properties that need to be satisfied for in-
teroperability are consistency and liveness, widely documented
in the literature [32]. Informally, consistency means that for a
pair of honest nodes, at every round, the global state of one
node (list of ordered transactions) is a prefix of the other node,
or vice-versa. Liveness means that if an honest node receives a
transaction in a certain round, it will be included in the ledger
and available for all nodes.

BI is the problem of coordinating local reads and local
writes such that they satisfy some cross-chain logic. That
is, reads from ledger £; can be composed with a write-on
Lo, realizing multiple use cases, such as data transfers, asset
transfers, or asset exchanges [33]. Extensive work has been
done in this area, including using two-phase commit to provide
cctxs ACID [34] properties, where each local transaction
executes successfully, or none at all [23]. We assume that there
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2019 Dec 20 - 2023 Sep 06

7D 30D 90D 180D 1Y

2023 Sep 06 00:00 (UTC)

4,430,764,865.25 USD
2,713,078.51 ETH

Fig. 1. Total value locked (TVL) in USD, on bridges, between 2019 Nov 15 — 2023 Sep 06. The green squares showcase relevant events in the bridging
ecosystem, e.g., on 24 March 2023 (last green dot), the first ZK rollup with universal solidity support was launched. Source: [26].

is a cross-chain protocol deployed that orchestrates cctxs and
defines the cross-chain rules that operate the use case. A cctx
is an abstraction rooted in a set of local transactions from
different systems (e.g., enterprise legacy system, centralized
databases, blockchains), respecting a set of rules. Further
ahead in the paper, we formally explain what these concepts
are. We will map the concept of a cctx as a set of events
(which represent local transactions) that constitute a trace over
a process model (such as a ledger write). A local transaction
is a transaction native to a given technological environment,
called domain. Examples of domains are blockchains such as
the Bitcoin network, the Ethereum main net, and centralized
databases. Transactions trigger state changes and each state
change is an event belonging to a trace. Transactions have
different life cycles, data formats, and properties as a function
of their domain.

ITII. CROSS-CHAIN TRANSACTIONS

In this section, we define cctxs and their atomic units, the
cross-chain events (ccevents).

A ccevent extends a local transaction with metadata. We
consider this metadata to be a set of non-native attributes (or
parameters) {a1,ag,...,a,} and their values {vy,va,..., v, }.
A ccevent e has native attributes (e.g., an id, a timestamp, the
state key to which the transaction points (target), a payload
(smart contract call) that will yield a state change, and a sig-
nature from the originator), and non-native attributes, obtained
via a function add, i.e., e = add;a(a,data), where add is a
function that adds data item data to an attribute a of a local
transaction t from ledger [. Each data item is a non-native
parameter (marked with X in Table I). The native parameters
can be obtained from the underlying domains or systems, i.e.,
retrieved from the nodes supporting the blockchains without
post-processing. Non-native parameters are externally obtained
and are used to enrich local transactions. Native parameters
may be used to calculate non-native parameters. For example,
the carbon footprint depends on native parameters (e.g., on the
native parameter cost (gas), in Ethereum).

Parameter Type Native
case ID string X
receipt ID string
timestamp Date
blockchain ID  string X
invocation type string
method name  string
parameters string
identity string
cost number
latency number
TABLE I

ccevent PARAMETERS, THEIR TYPE, AND NATURE (NATIVE v OR NOT X).

A cctx is a set of n ordered events £ from a subset
of domains (e.g., ledgers) {d!,...,d"} € D, ie, & =
{e‘fl’ED7 vy ezkep}, where k represents the number of events
contained in a cctx. The events may follow a set of rules
R, the entity that logically connects events. Rules define
conditions that must be verified to each event within a cctx;
they depict the dependencies of each event on, for example,
global time, local state, and third-party domain state. A rule
is a datalog rule [35], [36]. A datalog rule contains a head
Re and a body, and is defined recursively. Given a set of
predicates ¢ = {(1,(2,...,(n} over a set of events &, we
have that, for a certain time interval {5 a rule is given in
the form Rg;, «— ((€) (we omit t5 for simplicity of
representation). The event set satisfying R¢ are the intersection
{EIGL(E) A G(E) A ... A Gu(E)}, this is, for an event set to
satisfy a rule, it needs to satisfy all predicates. Each predicate
¢ can define the conditions over transactions, i.e., temporal
dependencies, the domain of a transaction, or a target function.
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For example, consider the following rule (predicate set):

(i(e) =e* < e¥ order dependency
(a(e) =Ve:e® VeY included domains
) = _ . M
(3(e) = e :e.cost < z event attributes
Ca(e) = ew.target = ey4v.target event payload

In this predicate set, (; defines any event that occurs in the
domain d, precedes (<) any event happening in the domain
d,. The predicate (> defines events as part of domains = or
y. Predicate (3 states that there is at least one event in the
event set, so its cost is less than z. Predicate (4 states that
the target of a transaction repeats every v transactions. Other
predicates can be set for any of the attributes of a ccevent,
in Table I. While we require each event to satisfy each sub-
predicate of ¢, we can also set the validity of rules as the union
{E]G1(E) V (2(E) V ... V ((E)}, or any other combination
of predicates. We assume that there is an efficient way to
transform a set of conjunction predicates into disjunctions or
other formats. To capture this variability, we define a function
verifySatisfability thattakes a predicate and an event
and outputs true if the event satisfies the given predicate and
false otherwise, i.e., verifySatisfability(e,{) —
{0,1}. We can then use this predicate for each event to assert
a rule’s validity.

To understand how this concept applies in practice, consider
the following (simplified) rule that dictates the necessary
events for a valid cross-chain asset transfer:

¢i(e) = (Ve(e®VeY) AVeeizy)(e” <e¥)
e —— N e’
events happenin X ory  events on x happen before y

¢h(e) = e®.target = exists(a) A e® .target = lock(a)

(€)=
asset can only be locked if exists
Ch(e) = ¢ A €Y target = mint(a)
~— —_—
Co’ is satisfied a mint can occur in domain y

(@)
Let us define rule ¢, the disjunction of the ¢’ predicate
set. The predicate set ¢’ defines a set of conditions for a
cross-chain asset transfer to be valid. First, as determined
by (f, events in domain x must happen before events in
the domain y. This paves the way for a lock on a source
blockchain to be done before a mint on a target blockchain.
Predicate () states that an asset from the source blockchain
must exist before it is locked. Predicate ¢} states that before
an asset is minted on the target blockchain, predicate ¢} must
be satisfied. One could add more rules, such as the time
for a mint transaction has to be done before block b, i.e.,
e.target = mint A e.timestamp < b. We illustrate a cross-
chain use case that allows asset transfers, in finer detail, in
Section VII-B.

IV. CrROSS-CHAIN MODEL

This section defines ccmodel and its artifact, ccstate. A
cemodel M is a tuple (R, cctx), where R is a set of cross-
chain rules, cctz is a set of cctxs. The cctxs originate a cross-
chain state S.

A. Properties

Cross-chain models have a set of properties:

o Verifiable correctness (safety property): a model is
valid if all ccevent e in each cctr respects the set
of rules R, ie., Vectx € M V(e € cctx)
verifySatisfability(e,R) — 1.

o Liveness: the current cross-chain state S is updated no
later than every ¢ timesteps. Updating the ccstate implies
checking the existing cctxs against the model rules.

« Probabilistic completeness: the larger the event log (i.e.,
the number of observed events and consequently cctxs),
the higher the model completeness probability.

« Replay fitness: given an observation of the real-world use
case, the matching between the events and the ccmodel
is higher than a threshold probability p.

Cross-chain models are correct if each ccevent fol-
lows each rule, as suggested by [33]. Note that the
verifySatisfability predicate can be defined in sev-
eral ways (e.g., a conjunction of rules, disjunction of rules, or a
bespoke combination). We say a model is incorrect if there are
events that do not satisfy the rules of the model. For example,
the execution of ccevents in an incorrect order as specified in
the rules causes a model to be incorrect. In this case, the model
is not secure. As ccmodels capture security by evaluating a
set of predicates on events and rules, we can capture different
safety properties, such as atomicity, double-spend protection,
and others commonly debated in the interoperability literature
[1], [33], [37], [38].

Updating a model is, in practice, polling for new cross-chain
events and matching them with the rules defined by the model.
To this end, and as each domain has its own clock, measuring
and tracking time across systems is important. Liveness states
that models need to be updated every ¢ timesteps - the time
between updates is an attacker’s time window.If a model
cannot guarantee liveness within ¢ timesteps, we say that the
model is outdated (and thus security is not guaranteed). We
will show that liveness is particularly important to detect cross-
chain attacks.

Completeness is related to precision. A precise model avoids
underfitting, a degree of measurement of how complete is the
ccmodel. Replay fitness expresses the ability to explain on-
chain behavior, i.e., how close the ccmodel is to reality. Other
properties that are interesting in our context matter, but will
be explored in future work. These generalizations measure
whether the model is too tied to specific execution instances of
a cross-chain use case. Simplicity measures whether the model
is understandable by humans. Other aspects are omitted from
the model generation, such as the task of minimizing noise,
that is, minimizing behavior that is infrequent and does not
represent the typical behavior of the process.

B. Cross-Chain State

The cross-chain state S is a key-value store that holds
attributes relevant to the cross-chain use case, i.e., they are
defined on a case-by-case basis. It is generated from the cctxs
from the ccmodel and it is similar to the world state concept
in Hyperledger Fabric. Essentially, the state contains the result

129



of executing all the cctxs, possibly enriched with metadata.
For example, if the use case is a bridge, the state will record
the assets locked in the source chain and the corresponding
representations minted on the target chain, for each user, and
some key metrics (see Section VI-C). Metrics are performance
attributes of a set of cctxs [39] and provide meta-information
about a cross-chain use case. These metrics indicate points of
interest in a cross-chain use case. Metrics realize a meta state,
where metrics about the formation and execution events that
lead to that state are created.

Latency: We define latency as the time between a local
transaction (via extended clients) and the creation of an
ccevent. The total latency of a cctx (§(cctzx)) is given by
the latency of each event d(e) from each local transaction,
summed to the operational latency of the ccmodel generator

(6(op)):

O(ectx) = Z 5(6;-1]) + d(op)
i=1,...,n
J=1, 0k

Vde € cctx  (3)

The operational latency is the time the model generator
takes to retrieve and process the local transactions.
The latency of a ccmodel is the sum of the latency of each
cetx:
S(M)= > (cctz;) )

i=1,....,n

Throughput: The throughput of a cctx is defined as m,
and it counts the number of sets of events processed per unit
of time. Effectively, the latency for each event compresses
the issuance and processing of each local transaction (which
can take a long time depending on the blockchain), plus
operational costs. The slowest finalization time 6 ¢y, can be
a valuable metric to complement throughput (and help identify
bottlenecks in a cctx).

max (5(6?) 5)

6fma:v -
e; €E,deD

Cost and Revenue: Each local transaction might have a
cost of transaction fees plus operation fees (in case a relayer
or entity is transporting the local transaction payload across
chains). Inspired by [39], we define the cost ¢ of a cctz events
as the sum of variable costs (c5) plus operational costs (cop):

Vde € cctx  (6)

The environment (e.g., via our system) typically gives
information about these costs. The revenue is calculated in
a way similar to the above formula. We can then calculate the
profit of each cctx by subtracting the costs from the revenue.
The concept of revenue can be modeled as positive utility and
cost as negative utility, which sometimes maps better to real-
world applications.

V. HEPHAESTUS: A CROSS-CHAIN MODEL GENERATOR

Hephaestus! is a software system that generates cc-

models. It first captures local transactions ( ccevents) and then
generates cctxs. Those cctxs assist in generating the ccmodel,
along with a process discovery algorithm. Derived from the
cctxs we have the ccstate, which holds metrics of interest,
and a key-value store that represents the system variables with
regard to bespoke business logic.

The ccmodel holds a set of rules (as defined in Section III),
and dictates which cctxs should be issued. In particular, rules
define the order and dependencies of each ccevent that later
form a cctx. Such models can be specified or learned from the
environment. After that, such a model will continuously update
its cross-chain state in real-time during the monitoring phase
(Section V-D). This framework allows us to answer several
questions: What is the state of our cross-chain use case/pro-
tocol? Are there unexpected behaviors, i.e., deviations from
the model? What are the current bottlenecks of a given cross-
chain use case? and Is there suspicious behavior concerning
my use case, for example, an attack?

A. System Model

Cross-chain applications are structured as multi-step pro-
tocols with different types of agents. Agents are users (e.g.,
end-users, relayers [2], or protocol administrators) and smart
contracts. Users take turns doing off-chain processing and
interacting with one or more domains (e.g., submit transactions
against smart contracts). Agents are considered Byzantine,
i.e., they can attempt to deviate from a protocol. Smart con-
tracts enforce cross-chain logic. Specifically, smart contracts
running on different blockchains are trusted replicas in the
state-machine replication literature (similarly, each domain
is considered trusted, even if centralized). This assumption
implies that if a domain cannot be trusted, then safety on
cross-chain rule execution cannot be guaranteed. Domains can
only learn the state of other domains and their changes using
an agent. Of course, each domain must decide whether an
agent is telling the truth. This can be achieved with a cross-
chain protocol, where trust assumptions vary substantially [1].
Furthermore, we assume a partial synchrony model, i.e., there
is some finite unknown upper bound ¢ on the responses (e.g.,
event creation) from the underlying domains. Hephaestus
runs a global clock, i.e., it can measure time against different
domains, despite their clocks being different.

Our model assumes a cross-chain protocol that can provide
a set of rules such that the set of rules is enforced by
on-chain (e.g., smart contracts) and off-chain components
(e.g., relayers). In particular, for us to generate a correct
ccmodel, the execution of cross-chain transactions needs to
result in a consistent cross-chain state for a certain set of
rules. In our bridge example, the rules define that no double
spending occurs. This is, it is impossible to mint an asset
on a target blockchain without first locking it on the source
blockchain; similarly, it is not possible to unlock such an asset
on the source blockchain without first burning it on the target

'Hephaestus is the Greek god of metallurgy (that can connect different
chains into a single useful artifact.)
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Fig. 2. Cross-chain model pipeline, spanning from phases 2 to 5.

blockchain. We will elaborate on this use case in Section VII.
Liveness ensures that all cross-chain rules from a protocol are
evaluated (executed) timely. In our example, liveness means
that “conforming parties’ assets cannot be locked up forever”.

B. System Overview

After defining our domain scope (step @), a set of mod-
ified blockchain clients, called connectors issue transactions
against target blockchains via an application (step @). These
blockchains emit events (or transaction receipts) that our con-
nectors capture. Hephaestus then collects the local transac-
tions (also called transaction receipts) in step @ and generates
ccevents enriched with metadata. After that, it generates a set
of cctxs (@) and next, it generates a ccmodel (@). The
next section will illustrate the steps in finer detail. Finally,
the monitoring phase occurs (Section V-D), where events are
constantly monitored and used to update the ccstate. Business
logic can be defined to facilitate the integration with legacy
systems or to implement audit or monitoring functionality.

C. Cross-Chain Model Generation

This section explains how to generate a model, focusing
on phases @ to @ Our pipeline is divided into phases
(cf. Figure 2): @ Emit Local Transactions, @ Poll Local
Transactions, @ Create cctxs, and @ Create ccmodel. The
monitoring phase is illustrated in the next section.

In phase @, we start by listening to local transactions
in our domain set D. Each domain in our system has an
accessible event pool from which we can fetch the events used
to build the model. Without loss of generality, and to simplify
our reasoning, we look for local transactions in the domains
ledger £1 (@), and ledger Lo (). The considered trans-
actions are created and submitted by our connectors, C; and
C,, respectively. Transactions have a case id, meaning local
transactions without this special identifier are not considered.
Our clients capture the relevant transactions and send them
to the ccmodel generator, starting the next phase. In phase
@, the raw transaction receipts enter a processor module
that translates local transactions into a ccevent according to
a function map2event(tzs) — ccevent.

The output of phase @ are ccevents coming from L, @
eventy, and from ledger Lo, ) event, which we aggregate
onto a ccevent log, with events coming from different ledgers.
Therefore, events implement a standardized data model. After
constructing a set of events, we proceed to phase @ In this
phase, we receive an event log and output the cross-chain state
and a set of cctxs (via a createCCTXs function).

Algorithm 1: Cross-Chain State Update.
Creation of a cross-chain state from a set of ccevents

Input: Set of events £

Input: State update algorithm createCCState

Input: Cross-chain rules R

Input: Cross-chain state S

Output: Upon success returns cross-chain state S, and a

SYNC MOVE @
require verifySatisfability(e,R,S)
tuple (e nt, LOG .) if

-

Returns
nt do not

in

2 foreach e € £ do
3 // For each event in retr set
4 if 3S[e.casel D] then
5 // each cross-chain state key is indexed
b se ID.
6 cc = populateCCTX(S[e.casel D], e)
7 end if
8 else
9 | cc=updateccTx(S[e.caseID],e)
10 end if
11 S=8SUcc
12 S8 =crea tate(S, e.casel D)
// Calcule s the updated ccs ,
lgorithm is parametrizable

13 end f(;re;ziéh
14 return (S’, SYNC MOVE @)

Algorithm 1 illustrates step @ It receives the pro-
cessed ccevents from step @, a state update algorithm
createCCState, a collection of rules (as specified in the
use case), and the previous ccstate (could be empty). Note
that the ccevents follow the data model specified in Section
III. Algorithm 1 is responsible for monitoring that the events
follow the rules, and is executed from time to time. Further-
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more, it updates the cross-chain state (composed of metrics
and a key-value store).

First, we collect every event retrieved dynamically by the
connectors. A “require” check on line 1 verifies if the set
of ccevents respects the rules (see the defined rules for the
bridge use case in Section III). Note that the rules evaluation
might consider the current ccstate, which is why it is provided
to the verifiySatisfiability primitive. If the check
returns false, the algorithm returns an error and is handled by
the incident management component. We will describe more
details in the next subsection.

Otherwise, we iterate on the events from the set and
aggregate them into cctxs (lines 3-10). Note that cctxs are
indexed by caselD. Here, we create the metadata fields, namely
the metrics (latency, cost, throughput, in line 5) or update them
(in line 8) depending on if a cctx with identifier “caselD”
already exists. The populateCCTXs function assigns the
different metadata from ccevents and attributes (e.g., payload)
to the newly created cctx. The updateCCTx updates a cctx
based on the new information a ccevent carries. For example,
if the ccevent carries a cost, the new cost of the cctx will
have its cost incremented by e.metadata.cost. The new or
updated cctx is added or updated to our current ccstate.
Now, we need to update specific cross-chain semantics with
the function createCCState. We provide an example for
createCCState, Algorithm 2. This algorithm verifies if
the current event locks an asset on a source blockchain so
it can be minted on a target blockchain. It sets a bit to one
for each locked asset. Note that this function is illustrative
and does not reflect a complex lock-unlock mechanism. For
instance, the algorithm should check if an unlock with a newer
timestamp happened regarding a locked asset and perform user
management.

Having a cross-chain state, we initiate the ccmodel genera-
tion phase @ In this phase, we generate a ccmodel using an
algorithm G and the ccstate. Several graphical representations
are possible, such as a process tree or a BPMN model. We
provide details on this process in Section VI-D.

Algorithm 2: State update algorithm processCCState
- Verification of a lock transaction referring to asset a

Input: Cross-chain state S
Input: Case id id referring to the lock
Output: Updated cross-chain state S

1 foreach cctx € S do

2 if cctx.caselD = id then

3 // current event?

4 if cctxz.target == verifyLock A e.target == a
then

5 // f current event sy fie locl

6 S.lockedAssets[a] = 1 se a

to locked
7 end if
8 end if

9 end foreach
10 return S

D. Cross-Chain Transaction Monitoring

In this section, we explain how we monitor transac-
tions and detect non-conformance behavior, alleviating on-
chain bridge hacks. Non-conformance behavior can be one
of three: outliers, malicious intent (bug exploitation/attack),
or non-modeled behavior. The baseline for detecting non-
conformance is a ccmodel, which corresponds to a specifica-
tion of expected behavior. We define a set of traces belonging
to the set of all possible traces {t1,...,t,} € T as a current
execution of a cross-chain use case. For each trace being
executed, we consider a set of steps sy, ..., s,. We then take
the sequence of steps and perform alignment. Alignment-based
replay aims to find one of the best alignment between the trace
and the model. Each alignment creates a set of pairs (trace,
transition) such that for each pair, one of the following can
occur: 1) SYNC MOVE @ - both the trace and the model
advance in the same way during the replay, meaning we have a
match, 2) MOVE ON LOG @ - the trace that is not mimicked
in the model. This means there is a deviation between our
specification and the observed behavior.

The idea is now to retrieve incoming ccevents at every t
timesteps and build a trace. The current trace is constructed
and encoded in the ccstate. For every incoming event, the next
step of the trace is calculated and compared against the model
(i.e., compared against the set rule R). If a trace is SYNC
MOVE @.i.e., verifySatisfability returns true, then
it is common behaviour (expected). The state is updated and
returned. Otherwise, it is non-modeled behavior, and MOVE
ON LOG @, along with the point on the trace (current event)
that originated the error. The lesser ¢, the better liveness
a model provides and, consequently, the smaller the attack
window. This error triggers an incident response framework.
The framework defines how the incident should be investigated
as it can result from under-modeling or malicious behavior (for
example, an attack). The definition of an incident response
framework for briges is out of scope and is left for future
work. In any case, the end-user may inspect the event leading
to the trace and understand which parameter has caused such
behavior. Malicious behavior can come in different forms. The
most common are smart contract vulnerabilities holding the
business logic that realizes the use case. Many more attack
vectors exist, such as smart contract framework vulnerability,
dependency vulnerability, cryptographic vulnerability, network
attacks such as denial of service or network partitioning,
consensus manipulation, and others [40].

Upon detecting malicious activity, an incident response plan
can be put into practice and halt the bridge until a patch
is deployed, according to good practices [7], [41], [42]. The
most prevalent attack in bridges is a cross-chain double spend
[33], [43]: where the lock-unlock mechanism of such bridges
is bypassed. In this paper, we focus on this type of attack,
executed as a smart contract exploitation further elaborated in
Section VII-D.
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VI. IMPLEMENTATION

In this section, we present the implementation. The code is
available on Github?. We developed our work as a Hyperledger
Cacti (Cacti) [25] plugin. Cacti is a blockchain integration
project supported by enterprises such as Blockdaemon, Ac-
centure, IBM, and Fujitsu, with more than 270 stars and 80
contributors. Next, we detail this paper’s relevant technical
contributions and the implementation of Hephaestus.

A. Connectors

We implemented two blockchain connectors to connect
to multiple blockchains and retrieve transactions. Connectors
are self-contained application programming interfaces that
constitute the basis for interoperability functionality. The first
connector binds our software to Hyperledger Fabric 2.2 —
a permissioned blockchain system. Fabric is designed for
enterprise-grade applications that benefit from decentraliza-
tion. It supports smart contracts (called chaincode), that can
be written in several general-purpose programming languages.
The nodes execute proposals for transactions signed and sent
to an orderer node. Orderer nodes reach consensus on the order
of transactions, batch them into blocks, and link them, creating
the blockchain. Then, new blocks are sent to the nodes on the
network. Fabric has a key-value store that holds the most up-
to-date values from the blockchain - a desirable programming
model to implement a bridge; it allows chaincodes to retrieve
state without reconstructing the blockchain. We implemented
this connector, package name cactus-plugin-ledger-connector-
fabric in Typescript, counting ~5k lines of code. We wrote
16 integration tests, accounting for ~4k lines of code. The
connector supports functionality to issue transactions (trans-
act), deploy smart contracts (deployContract), send transaction
receipts to Hephaestus, and several administrative tasks
(such as registering a new user).

The second connector connects to a Hyperledger Besu
(Besu) 1.5.1 network. Besu is an open-source Ethereum
client, that also has capabilities to span private EVM-runtime
compatible networks. It allows for interacting with Ethereum
networks, including participating in the consensus process,
developing and deploying smart contracts and decentralized
applications. Besu implements proof of authority algorithms
such as IBFT (more suitable for private networks) and proof of
work (Ethash). We implemented this connector, package name
cactus-plugin-ledger-connector-besu in Typescript, counting
~5k lines of code. We wrote 14 integration tests, accounting
for ~3k lines of code. The connector supports functionality
to issue transactions (transact), deploy smart contracts (de-
ployContract), send transaction receipts to Hephaestus, and
several administrative tasks (such as obtaining a raw block
from the network).

B. Test Ledgers

We implemented tools to programmatically create test net-
works for Fabric and Besu, allowing for reproducible tests

Zhttps://rafaelapb.page.link/code

Concept ‘ Implementation Lines of code

Domain Fabric (£1), Besu (L2) -

Domain logic Bridge smart contracts 819

Ledger client Fabric (C.1), Besu (Cz2) 17k

Test ledger Fabric and Besu test ledgers 1.8k

Model Generator Hephaestus 5.9k
Process Discovery pmépy -
Process Conformance pmépy -

TABLE II

IMPLEMENTATION EFFORT AS THE NUMBER OF LINES OF CODE CREATED,
FOR EACH PRESENTED COMPONENT

and debugging of our application, namely the tools besu-all-
in-one and fabric-all-in-one. These tools not only allow the
reproducibility of our work but also ease the developers to
create new applications and build on top of Hephaestus.
The all-in-one test ledgers are divided into two parts: 1)
a test ledger manager, a Typescript program that launches,
administrates, stops, and destroys test ledgers by binding to
a process running a Docker container, and 2) Dockerfiles
defining the networks. The Fabric test ledger manager has
~1k lines of code. The Besu test ledger manager has 428
lines of code. Other test ledgers such as corda-all-in-one and
substrate-all-in-one are available for the research community.

C. Bridge and Smart Contracts

HYPERLEDGER 11

BESU

Hephaestus | <. HYPERLEDGER |

o | 4% FABRIC !

Rea
HYPERLEDGER I

Fig. 3. Cross-chain bridge across Hyperledger Fabric and Hyperledger Besu

We implement a use case of asset transfers across a Hy-
perledger Besu network and a Hyperledger Fabric network as
a foundation for testing Hephaestus capabilities. A cross-
chain asset transfer triggered by an end-user generates a set
of events representing an asset lock on a source blockchain
(Besu) and an asset unlock on a target blockchain (Fabric).
This lock-unlock mechanism assures that the representation of
a minted asset is pegged to a locked asset. In asset transfers,
there is typically a third-party actor called a relayer, which
carries the proof of a lock to the target blockchain, so the mint
can occur’. Alternatively, the user can provide proof. Without
loss of generality, we use the later representation.

The use case is implemented as follows: on the Besu
network, we have a Solidity smart contract “Locker” with
two methods: create asset, and lock asset. First, a user must

3We could model the relayers behavior in our use case, by adding two
activities: submit proof, which contains a payload that certifies that an asset
was locked from the source chain, and proof submission, a payload consisting
of a proof that validates the minting of an asset. These events would be added
by a system other than the mock blockchain (e.g., relayer).
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create an asset (step 1) and then lock it (step 2). On the
Fabric network, the Typescript smart contract “Minter” allows
a user to call the method mint asset (step 3), creating the
representation of the locked asset. Afterward, a user can freely
transfer that token to other users in exchange for other tokens,
using transfer asset (optional, step 4). Finally, if users want to
recover the original tokens, they run burn asset representation
(step 5). This procedure would unlock the assets on the source
chain (omitted for brevity).

D. Hephaestus Plugin

We implemented Hephaestus as a business logic plugin
for Hyperledger Cacti, written in Typescript. Its latest version
is version commit 8d8567e (stable branch), package name
cactus-plugin-cc-tx-visualization. The main class is CcTxVisu-
alization, which takes as input references different blockchain
connectors. The plugin can be run as a web service, inspecting
the event pools. After a local transaction is detected, the plugin
adds them to a temporary queue. Transactions are transformed
into events. From time to time, events are transformed into
cctxs (batched for efficiency). The data model for events and
metrics can be defined by the developer.

Hephaestus uses the cctxs to are used to build a cross-
chain state, which is made available to the applicational
layer. Models are built from ccevents, given as input to a
Python script (model generator) that, on its end, generates
the ccmodel. The model generator used the open-source li-
brary pmdpy version 2.2.20 [44]. We generate our model
using the Inductive Miner algorithm [45], and generate the
corresponding BPMN and process tree diagrams. Our plugin
counts ~5.5k lines of code. To identify misconformance,
we used an alignment technique, available in the confor-
mance_diagnostics_alignments function from the pm4py li-
brary, namely the Scipy linear solver tool.

VII. EVALUATION

Goals: The goals of the experiments are as follows. 1)
evaluate Hephaestus performance in terms of transaction
throughput, latency, and storage required. We also evaluate
the scaling capabilities concerning the number of local trans-
actions, activities, and domains. Goal 2) is to evaluate the
system’s capability to identify misconformance, given a base-
line ccmodel. In this section, we first conduct an experimental
evaluation, followed by a qualitative analysis and discussion.

Experimental Setup: We deployed an instance of
Hephaestus on Google Cloud (CPU with eight cores,
32Gb of RAM, SSD). The different event providers are
our Hyperledger Fabric connector, and the Hyperledger
Besu connector (version 1.0.0). We initialize a RabbitMQ
server serving our event collector rabbitmg-test-server. Event
emitters on the connectors are implemented as RabbitMQ
clients. Every experiment was run 50 times (where we
removed the first and last 10 runs, considering a total of
30 runs), and we report the average result, along with the
standard deviation, for each run. We share the scripts to
generate the plots and ccmodels, making the evaluation
process reproducible. Furthermore, we save the output of

each evaluation scenario* and the generated cross-chain logs’
and share it with the reader.

Metrics and Workloads: For each run, we capture the
following metrics: throughput (cctxs) and their latency, storage
cost, i.e., performance metrics. We test two scenarios under
variable workloads, which we present later in this section.
We characterize each scenario as a tuple (interoperation
mode, number of blockchains, event type, and workload).
The interoperation mode states what cross-chain feature we
are testing, asset transfers, asset exchanges, or data transfers.
While intuitive, for space limitations, we refer to [33] for
a detailed explanation. The number of domains reflects the
number of ledgers or other systems emitting events in the
scenario, namely Hyperledger Fabric, Hyperledger Besu, or
a mock blockchain (essentially, we only model the message
transmission). Finally, each workload contains details on the
number of events, activities, and domains in that scenario.
We implemented a workload generator that produces events
across different blockchains. Events are then captured by
Hephaestus.

A. Baseline: Dummy Use Case with Test Receipts

In this section, we depict the evaluation of our system using
a mock blockchain, interoperation mode asset transfer, within
a single domain. The workload consists of 6 events, 6 activ-
ities, with ccmodel generation algorithm G = inductive
miner.

The dummy use case represents a cctx composed of 6
ccevents. This transaction locks an asset from a source
blockchain and unlocks a representation of the same asset on
a target blockchain (typically using parties called relayers®).
Instead of using blockchains to collect receipts, receipts are
emitted by a single mock blockchain, which we call the test
blockchain. The mock blockchain processes transactions as
detailed in Section VI-C, namely create asset, lock asset, mint
asset, transfer asset (optional), and burn asset representation.

We measure the performance of the following phases (see
Figure 3a): the Infrastructure Setup (phase 1), the emission and
polling of local transactions, as events Emit Local Transactions
(phase 2.1), and Poll Local Transactions (phase 2.2), the
creation of cctxs, Create cctx (phase 3.1) and the creation
of the ccmodel, Create ccmodel (phase 3.2). The infrastruc-
ture setup includes setting the event emitters (connectors,
including creating blockchain networks and initializing the
connectors), setting the event collector (RabbitMQ server), and
setting up Hephaestus. The Emit Local Transactions phase
emits test events or issues transactions against the deployed
ledgers. The Poll Local Transactions waits for the events and
sends them to Hephaestus for processing. The Create cctx
generation includes mapping the local transactions to cctxs,

4Online: https://rafaelapb.page.link/cctx-viz-output

SOnline: https://rafaclapb.page.link/cctx-viz-csv

SWe could model a third-party responsible for carrying proofs of on-chain
execution, the relayer [1] - yielding two more events, in addition to the
modeled six. Those two extra events are modeled as activities: generate proof,
which contains a payload that certifies an asset was locked from the source
chain (the proof), and submit proof, an event asserting a transaction with proof
was submitted to be validated.
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Fig. 4. Figure a) shows the latency, in milliseconds, for each phase of
the baseline test scenario. Figure b) storage requirements, in kilobytes, for
a variable number of events.

and calculating cctx metrics. Figure 4a) shows the latency
phase breakdown for the emission of six events. We can
observe that the setup phase takes around 1.5 seconds, and the
most time-consuming phase takes approximately 3 seconds,
despite being mock transactions. Figure 5 shows the same
breakdown for a variable number of events. Table III supports
this figure by reporting the mean end-to-end latency for each
phase along with the standard deviation. Phases 1 and 2.2
remain practically constant. Phase 2.1 is sublinear. Phase 3.2’s
performance indicates that after a certain threshold (between
600 and 6000 transactions), the system starts bottlenecking.

We measure the storage required for generating, storing,
and processing events into a ccmodel. Figure 4b) shows the
required storage as a function of the number of events created.
The RabbitMQ container and respective runtime data occupy
257Mb and 72.4kB, respectively. The storage requirements
appear to be sublinear to the number of events - six events
(one cctx) occupy 789 bytes, while six thousand events occupy
around 6.6Mb. For a cctx, means each cctx occupies around
789 bytes + derived data (metrics, a few bytes). Since the
metrics are five floats, a date, a string with 128 chars, and a
list of events, each cctx occupies at least 937 bytes. Finally,
the cross-chain model generation phase includes parsing the
created cctxs and generating the ccmodel. The generated
BPMN model for the dummy use case scenario is represented
in Figure 5. Each cctx takes 985 milliseconds to build.

B. Use Case: Asset Transfer across Heterogeneous Networks

In this section, we depict the evaluation of our system using
two blockchains. The interoperation mode is asset transfer

Phase 1 [ Phase 2 [0 Phase 3 [
_— Phase 2.1 Phase 2.2 Phase 3.1 Phase 3.2

events I o I o I o I o I o

6 1397.53 83.06 | 047 0.51 | 3030.27 8.94 | 0.67 0.61 | 8351 195

60 1387.93 20.09 | 220 0.66 | 3068.97 19.07 | 1.27 045 | 872 0.93

600 1388.33 2226 | 13.03  3.02 | 3163.47 21.89 | 7.53 1.14 | 9821 151
6000 1392.20 18.05 | 116.97 20.67 | 3459.37 18.36 | 26.5 3.42 | 265.61 4.18

TABLE III

END-TO-END PROCESS LATENCY MEAN (1) AND STANDARD DEVIATION
(o), IN MILLISECONDS, AS A FUNCTION OF THE NUMBER OF EVENTS.

within two domains. The workload is composed of batches
of 6 transactions (2 Besu plus 4 Fabric), and 6 activities, with
ccmodel generation algorithm G = inductive miner.

Next, we illustrate an asset transfer between a private net-
work running Hyperledger Besu and a private network running
Hyperledger Fabric, implementing a cross-chain bridge. The
rule set for a valid cross-chain asset transfer is illustrated in
Equation 2, from Section IIl. The asset transfer process is
the same as in the baseline scenario, i.e., a cctx is composed
of 6 events, where two are local blockchain transactions. An
Hephaestus instance is connected to a Fabric connector and
a Besu connector. Each connector is connected to a Fabric net-
work version 2.2 and Besu network version 21.1, respectively.
The Fabric network consists of 2 peers and 1 orderer, using
Raft as the consensus protocol of orderers and LevelDB to
maintain the local storage in each node. The Besu network
consists of a solo node network. The use case explored in this
section follows the same transaction flow as the baseline, i.e.,
transactions create asset, lock asset, mint asset, transfer asset
(two of them) and burn asset representation are issued in this
order. This flow implements a simplified version of a cross-
chain promissory note transfer [23] between Hyperledger Besu
and Hyperledger Fabric. We used the smart contracts described
in Section VI. Figure 6 depicts the normal functioning of the
bridge, and also a scenario where double spending happens.

When testing the variable workload of 6-6000 events, the
“Infrastructure Setup” and “Poll Transactions Receipt” phases
take the most time, as expected. The median latency required
for these phases is 1392 and 3469 seconds, respectively,
for 6000 events. The infrastructure setup phase takes 90%,
56%, and 12% of the overall execution latency, while the
transaction emission takes 7%, 42%, and 88%, for 6, 60, and
600 transactions, respectively. Since these phases take most
of the execution time, we illustrate the breakdown of the
remaining phases, “Poll Local Transactions”, “Create cctx”,
and “Create ccmodel”, in Figure 4. The storage requirements
are similar to the baseline use case. For a 60-event execution,
we obtain that each cctx (6 events) takes 2,04 seconds to
construct.

C. Baseline Vs. Use Case

The bottleneck for both scenarios is the infrastructure setup
(phase 1) and transaction emission phase (2.1) or polling
transactions (phase 2.2). For the use case, the bottlenecks
are the infrastructure setup (phase 1) and receipt emission
phases (phase 2.1). We observe that the infrastructure setup
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Fig. 5. Latency for each phase of the baseline test scenario for a variable number of events.

H initialize asset H lock asset H mint asset

transfer asset

burn asset

Fig. 6. Generated business process modelling notation model for the events generated in the baseline phase.

and transaction emission phases occupy around 97%, 98%,
and practically 100% of the execution time, depending on
if we are emitting 6,60, or 600 events, respectively. This is
expected, and we conclude the bottleneck is the transaction
execution and commitment. In the dummy use case creating
receipts is a cheaper task than retrieving them; in this use
case, the inverse happens because executing transactions on
blockchains is generally an expensive task. In a production
environment, the cross-chain throughput is limited by the
finality speed of the underlying systems: the infrastructural
part of Hephaestus is efficient in issuing the transactions
and retrieving the respective receipts. Varying the number of
domains/blockchains should not affect the creation of cctx as
all transaction receipts are interpreted as ccevents. However,
a varying number of domains might influence the overall
latency of the system depending on their transaction generation
rate. In other words, the faster a domain is, the faster the
“Emit local transactions” phase will be, and consequently, the
faster cctxs and ccstate will be processed. The latency of a
cross-chain transaction cctz;, denoted by d(cctz;), will be the
sum of the individual latencies (in case local transactions are
sequential), or bounded by the slowest domain (paralellized):
d(ectx;) = max{d(dy),...,0(d,)}. Of course, this will de-
pend on the specific cross-chain logic, as there are cases where
some local transactions can be parallelized and others not.
We leave experiments on real-world bridges, with a variable
number of domains for future work.

The complexity of transforming the receipts into events
may vary significantly, but our experiments show a very low
overhead. Furthermore, the setup phase only needs to be
performed once. We conclude that our system is scalable in
terms of latency and extensibility.

D. Preventing Cross-Chain Double-Spends

In this section, we run experiments that allow us to evaluate
if Hephaestus can detect deviations from expected behav-
ior, namely detecting double-spends.

Expected cctx
Create, lock, mint, transfer, transfer, burn

POCODO® ®
XA KA

Create, X , mint, transfer, transfer, burn
Observed cctx

(a) (b)

Expected cctx

Transfer, burn, unlock, transfer

POO0O
KX L

Transfer, X, unlock, transfer
Observed cctx

Fig. 7. Double spend detection. Figure a) shows a double spend direction
source-to-target blockchain. Figure b) shows a double spend, direction target-
to-source blockchain.

Expected behavior, or the specification, is given by the
events we emit. After generating the ccmodel, we generate
another set of events, this time in the following order: create
asset, mint asset, transfer asset, burn asset. Note that the lock
asset phase is not present - this emulates a user attempting
to mint an asset without an appropriate lock (double spend
case one). This mechanism models what happened in real-
world bridge hacks, namely the PolyNetwork bridge (using
a truncated function signature hash collisions and forced
transaction inclusions) and the Meter bridge (via inconsistent
deposit logic) [43]. Events originate on the source chain @@,
or target chain (). Events can lead to a SYNC MOVE @ or
MOVE ON LOG @. The latter indicates the point in the cross-
chain model where an attack has happened.

Figure 7 shows the detection of double spending. We obtain
detailed alignment information about transitions that did not
execute correctly, namely the mint before the lock, according
to Figure 7a). While it is possible to obtain a set of detailed
metrics such as throughput and cost analysis of real-time
flows, we stick to the conformance of the process (the fitness)
for the sake of space. Fitness is a simple metric used in
process mining that consists in measuring the ratio between
SYNC MOVEs and MOVE ON LOGs. We obtain that a mint
should occur after it has occurred (" MintAsset’, ’>>'),
and fitness 82%. The trace generated by our implementation
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and the expected traces differ, originating a MOVE ON LOG
@ We leave the study of applying different process mining
algorithms to create cross-chain models of different real-
world interoperability systems for future work. Along with
this future work, we will study the different trade-offs be-
tween algorithms, including performance considerations (using
metrics such as recall, precision, accuracy, F-Score, and error
rate). Further research is needed to understand the optimal
algorithms for each bridge and user cohort.

Double-spends can also happen in the contrary direction
(Figure 7b). After a user bridged an asset, they can recover
it by burning the bridged asset on the target blockchain and
unlocking the original asset on the source blockchain. Dou-
ble spending occurs when a false proof-of-burn is provided,
making the user maintain the bridged token and the original
token. This attack happened on the Polygon/Matic bridge (via
incorrect proof-of-burn verification).

As soon as double-spends are detected, several defense
mechanisms can be activated [43], limiting the scope of the
attacks. If assets are frozen in due course, double spending
can be not only alleviated but prevented. In conclusion, our
system can detect several types of attacks directly mappable
to real-world occurrences, without loss of generality.

E. Discussion

Hephaestus contributes to mitigating bridge hacks by 1)
generating a ccmodel of the bridge protocols, allowing reason-
ing about the protocol flow, bottlenecks, and possible threats
and vulnerabilities, and 2) minimizing the attack consequences
by finding active monitoring and detecting suspicious behavior
in real-time. Cross-chain models allow expressing complex
cross-chain logic without having the protocol designer focus
on timeouts, missing or corrupted information, and the techni-
calities of ad-hoc protocols. This allows the designer to focus
instead on the business logic and its monitoring and achieve
a separation of concerns.

Our tool can be extended to incorporate an incident frame-
work that is activated upon detection of a MOVE ON LOG
(e.g., freeze certain types of transactions), according to what
is starting to be explored in the industry [42]. For this,
adequate ccmodel representations are needed. We generate
BPMN models, that are good for expressing the semantics
of a cross-chain use case graphically, but research on what
is an appropriate representation of cross-chain processes is
still lacking. An important assumption is that the model is
complete, i.e., models all the desired behavior. However, this
is not always the case, and some MOVE ON LOG events can
be false negatives. Creating robust models that tolerate noise
and evaluating those models is an evolving, core challenge
in the process mining area that would have repercussions in
generating and maintaining ccmodels [28]. A consideration of
cross-chain security is that cross-chain models are deemed cor-
rect when certain predicates on incoming events are satisfied.
To this end, designing the rules is of utmost importance, likely
to be an interactive process involving different stakeholders;
another consideration is that sometimes the events that are
checked against rules are not controlled by the bridge operators

- leaving a wide attack surface for hackers. Regarding privacy,
there are multiple views on the interoperability literature [46]—
[49]. It seems that the main property for cross-chain transac-
tions is unlinkability: the inability of an external observer to
link the lock to the mint transactions. However, our system
does not provide asset transfer privacy. Further investigation
on the security and privacy of ccmodels is needed.

Finally, our system is modular - new blockchains can easily
be supported. It has the potential to be integrated into cross-
chain APIs for such purposes. The possibility of retrieving
the cumulative metrics for all cctxs processed in the ccmodel
allows enhanced and fine-grain monitoring of cross-chain
logic. For example, the revenue and cost parameters can be
adjusted according to the use case, allowing semantically en-
riching each transaction. Associating cost and revenue values
to transaction receipts would help calculate capital profit taxes
for a certain jurisdiction, for instance.

VIII. RELATED WORK

Hephaestus is the result of an inter-disciplinary work that
combines the fields of blockchain interoperability, on-chain
analytics, and process mining applied to the blockchain.

A. Bridge Hacks and Monitoring

Lee et al. explored a systematization of cross-chain bridge
hacks that supports our modeling of double spend [43].
Although some work on bridge security has been done recently
[46], [49]-[54], the space still needs systematization. Our work
puts forward the cross-chain model, a concept that unites
several efforts in the area. The work by Zhang et al. [50]
seems to be the most similar to ours. The authors create a tool
to identify miss-conformance in the lock-unlock bridge mech-
anism. However, this work is directed specifically at bridges
and not arbitrary cross-chain use cases. On the other hand,
BUNGEE is a general-agnostic framework that inspires this
work. In this paper, a tool that produces consolidated views
over user activity on different blockchains [2] is proposed.
Hephaestus can complement BUNGEE to generate met-
rics, protocol behavior patterns, and individual user activity.
Hephaestus can be deployed over interoperability protocols
such as ODAP/SAT [23], [55], [56], XCLAIM [37], and many
others [1], to provide a monitoring layer.

B. On-chain Analytics

In the field of on-chain analytics, some industry solutions
exist and are well-adopted: the Dune tool allows to Explore,
create and share crypto analytics, including key metrics for
DeFi, NFTs, and more, expressive queries, and the visual-
ization of information in dashboards. Hephaestus would
allow for the creation of a cross-chain Dune tool by cross-
referencing transactions in multiple chains [57]. Chainanalysis
provides a dashboard for investigation, compliance, and risk
management tools to assert compliance with jurisdictions and
fight fraud and illicit activities [58]. For example, it allows
one to visualize the flow of funds and track movements
across currencies. Our tool would provide possibilities to port
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this monitoring for the cross-chain scenario. Metla finance
[59], Morali [60], and Rokti [61] allows a unified view of
user assets over different blockchains. Hephaestus would
allow extending the views to support arbitrary states across
blockchains. Certik provides a monitoring layer for analyzing
and monitoring blockchain protocols and DeFi projects, but
only from a security perspective [62]. Token Flow is the
closest work to ours, an analytics tool to track cross-chain
asset transfers [63]. However, Token Flow does not support
arbitrary cross-chain use cases. On the academic side, we have
several tools that allow on-chain analysis of smart contracts
for security purposes [40], [64], [65], performance [66], [66],
[67], compliance and anti-fraud [68], and others [69], [70] .
However, such projects provide a sort of meta-view over user
activity, do not provide specific information about interaction
with protocols, and are not generalizable, contrarily to this
work.

C. Process mining on blockchain

In the process mining area, some work has been done to
apply it to the blockchain. In [71], the authors used process
mining techniques to specify the behavior of the Augur pro-
tocol, discovering bottlenecks and proposing improvements.
Some tools to automatize the creation of process models from
blockchain protocols to facilitate multiple goals have been
proposed [72]-[75], but none for the cross-chain scenario.

IX. CONCLUDING REMARKS

The need for multi-chain applications introduces additional
challenges to end-users and developers, where we emphasize
new attack vectors and a large attack surface. The exploitation
of these threats leads to large-scale attacks on cross-chain
bridges. We propose Hephaestus to address this problem.

Hephaestus generates cross-chain models from observed
cross-chain events. By associating a set of transactions with a
set of rules, transactional flow can be monitored and, there-
fore, deviations from the idealized process can be detected.
This allows to timely act upon suspicious behavior that can
indicate an attack. We implemented Hephaestus, several
blockchain connectors, test ledgers, and a workload generator.
Our evaluation includes creating a cross-chain use case on
asset transfers (i.e., a bridge) composed of a pair of smart
contracts and cross-chain logic. We tested our system with
variable workloads to assess the performance and reliability
of Hephaestus. We conclude that we have low latency in
generating ccmodels for the given use case and that our tool
can scale with the number of blockchains and cctxs.

We pave the way to enable a better user experience for
the end user and protocol operators by enabling the analy-
sis, monitoring, and optimization of ccmodels. In particular,
Hephaestus can be applied over established blockchain
interoperability protocols, serving as a monitoring and audit
layer, providing better response capacity and thus enhanced
proactive security. Use cases such as reconfiguring wallets
across chains, better user interfaces for fund tracking across
different chains, managing additional base layer tokens for
gas, doing tax reports, and analyzing cross-chain maximal
extractable value do not need to be complicated.
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Conclusions

This chapter concludes this thesis. Section 7.1 provides evidence of how the developed work validates the
thesis statement. Section 7.2 summarizes and discusses our contributions and respective implications on the
academia, industry, and society. Finally, we present open challenges and future research directions for the next

generation of robust IMs.

Figure 7.1: Blockchain city allegory: each building is a blockchain, interconnected by blockchain
interoperability protocols, the “roads”. An interconnected ecosystem will sprout synergies that might
change the course of the technology. Generated by DALL-E-3. Prompt: Vector image of the futuristic
cityscape with the unique blockchain-shaped buildings.
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7.1 Thesis Hypothesis Validation

Based on the theoretical and empirical observations collected from the contributions posed throughout this
thesis, this section aims to test the proposed hypothesis: IMs providing interoperability across the technical,
semantic, and organizational layers can securely implement the requirements of both centralized and de-
centralized organizations. For this, let us focus on Table 7.1, which maps the research questions, respective
associated requirements, contributions, and respective publications, serving as a reference point for reasoning

about the thesis hypothesis:

RQ1 - How to assess the interoperability capabilities of an interoperability mechanism? - Addressed by P1 [100]
R1.1 - Systematic classification of IMs
C1 - A unified conceptual model and classification framework for blockchain interoperability solutions;
R1.2 - Robust assessment of IMs
C2 - A framework to assess the interoperability capabilities of a system utilizing multiple DLTs [...]
R1.3 - Framework to choose an IM based on use case requirements
C3 - A pair of decision models that allow one to choose a blockchain interoperability solution [...]

RQ2 - How can IMs provide technical and semantic interoperability (and provide the basis for organizational interoperability)? - Addressed by P2 [4], P3 [83]
R2.1 - Privacy-preserving standardized data format for accountable interoperability;
C4 - A common data format for accountable and privacy-preserving interoperability - blockchain views.
R2.2 - Gateway-based interoperability framework and architecture;
R2.3 - Gateway reliability, decentralization security and privacy assessment
C5 - Blockchain gateway paradigm as the enterprise-grade IM for auditable, private, and reliable interoperability
R2.4 - Gateway interoperability and standardization
R2.5 - GuaranteeACIDC properties for gateway-operated transactions.
C6 - Technical architecture, protocols, and algorithms to guarantee ACIDC properties for transactions

RQ3 - How to add robustness to blockchain interoperability mechanisms from a security perspective? - Addressed by P4 [151], P5 [104]
R3.1 - Reduction of the attack surface for IMs and cross-chain applications
R3.2 - Secure decentralization of the IM
C7 - Protocols, algorithms [...] for decentralized, secure blockchain interoperability based on [...] SNARKs
R3.3 - Strategy for monitoring attacks to cross-chain application
C8 - Protocols, algorithms [...] for continuous monitoring and incident response of blockchain bridges.

Table 7.1: Contributions of this thesis per research question, respective requirements, and associated
publications. Note that C5 addresses R2.2 and R2.3. Likewise, C6 addresses R2.4 and R2.5; C7 ad-
dresses R3.1 and R3.2.

Taking into consideration the addressed research questions, let us focus on the following views on the contri-

butions of our work:

« in order to address the problem space and the answer the formulated research questions, we proposed
theoretical artifacts (e.g., principles, conceptual models, classification frameworks, technical architec-
tures, protocols), contributing to the theory of blockchain interoperability. Moreover, we provided a solu-
tion space that yielded practical contributions (e.g., algorithms, protocols, assessments, protocol instanti-

ations, code), showing that the associated requirements can be satisfied in practice.

« evidence showcasing the improvement of the status quo. We proposed theoretical and practical contri-
butions that show considerable improvements over the state of the art. We provided the first systematic
framework to classify IMs, in Chapter 2. We proposed the blockchain view concept as a standard data format
for blockchain interoperability, the first to cater to both centralized and decentralized systems, in Chapter
3. We proposed Hermes as a reliable and secure gateway-based system, catered to satisfy technical and
semantic interoperability while providing the basis for organizational interoperability. Hermes is suitable
for enterprise-grade needs (Chapter 4). We developed Harmonia, showcasing its advantages against what
was previously the state-of-the-art frameworks for developing secure cross-chain applications suitable for
permissionless blockchain use cases (Chapter 5). We developed the first method based on process mining

to protect blockchain bridges, in Chapter 6.

» from the research corpus, we derive practical implications to the academia and the industry. We demon-

strated the possibility of blockchain interoperability to be securely realized across heterogeneous infras-

142



tructure (centralized systems, private decentralized systems, public decentralized systems) with the hybrid
blockchain approach. In particular, this category of solutions is enabled by the gateway paradigm, the first
blockchain interoperability paradigm tailored for enterprise-grade integrations. Likewise, a new SNARK-
based framework to build cross-chain applications, anchored by the cryptography behind zero-knowledge
proofs enables connection to permissionless infrastructure without the disadvantage of centralization. Fi-
nally, we proposed new methods for vulnerability discovery and attack mitigations on cross-chain applica-

tions (with a focus on cross-chain bridges), in order to protect users that use hybrid applications.

We show that the proposed contributions satisfy the formulated research questions, improve the state-of-
the-art, and unravel significant implications. Therefore, we believe these groups of arguments provide strong
evidence to support the thesis statement. As a result, we expect increasing attention given to this field of
research, the development and enhancement of incident response infrastructure, the development of organiza-
tional and legal interoperability in DLTs, and the flourishing of new use cases using hybrid blockchain applications,

particularly where the thesis statement is verified.

7.2 Thesis Contributions and Implications

In the course of this thesis, we addressed different challenges associated with blockchain interoperability.
Figure 7.2 showcases the technical architecture and their interdependencies of the solutions developed in this
dissertation, following the C4 model [152]. The C4 model complements classical UML diagrams. C4 is known for

its simplicity and expressiveness [153].
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Figure 7.2: C4 model of the solutions developed in this dissertation and their dependencies.

The overall proposed set of systems to realize “secure interoperability” subsumes a set of five main com-
ponents: Hermes [83], for powering interoperability for centralized systems and permissioned DLTs; BUNGEE,
supporting the data format that Hermes uses; Hyperledger Cacti to deploy SATP, Hephaestus, and provide the
ability to connect to permissioned blockchains; Harmonia [151], for powering interoperability for decentralized
systems; and Hephaestus [104], to secure Hermes and Harmonia. The user can combine a subset of our proposed
solutions to enable interoperability on their decentralized application. Instantiations include the SATP protocol

based on Hermes and our crash-recovery draft [154] and hosted in Hyperledger Cacti, realizing diverse use cases
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such as providing interoperability capabilities for central bank digital currencies [45]. Another example is the
horizontal interoperability layer in the Portuguese Blockchain Agenda project that will leverage SATP as its inter-
operability protocol and Hephaestus as the monitoring layer. Both technologies will be made production-ready
for this project. Our work on Harmonia has been deployed in the Gnosis cross-chain bridge called Hashi'.

The conducted research gave rise to the following contributions and their respective implications. We elabo-
rate on each contribution in the light of the research question it answers. Non-scientific contributions that were
the output of this doctoral program can be found in Appendix A. The first three contributions answer RQ1: How
to assess the interoperability capabilities of an interoperability mechanism?. To assess a blockchain interoper-
ability solution, one needs to be able to systematically classify them (C1), assess them (C2), and have a decision

model to perform the decision (C3).

C1: A unified conceptual model and classification framework for blockchain interoperability solu-

tions

Every technology undergoes a series of steps (lifecycle). Blockchain can be considered to be in its growth/-
maturation phase [155, 1, 156]. As such, many of its concepts, namely the ones connected to interoperability, are
still being iterated. Such iterations bring clarity to adopters and provide a common language for reasoning about
the technology. The creation of a conceptual model and classification framework serves as an indispensable tool
for the systematic categorization and understanding of diverse concepts and methodologies in a research area.

This contribution delivered a unified conceptual model and a classification framework for blockchain inter-
operability solutions. The conceptual model was the refined aggregate of previous research that explained the
same concept differently (for example, a transaction transferring data or assets across chains can be called
cross-blockchain transaction [65, 157], cross-chain communication [64] or cross-chain transaction [111]). Our
contribution at [100] provided a simplified conceptual model to reason about blockchain interoperability con-
cepts, including the concepts of DLT Protocols, DLT Networks and DLT subnetworks, interoperability (vertical
and horizontal), interoperability mechanism, cross-chain application (also known as multiple DLT decentralized
application), and cross-chain transactions. Such a conceptual model is pivotal in establishing a coherent structure
for the vast and rapidly evolving field, enabling researchers and practitioners to navigate, relate, and build upon
existing knowledge effectively.

On the other hand, the classification framework proposed in the same work had several goals: 1) introduce
the solution landscape in light of the different interoperability layers and interoperation modes; 2) capture the
complexity and nascent solutions that previous work did not account for; 3) present the types of interoperability
solutions, as opposed to focusing on technical details. This allows researchers to focus on the grand picture,
leaving implementation details for developers. This yielded two groups of solutions that abstract technical details
from previous work [65]: oracles [158, 159, 160] and cross-authentication [161, 162, 163, 164, 165]. The proposed
types are presented in detail regarding their architecture, protocols, advantages, and disadvantages, providing a

holistic view for the researcher to reason about specific implementations.

Implications
A unified conceptual model and classification framework allows researchers and practitioners alike to share a common
understanding of the area and for them to reason about specific implementations. A sound reasoning about the available

solutions allows the researcher to understand potential classification frameworks.

Thttps://github.com/gnosis/hashi/pull/15
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C2: A framework to assess the interoperability capabilities of a system utilizing multiple DLTs (in

terms of potentiality, compatibility, and performance), based on the defined conceptual model

Little work has been done on systematically comparing interoperability solutions due to the considerable
challenges that a lack of a uniform API and concrete benchmark datasets brings. However, the first steps are
taken: we provided a framework for assessing interoperability solutions systematically [166, 100]. While writing
this dissertation, benchmark studies started appearing, albeit scarce [167, 168], with promising results. In
particular, Chervinski et al.’s work illustrates how systematic evaluation of IMs can show problems with transaction
confirmation latency, bottlenecks in the blockchain’s node implementation, and concurrency issues, paving the
way for cost optimization. Our work shows that the studied interoperability solutions (e.g., Lifi [169]) show some
interesting insights. First, the fees involved in a type of IMs called bridge aggregators appear to be a function of
the gas price on the destination network, contrarily to the source. Second, the latency of a cross-chain transaction
appears to be at least twice of the source chain (up to around ten times its latency). Finally, some solutions are
optimistic, meaning they act on the target blockchain before confirmation on the source chain. Consequences
for cross-chain logic relative to reorganizations of the source chain prior to the target chain transaction being
executed are not obvious. To the best of our knowledge, a method does not exist to rebalance the cross-chain
state after it has entered an inconsistent state.

Furthermore, methodology and empirical studies to assess components around cross-chain solutions, which
contribute to the understanding of the first, have been proposed. For instance, systematic benchmarks of cryp-
tographic primitives [170], libraries, compilers [171], and interoperability-related technologies such as SNARKs,
STARKs, [172] have been done. Studying interoperability solutions in the Web3 world will also give back to tradi-

tional interoperability research, as we collect insights on integrating centralized with decentralized systems.

Implications

The provided guidelines and assessment framework allow researchers to systematically assess interoperability solutions.
This unravels new research directions (e.g., benchmarks, metrics). It helps researchers uncover bottlenecks and to
optimize their solutions. Furthermore, it allows for the dissemination of relevant information that can be used not only

to classify the IM, but to assess its viability as a solution to a business problem.

C3: A framework that allows one to choose a blockchain interoperability solution, considering a

set of criteria defined by our blockchain interoperability model

Following a systematization of concepts in the field, and respective techniques to compare solutions, we
now provide a decision model for researchers to choose an interoperability solution, based on several criteria.
These criteria stem from computer science interoperability research [89]: potentiality, compatibility, and per-
formance (PCP). While all criteria were well-documented in the literature, specific applications for blockchain
interoperability were missing, hence our contribution. In particular, we proposed two decision models that as-
sist in selecting the appropriate functionality and infrastructure according to the PCP assessment criteria. The
necessity of providing two different decision models stems from a good engineering practice of decoupling respon-
sibilities. In fact, the deployment and operations management of an IM and their functionality can be decoupled
and delegated to different parties. This is particularly useful because many companies in the space delegate node
operations to infrastructure providers such as Blockdaemon [87]. Although most solutions are still not systemat-
ically evaluating their solutions, we highlight the following example that evaluates an IM in detail, according to

our framework (namely performance-wise) [168].
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Implications
The two proposed decision models assist researchers in choosing the infrastructure and functionality for a specific
implementation of a blockchain interoperability solution, considering their need in terms of potentiality, compatibility,
and performance. This streamlines projects integrating centralized with decentralized systems.

Contributions C4-C6 answer RQ2: How can IMs provide technical and semantic interoperability (and provide
the basis for organizational interoperability)?. For an IM to be able to provide organizational interoperability,
support for technical and semantic interoperability needs to be delivered (although necessary, they may not be
sufficient conditions). Furthermore, we put forward a new set of conditions that we expect to respect the min-
imum necessary conditions for organizational interoperability. First, IMs need to be able to communicate data
in a privacy-preserving manner, promoting accountable interoperability (C4). Next, we propose an interoper-
ability paradigm based on the internet gateway model (C5). Finally, we contribute algorithms and protocols for

guaranteeing atomicity and other desirable properties of cross-chain transactions across gateways (C6).

C4: A common data format for accountable and privacy-preserving interoperability - blockchain

views.

BUNGEE is the protocol proposing a common data format for accountable and privacy-preserving interoper-
ability. To understand the contribution of BUNGEE, it is useful to recall some Internet protocols. HTTP (Hypertext
Transfer Protocol) is the foundation protocol for data communication on the World Wide Web. It defines the pro-
tocol for transferring hypertext requests and information on the internet, being adopted worldwide. It allows
the exchange of information in a predictable and standardized way. Such protocols allow for defining applica-
tion programming interfaces (APIs). APIs provide a set of rules and specifications that allow different software
applications to communicate with each other. By defining the methods and data formats that should be used
for interaction, APIs facilitate the integration of disparate systems, enabling them to work together to achieve a
common goal.

The infrastructure created by these technologies can be augmented to the blockchain scenario. Many blockchain
protocols define APIs using the architectural styles REST or Remote procedure call (RPC), allowing developers to
create communication protocols on top of it. This contribution defines the interfaces and data formats (technical
interoperability) to realize protocols such as SATP (semantic interoperability). We call the data format that rep-
resents arbitrary state of any blockchain a blockchain view. Specific implementations of blockchain views can use
different architectural styles, catering to permissioned DLTs, permissionless DLTs, and centralized systems. Thus,
the view is a format that can be used in the interoperability context by overriding data formats from heterogeneous
systems. Moreover, such data format must cater to flexible privacy requirements since centralized organizations
might require them. By defining algorithms and interfaces for merging and processing views according to different
privacy policies, one can define and enforce privacy requirements, allowing privacy-preserving interoperability,
a necessary condition for some hybrid blockchain applications. Moreover, the merge, integration, and processing
of views are standardized to be made in an accountable way (namely, BUNGEE signs operations done over the

view, ensuring accountability).

Implications

A privacy-preserving friendly data format and standard to communicate arbitrary data across centralized and decen-
tralized systems. It allows interoperability with less engineering overhead, while providing the necessary assurances for

decentralized systems.
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C5: Blockchain gateway paradigm as the enterprise-grade IM for auditable, private, and reliable

interoperability.

As new regulations about tokenized assets come into force [173], there is renewed interest in developing
the Web3 ecosystem that enables the Internet of Value. While public blockchains remain fundamental building
blocks for Web3 asset networks, private DLT infrastructure is being tailored for centralized infrastructures. As
a consequence, the same software stacks are beginning to be re-used in these permissioned environments. As
such, enterprises struggle to guarantee certain properties that blockchains traditionally do not grant: privacy,
strong accountability [4], and the ability to roll-back transactions [83]. This challenge is particularly notorious
in the cross-chain setting [174]. This contribution introduces the blockchain gateway paradigm, an answer to
the reconciliation between centralized and decentralized technologies. In this paradigm, blockchain gateways
mediate the interoperability across network boundaries, much like gateway routers in the internet architecture,
being able to provide certain degrees of privacy and accountability. Gateways operate as logical network bound-
aries, which can coincide with jurisdictional boundaries - such border control is appropriate to manage tokenized
regulated assets. SATP-powered gateways allow voluntary asset transfers of digital assets from the origin network
to a destination network in such a way that evidence of the transfer can be verified by a third-party audit in the
case of disputes. The origin and destination networks are assumed to share a common understanding of the digital

asset, which requires a degree of organizational interoperability in production.

This kind of work also briefly touches legal interoperability. In particular, common regulations that virtual
asset service providers need to abide by are the travel rule [175] and FAFT recommendation 15 [176]. In practice,
the implication of these regulations, among others, is that crypto-exchanges and other types of virtual asset
service providers is that they must be able to share the originator and beneficiary information for virtual asset
transactions. This process - also known as the Travel Rule - originates from “under the US Bank Secrecy Act (BSA
- 31 USC 5311 - 5330), which mandates that financial institutions deliver certain types of information to the next
financial institution when a funds transmittal event involves more than one financial institution. This customer
information includes (i) originator’s name; (ii) originator’s account number (e.g. at the Originator’s VASP); (iii)
originator’s geographical address, or national identity number, or customer identification number (or date and
place of birth); (iv) beneficiary’s name; (v) beneficiary account number (e.g. at the Beneficiary-VASP)” [177].
Therefore, we expect blockchain gateway standardization work to accelerate research not only on organizational

interoperability in the medium term, but also legal interoperability, in the medium-long term.

Implications

Our blockchain gateway paradigm provides, for the first time, the technical basis for enterprises to systematically
implement recommendations and abide by the law when it comes to manage their activities in the Web3 world.
Gateways allow to guarantee privacy and accountability in interactions across centralized and decentralized systems, by
transacting with blockchain views and enforcing an audit log. Furthermore, by means of connecting gateways operating
in different blockchains, we can now perform cross-chain asset transfers in a traceable, auditable, and privacy-preserving
way?. Such a model is in the inception of standardization efforts such as the Secure Asset Transfer Protocol at the

Internet Engineering Task Force [178].

ZBlockchain gateways operating on privacy-preserving blockchains are the currently known best candidates for private data
and asset transfers. However, more research is needed [121].
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Cé6: Technical architecture, protocols, and algorithms to guarantee ACIDC properties for transac-

tions amongst gateway-based IMs.

The previous contribution alleviates privacy and accountability problems for interoperability involving cen-
tralized systems with decentralized systems, or involving private DLTs. However, the need to roll-back trans-
actions [83] is typically not provided by most IMs. This is due to several reasons, the most notorious being the
fact that blockchains are tamper-resistant systems that do not allow rollbacks in normal circumstances. The
present contribution provides a fault-tolerant middleware that assures atomicity, consistency, isolation, dura-
bility, and accountability of cross-chain transactions. This solves a problem that has been dealt optimistically.
Imagine a cross-chain transaction when A happens, B happens. However, A got reverted. Most solutions ensure
this does not happen by waiting for enough confirmations (thus raising the probability that transaction A will not
get reverted) [116, 1]. However, sometimes, that does happen [179], and the state of cross-chain applications is
left in an inconsistent state. This contribution adds a safety guarantee by defining and enforcing rollback logic,
which is desirable for companies to use IMs in their software stack. Furthermore, we extend blockchain gateways
with a crash recovery mechanism, which handles the rollback logic as a function of when a crash occurred in a
gateway. By choosing the specific recovery model, the developer can tailor the recovery process to their organi-
zation’s technical infrastructure, assuring that gateways keep a consistent cross-chain state even in the presence

of crashes.

Implications: For Researchers
Our work on atomic cross-chain interoperability was one of the first, in 2021, inspiring multiple improvements by the
academia over the years. For example, [180, 181, 182] generalizes our asset transfer to smart contract invocations.
We foresee that an integration of such methods will lead to more performant, secure ways to realize atomic general
purpose interoperability.

Implications: For Practitioners

While we cannot provide transaction atomicity across chains in the literal sense of the word, the best we can currently
do are abstractions that provide ACID properties under certain conditions (probabilistic atomicity using rollbacks). Such
solutions are instrumental for the industry to implement dependable bridges and rollback if necessary [174]. This way,
one can implement transaction rollback (e.g., in case of a malicious transaction), redactions across blockchains [174],

and rebalancing of invalid cross-chain state.

Contributions C7 and C8 answer RQ3: How to add robustness to blockchain interoperability mechanisms
from a security perspective?. These two contributions focuses on increasing the resiliency of current solutions, in
face of the numerous attacks [121]. First, we study the applicability of verifiable computation (SNARK) technology
to create a novel interoperability solution class, as a means to reduce the attack surface that attackers exploit.
We explore its secure decentralization as a means to increase its robustness (C7). As all solutions are exploitable,
potentially including our own at contribution C7, we design a novel strategy for monitoring attacks on cross-chain
applications. The rationale is to proactively secure applications by responding as soon as an attack commences,

limiting damages (C8).
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C7: Protocols, algorithms, technical architecture, and frameworks for decentralized, secure blockchain

interoperability based on the cryptography behind zero-knowledge proofs (namely SNARKSs).

The interoperability research field until 2023 contemplated mostly local verification, trusted third parties,
local verification, and native state verification (mostly inclusion proofs). In 2023, we proposed, shortly after a
similar project [183] a validity proof-based interoperability mechanism using SNARKs for heterogeneous chains,
Harmonia. The key intuition of the paper is that SNARKs can be used to prove that the consensus rules of a source
chain are correctly executed, and then verify them on a third-party blockchain, succintly. This yields the first
practical, cost-effective, secure, and decentralized interoperability mechanism. A key contribution of Harmonia
is reducing the attack vector for applications relying on the Ethereum blockchain state in several ways. First, it
reduces dependencies on trusted third parties, generally agreed to be the most effective way to secure IMs [121],
and thus, no external trust assumptions are introduced (external trust assumptions accounted for the majority
of cross-chain bridge hacks [121]). The security of the interoperability processes is anchored on the consensus
of the source chain and the cryptography behind SNARKs. Second, any node has the autonomy to connect with
the network, relay block headers, produce proofs, and secure rewards, and thus the solution is decentralized and
resilient to censorship resistance. The second key contribution is the improvements proposed to Ethereum’s light
client protocol that has critical flaws. While interesting in itself, this proposal carries significant implications as
it increases the robustness of Ethereum as the source chain for interoperability, until the Ethereum protocol does
not incorporate the security of the whole validator set for the light sync committee.

From a user perspective, Harmonia provides an adaptable and extensible design. Harmonia-powered applica-
tions can introduce their unique verification processes and functionalities, enhancing their breadth of applica-
tion (e.g., transaction validation via supplementary Merkle proof). By distinguishing the interoperability mech-
anism from the cross-chain logic, Harmonia simplifies the integration of decentralized applications with several
blockchains that can support the verification of SNARKs. Our research shows that the decentralization, latency,

and monetary costs are appropriate, given the security benefits.

Implications
Harmonia provides the first comprehensive framework to deploy cross-chain applications with strong security, liveness,
and decentralization, while providing acceptable costs. We demonstrate the suitability of this paradigm via our instan-
tiation of the framework with DendrETH. We foresee that SNARK-based bridges will slowly dominate the industry,
with possible privacy extensions [121]. Some solutions are already looking to migrate from more centralized schemes
to this paradigm [184, 185].

C8: Protocols, algorithms, technical architecture, and frameworks for continuous monitoring and

incident response of blockchain bridges.

Recent years have witnessed significant advancements in cross-chain technology. However, the field faces
two pressing challenges when it comes to security. Hacks on cross-chain bridges have led to monetary losses of
around 3 billion USD [121], highlighting flaws in security models governing interoperability mechanisms (IMs) and
the ineffectiveness of incident response frameworks. The authors understand that no solution is impervious to
attacks despite best efforts to diminish its likelihood. For example, several interoperability solutions marketed
themselves as “security-first”, and despite best-efforts, they were exploited [104, 186, 121]. Therefore, the au-
thors understand that the solutions based on the delivered contributions are susceptible to exploitation. As such,

the present contribution focuses on actively preventing and, if not possible, swiftly reacting and recovering from
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attacks. We propose, for the first time, a process mining-based technique to infer bridge processes automatically
and detect deviations from the normal process. This is done by either modeling and inputting the cross-chain rules
to Hephaestus or letting Hephaestus deduct the cross-chain rules by observing cross-chain transactions. Either
way, a cross-chain model is constructed that contains the rules that are expected to be verified with regard to
transactional flow. Response to deviations from those rules can be programmed. A rule of thumb we propose
is for alerts to be emitted to trigger an incident response mechanism, which takes proactive steps to defend it.
While there is little work on incident response frameworks for cross-chain bridges [121, 187], we hypothesize that

such frameworks would follow traditional cybersecurity incident response practices [188].

Implications: For Practitioners
The present contribution models the security of a bridge based on local events. Modeling security allows developers to
define security metrics and their monitoring based on a wide array of implementations (process mining [104]), formal
methods [189], and already large language models [190]). The present work opens up future research directions on

studying tradeoffs between different incident response mechanisms and processes.

7.3 Future Work

Interoperability is a field in continuous evolution and has been an important topic of interest since the 1980s.
Accompanying this evolution, the notion, underlying concepts, and frameworks have evolved to cater to new
technologies, techniques, and application domains. We predict that the field will continue to evolve to cater
to future needs, as corroborated by other researchers. In each chapter of this dissertation, we highlight the
limitations of the research publication it points to, as well as future research directions. Nonetheless, we update
the future research directions of each publication as of January 2024. Below, we highlight potentially relevant
research for future work according to the chapters presented in this dissertation.

The listed directions for future research can be essentially divided according to their aim: 1) application
, 2) extension , and 3) exploration .

The application category states that the developed principles, frameworks, decision models, and algorithms
can be used to enable interoperability, can be applied in alternative real-world use cases to realize semantic
interoperability. Furthermore, the presented technical contributions enable organizations to cooperate via the
proposed IMs and achieve organizational interoperability. The “Extension” is a placeholder for the work that can
be refined and augmented to 1) guarantee their further improvement in terms of performance, privacy, con-
nectivity, security assurances, and decentralization, and 2) solve new problems (e.g., using interoperability for
security robustness, the so-called blockchain of blockchains approach [65]; using interoperability for increased
performance; using interoperability for risk management, and so on). Finally, the proposed work can be lever-
aged to explore, evaluate, and validate existing cross-chain applications or interoperability mechanisms, through

“Exploration”.

7.3.1 Do You Need a Distributed Ledger Technology Interoperability Solution?

. create a database of existing DLT Protocols, DLT Networks, and DLT Subnetworks (similar to chain-

list.org but also supporting permissioned infrastructure);

. identifying the technical capabilities of networks and subnetworks (e.g., supported hash functions,

signature schemes, asset types);
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incorporate security, privacy, and decentralization on the decision model (similarly to how it is
depicted in [167]);

formalization of technical requirements for DLTs to be interoperable;
include standardization support on the decision model;
provide fine-grain evaluation of compatibility by defining sub-levels for the latter;

apply the compatibility assessment for enterprise-grade IMs to assess compliance with standards

and/or regulations;

on the performance assessment, empirically assess what is “acceptable” latency, throughput, trans-

action costs, and carbon footprint, possibly for specific groups of IMs;
create a comprehensive benchmark test suite for comparing IMs and cross-chain dApps;

create a comprehensive database of classified IMs against the proposed framework;

7.3.2 BUNGEE: Dependable Blockchain Views for Interoperability

7.3.

provide more complex merging algorithms for real-world use cases;

using views to support cross-chain state creation, management, and visualization.

views for blockchain state migration;

support Byzantine-fault tolerant blockchain view generators for fault tolerance and reliability;

support zero-knowledge proofs for 1) enhanced privacy of the view generation, view processing, and
view integration processes and 2) trustless verifiability of the view generation, view processing, and view

integration processes;
extend blockchain views used in SATP to support centralized systems;

study privacy and other compliance requirements for specific regulations;

3 Hermes: Fault-Tolerant Middleware for Blockchain Interoperability

leverage SATP for asset transfer IMs that implement organizational interoperability;
support optimistic and pessimistic commitments for SATP and respective rollback strategies;
support coordinator gateway crashes (i.e., SATP using three-phase commit [191]);

support for aggregating asset and data transfers in a single transaction for cost reduction;

determine what is the right level of privacy for storing on-chain versus off-chain gateway logs (this

includes studying organizational interoperability);
high-scale performance assessment of gateway networks, similarly to [168];
explore the definition of regulations and laws for blockchain interoperability, for specific use cases

(legal interoperability);
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7.3.4 Harmonia: Securing Cross-Chain Applications Using Zero-Knowledge Proofs

. bi-directional SNARK-based bridges for heterogeneous public blockchains;

. bridges between private and public blockchains leveraging a common data format (e.g., verifying

SNARKs on a blockchain view);
. integrate SATP and Harmonia to create bridges between centralized and decentralized systems;
. create trustable blockchain migrations using Harmonia and blockchain views;

. extend Harmonia to support privacy-preserving cross-chain applications (asset transfers, data trans-

fers);
. extend DendrETH to implement light client protocols from other chains, including private ones;

. support different verifiable computation proof generation schemes, e.g., STARKs [192, 193], Bullet-
proofs [194], PLONK [195], and more recent schemes [196, 197, 198];

. study the costs for censorship resistance in blockchains other than Ethereum;

. reduce latency by exploring parallelism in sub-circuits that compose DendrETH;

. study the trade-offs between latency and performance in real-world applications;

. conduct a detailed risk assessment of specific cross-chain applications using Harmonia;
. reduce the SNARK relayer latency by distributing proof generation;

. reduce the average costs of generating a SNARK through proof aggregation;

. benchmark Harmonia and DendrETH with different proof types, relayer infrastructures, and incen-

tive infrastructures;

. explore quantum-resistant zero-knowledge cryptography;

7.3.5 Hephaestus: Modelling, Analysis, and Performance Evaluation of Cross-Chain

Transactions

. real-time monitoring of deployed cross-chain applications with emphasis on bridges;

. real-time monitoring of hybrid applications (centralized, public decentralized, and private decen-

tralized systems).
. tax report generator based on different legal frameworks (organizational and legal interoperability);
. visualization functionality and fund tracking for cross-chain wallets;

. support programmable response incident response frameworks (e.g., define custom circuit break-

ers);
. create a database of cross-chain models for main cross-chain applications;
. study whether main cross-chain applications always followed their respective cross-chain models;
. study deviations from cross-chain models (e.g., for identification of outliers, bugs, attacks);

. mechanisms for defending bridge aggregator systems [1];

. create a repository of cross-chain models for benchmarking and cost optimization.
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7.3.6 Summary and Future Landscape

We lay down future work that is transversal to all chapters in this thesis and summarizes existing research
directions. The ones we believe are the most prominent as of January 2024, and common to the ones presented,
are the challenges inherent to the maturation of a technology, institutional adoption, privacy, benchmarking, and

security monitoring and enforcement.

Maturation challenges

The continous evolution of interoperability brings an orthogonal problem to the area: a lack of uniformization
of terms and vocabulary. Although addressed by a few standards [22, 199, 200], extensively in the academia, and
in this thesis, some (more novel) terms are still used inconsistently. We expect that the current maturation of
the area brings about a uniform vocabulary that can be used across verticals and professional roles.

This trend is potentiated by the emergence of new interoperability types, new frameworks, conceptual mod-
els, ontologies, architectures, techniques, and implementations will be needed. A recent study showed that
much of the interoperability research focuses on semantic interoperability, leaving many interoperability types
not accounted for [90]. As interoperability needs to be considered from different perspectives, solving social-
technical interoperability in the blockchain space could be a necessary venue for future research. More con-
cretely, legalinteroperability is addressed insufficiently, e.g., leaving decentralized autonomous organizations
not communicating across smart contracts and blockchains. This new area of research would motivate structures
and incentive mechanisms to solve consensus not solely on technical aspects (e.g., transaction ordering in proof
of stake blockchains), but also on cross-border organizational consensus. This challenge is exacerbated by decen-
tralized autonomous organizations (DAOs) potentially having members from different countries following different
legal frameworks. The validating nodes that include the transactions done against the DAO by its members could
also abide by very different legal frameworks. We need to rethink how organizational and legal interoperability
can be solved in contexts like these. One of the key challenges would be assuring compliance with privacy regu-
lations such as the GDPR [143], technically achievable by redacting [174] or rollbacking [83] state in a cross-chain

setting.

Institutional Adoption

We have assisted a trend where most use cases for cross-chain applications are data transfers (using oracles)
and asset transfers (using cross-chain bridges) [100]. More recently, cross-chain MEV [201, 202] and cross-chain
arbitrage [203, 204] have been proposed, but in limited scope [121]. However, we do believe the trend is shift-
ing. In particular, the industry is evolving towards an equilibrium where not only use cases using permissionless
blockchains will have a great impact on society.

More and more enterprises are using blockchain technology, either to decentralize their processes or to support
cryptocurrencies in their service and product offerings [205, 206, 207]. Interestingly, in a Forbes article, it is
stated ”BlackRock’s Larry Fink has come out strongly supporting tokenization as the next generation for markets.
BlackRock estimates that tokenization of private market assets will open markets worth $290 trillion. The Boston
Consulting Group predicts that some $16 trillion worth of assets, most of which are illiquid, will be tokenized
by 2030.” [208]. This trend suggests major financial market players will eventually need to transfer blockchain
tokens (e.g., cryptocurrencies, digital twins, securities, non-fungible tokens) to each other in a legally binding,

auditable, and regulated way. We emphasize our work in this area with the Secure Asset Transfer Protocol, which

153



is tailored for institutional needs and supports different jurisdictions and legal frameworks [178]. According to
SATP’s charter, "assets in one network cannot be moved easily to another network. The problem is more acute
in the case of private asset networks, where external entities have no visibility into the state of an asset in the
private network. An example is regulated digital representations of real-world private assets, such as property
ownership certificates, and regulated government-issued digital currencies. The goal of the Secure Asset Transfer
Protocol (SATP) working group will be to develop a standard protocol that operates between two peer gateways
to transfer digital assets between an originator in the origin network to a beneficiary in a destination network.
The resulting protocol shall be agnostic with respect to the type of asset being transferred.” [178]. We predict
institutional adoption to keep increasing, with interoperability work as an instrumental component. SATP is one

of the first protocols addressing the issues inherent to enterprise-grade interoperability.

Cross-chain privacy

Institutional adoption will only come with certain guarantees privacy-wise. It is generally agreed upon that
the properties of anonymity (in terms of unlinkability), confidentiality, and indistinguishability of transactions
are beneficial privacy properties in the cross-chain context [209]. An anonymous asset transfer (or exchange)
will hide the identities of the parties involved in the transfer. Confidentiality will hide the number of transferred
tokens. Indistinguishability means an external observer cannot say whether or not the transaction is part of a
swap. Researchers and practitioners alike have done work in cross-chain, specifically in the areas of asset trans-
fers (namely between privacy-enhanced blockchains, as the source, and public blockchains, as the target [210],
leveraging promising technologies such as zero-knowledge proofs [151]). Although there is a long way ahead,
existing work seems to suggest that in scenarios where at least one confidential blockchain is involved (by con-
fidential, we mean permissioned or privacy-enabled by default like Hyperledger Fabric, ZCash, or Monero, e.g.,
confidential to confidential), preserving the property of unlinkability is possible, therefore achieving some level
of anonymity (and possible some confidentiality depending on the blockchain, as ZCash would allow).

Privacy on asset exchanges has also been studied [211] (see, for example, an implementation of a cross-chain
private asset exchange here?®). Privacy on asset exchanges looks more straightforward than other interoperability
modes: HTLCs share secrets only understandable by the involved parties, so it becomes harder to draw direct asso-
ciations between transactions. Of course, by analyzing certain heuristics (simpler: amount locked, cryptographic
parameters such as the prime field for a private HTLC; more complex: time intervals for swaps, user activity in-
teractions, crossing with off-chain data), one could deanonymize the actors behind cross-chain transactions [212].
Thus, more research is needed. An interesting direction proposed recently is the creation of techniques to make
the referred heuristics harder to calculate, for example, using mixers [213] in the cross-chain scenario.

On the other hand, privacy on data transfers is studied only partially: some authors worked on the concept
of self-sovereign identity to facilitate cross-chain interactions [214, 37, 215]. In fact, interoperation for data
sharing between blockchains requires the networks’ ability to authenticate requests using well-defined access
control policies (thus increasing confidentiality) and validating proofs. While the first steps have been taken, no
practical implementations of this idea exist. Furthermore, to the best of our knowledge, no empirical studies
are studying cross-chain privacy. We emphasize that there is a trade-off between privacy and accountability:
revocation of privacy could be conditional (e.g., the user moves funds above the established limit), dependent

on the interoperability mechanism architecture.

3https://github.com/RafaelAPB/blockchain-integration-framework/tree/private-htlcs
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Security Monitoring and Enforcement

We provided several research directions to increase the robustness of IMs, namely their safety, liveness,
privacy, and decentralization, yielding improvements in the overall security of these systems. However, bugs and
exploits are not only inevitable but abundant [216, 217, 121], so one must invest in monitoring and quick response
to contain damages [218]. Monitoring interoperability protocols and the sophisticated, and sometimes fragile
relationships between ecosystems quickly becomes hard, because the systems to be dealt with are heterogeneous
and decentralized, and the systems built on top of them (e.g., decentralized applications) may have arbitrarily
complex business logic [104]. Imagine a simple case: an application on blockchain A depends on the consensus
of blockchain B. What happens if blockchain B forks, is attacked (e.g., 51%), suffers any of the many possible
cross-chain attacks [120], or even collapses?

This last possibility was a reality for the Terra blockchain, with implications for the Cosmos and Ethereum
ecosystem, as the Osmosis bridge connected them. In the Terra blockchain collapse, exploiters created a desta-
bilization of the stablecoin hosted by Terra. This destabilization caused liquidation cascading, possibly the main
cause for a new crypto crash [179]. The collapse of economic security on Luna posed dangers for the Cosmos
hub Osmosis, a decentralized exchange bridged to Ethereum. In Osmosis, there were $66 million dollars of OSMO
tokens in the UST/OSMO pool, where UST is the Terra blockchain, that could be stolen over the bridge by an
attacker with voting power equal to two-thirds of the staked LUNA. A solution to this problem was for bridge
operators to manually shut down bridges, causing impermanent losses to users holding the TERRA token. The
monitoring of the operations underlying this particular use case could have prevented such a tragic outcome and
helped mitigate loss. However, in a cross-chain setting, automating the discovery of cross-chain models and en-
abling their monitoring becomes very challenging, as there is a lack of tools to secure and monitor cross-chain
applications. Solutions based on formal modeling by specification [104] or alternatives based on large language
models [190] (despite yielding a high rate of false positives and false negatives) could be interesting directions

for future work, possibly enabling novel and effective incident response techniques .
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Other contributions

During the course of this thesis, we have provided several non-scientific contributions. These main ones
can be categorized into software, standardization, and education contributions. This list does not count service
to the community as a reviewer of academic papers, talks, panels, participation in podcasts and interviews,
contributions to newspapers, appearances on media (examples here'), and events attended. Those can be found

here?.

A.1 Software - Open Source Technology for Common Good

Counting almost 300 stars and over 240 forks, Hyperledger Cacti [219] is the flagship open-source enterprise
interoperability project, backed by Hyperledger, Accenture, Fujitsu, IBM, and others. The code of the proof
of concepts from most of our scientific contributions is incorporated into the main codebase of Cacti, being
available for researchers and practitioners alike. We also contributed to managing the project, increasing its
reach, recruiting contributors, organizing workshops, and adding diverse features, mostly on the infrastructure
side. Our contributions are tracked in the issues and pull request lists in Github3.

Another collaboration is with IGFEJ - Instituto de Gestao Financeira e Equipamentos da Justica IP, at the
Portuguese government, where we developed Justicechain, a blockchain-based solution to standardize and secure
justice data. This project yielded the following publication [25]. Other collaborations include participation in the
H2020 European Project: Qualichain: Decentralised Qualifications on the Blockchain, where we developed the
identity management layer*, and the “Consortium and Certificate Management module”®. Taking a step further,
we investigate decentralized access control mechanisms, yielding SSIBAC [37]. We are currently contributing to

a Portuguese PRR project called Blockchain.pt®.

Thttps://spectrum.ieee.org/blockchain-interoperability, and https://www.publico.pt/autor/rafael-belchior
Zhttps:/ /rafaelapb.github.io/ /academic
3https://github.com/hyperledger/cacti/issues/created_by/RafaelAPB
“https://github.com/QualiChain/identity-access-management

Shttps://github.com/QualiChain/consortium

bhttps://blockchain.void.pt/
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A.2 Standardization - IETF

On the other hand, our work on Hermes [83] yielded several drafts in the context of a forming working group
at the Internet Engineering Task Force, a standardization organization responsible for TLS, HTTPS, TCP/IP and
others [220]. Two IETF drafts are the direct outcome of our work: the SATP core draft [91] and the Crash
Recovery draft [154]. We manage these and related drafts in collaboration with MIT Connection Science and
other institutions on a GitHub repository’. We hope that our standardization effort, which takes academics and

practitioners, can yield RFCs®, paving the way for standardization in the space.

A.3 Education, Volunteering, and Mentorship

During my PhD, | taught several courses as an Assistant Professor at Instituto Superior Técnico and was a
guest lecturer at NOVA IMS Information Management School. In collaboration with Quant Overledger, we authored
the cryptography section of the blockchain course “A Beginner’s Guide to Becoming a Blockchain Developer with
Overledger”, a course counting with more than 2650 students’. We collaborated with the Linux Foundation
and Hyperledger Foundation on blockchain research. We created the first free Hyperledger Cacti workshop'® in
both English and Portuguese, counting now with more than 110 participants and 1,500 views. With the same
institutions, we created a university-level course on blockchain called “Enterprise Blockchain Technologies”,
focusing on Hyperledger Fabric''. This course had more than 80 students. We did over 20 talks throughout these
PhD studies, listed at https://rafaelapb.github.io//academic.

We provide other educational content to the community via our research blog series: “DLT Interoperability
And More”, available on Medium'?. So far, we have analyzed more than 30 academic papers in this series, with
a focus on blockchain interoperability, the theme of this thesis. We served as mentors in Hyperledger-backed

projects'®, namely:

- The Hyperledger Fabric-Based Access Control project™: The goal is to create a blockchain-based access
control system using Hyperledger Fabric. This project yielded our paper Distributed attribute-based access

control system using permissioned blockchain [36], published in the journal World Wide Web.

« The Towards Blockchain Interoperability with Hyperledger'®: the goal is to create a pub-sub architecture
promoting blockchain interoperability. This project yielded our technical report A Pub-Sub Architecture to

Promote Blockchain Interoperability [221].

« The Visualization and Analysis of Cross-chain Transactions'®: the goal is to create a system to visualize and

analyze cross-chain transactions. The findings of this paper inspired Hephaestus [104].

« Technical Deep Dive Workshop Content Creation for Hyperledger Cactus'’: the goal is to create example

applications to support the Hyperledger Cacti workshop.

https://github.com/ietf-satp

8https: //www.ietf.org/standards/rfcs/
9https://www.futurelearn.com/courses/become-a-blockchain-developer-foundations
Ohttps://old.hyperledger.org/event/blockchain-interoperability-with-hyperledger-cacti-workshop
"https://github.com/hyperledger-labs/university-course

Zhttps: //medium.com/@rafaelbelchior

3see our mentor profile here: https://mentorship.lfx.linuxfoundation.org/mentor/0fdc2b17-5b9e-48e6-adaa-17c2468e4829
"4https:/ /wiki.hyperledger.org/display/INTERN/Hyperledger+Fabric+Based+Access+Control

Shttps:/ /wiki.hyperledger.org/display/INTERN/ Towards+Blockchain+Interoperability+with+Hyperledger

6https: //wiki.hyperledger.org/display/INTERN/Visualization+and+Analysis+of+Cross-chain+Transactions

7https:/ /wiki.hyperledger.org/display/INTERN/Technical+Deep+Dive+Workshop+Content+Creation+for+Hyperledger+Cactus
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« Business Logic Plugins for Hyperledger Cactus'®: the goal is to create example applications to support

developer adoption. This project contributed to SATP’s first implementation.

« Cross-Chain State Modelling and Analysis'®: the goal is to develop applications that manage cross-chain

state visualization.

« Benchmarking Cross-Chain Bridges?®: the goal is to benchmark interoperability mechanisms. This work
contributed to the first cross-chain bridge benchmark available [167].
(2

o Cacti: Implement Standardized Secure Asset Transfer Protocol”': the goal is to provide a second reference

implementation of SATP in Rust, contributing to the diversity of implementations of the protocol.

A.4 Service to the Community

During this doctoral thesis, we were co-chairs of ICBC Crosschain 2024, the IEEE International Conference on
Blockchain and Cryptocurrency Crosschain workshop??, fourth edition.

The objectives of the workshop are to:

« Provide researchers with a forum to publish peer-reviewed papers on cross-chain communications.
« Ensure that the researchers working on cross-chain will be aware of each other’s work.
» Help developers stay across the latest research.

» Provide a forum for practitioners to talk about how cross-chain is being used and the challenges that they

face.

« Have a cross-pollination of ideas. Help us all gain a better understanding of the trade-offs of the various

approaches.

During this doctoral dissertation, we were members of the technical program committees of several interna-
tional conferences and journals, namely, IEEE NCA, ECIS, IEEE ICBC, Hyperledger Global Forum, Symposium on
Distributed Ledger Technology, IEEE DSN; ACM DLT, Future Generation Computing Systems, IEEE Access, Business
Process Management Journal, Frontiers in Blockchain, IEEE Transactions on Network and Service Management,
IEEE Transactions on Reliability, International Journal of Information Security, Tech4Good workshop affiliated

with ICDCS).

8https://wiki.hyperledger.org/display/INTERN/Cactus-samples+-+Business+Logic+Plugins+for+Hyperledger+Cactus
Yhttps:/ /wiki.hyperledger.org/display/INTERN/Cross-Chain+State+Modelling+and+Analysis
Ohttps://wiki.hyperledger.org/display/INTERN/Benchmarking+Cross-Chain+Bridges
Zhttps://wiki.hyperledger.org/display/INTERN/Cacti%3A+Implement+Standardized+Secure+Asset+Transfer+Protocol
Z2https://icbc2024.ieee-icbc.org/workshop/crosschain
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Complementary Background

This Appendix explains technical terms and background in greater detail.

B.1 Introduction to Blockchain

The term blockchain has at least two different meanings: a type of system and a type of data structure. In
this document, we use the term blockchain to denominate a class of distributed systems. A blockchain maintains
a shared state, specifically a replicated data structure that we denominate distributed ledger. This ledger is
maintained by a set of machines with computational and storage resources, called nodes (or peers or participants).
Nodes are not trusted individually to maintain the distributed ledger; they are trusted as a group due to their
number and diversity. A blockchain can also be considered a deterministic state machine that provides a certain
service, given existing incentives that the network can reward. The first blockchain was part of the Bitcoin
system and provided as service transactions of a cryptocurrency, a digital currency, also designated Bitcoin. The
service provided by Bitcoin is the execution of transactions of bitcoins. Many technical descriptions of blockchain
technology exist [222, 223, 66].

B.2 Smart Contracts

Most blockchains are programmable, i.e., their state machine is extensible with user programs. These
programs are often designated smart contracts [224, 20] and their execution is caused by calls also desig-
nated transactions. Smart contracts are executed in a virtual machine, e.g., in the Ethereum Virtual Machine
(EVM) in Ethereum and other blockchains that adopted the EVM for compatibility (that we designate EVM-based
blockchains). Smart contracts are often used to implement tokens, i.e., blockchain-based abstractions that can
be owned and represent currency, resources, assets, access, equity, identity, collectibles, etc. [225]. There are
several standard token formats, e.g., ERC-20 and ERC-721. These tokens are fungible and non-fungible assets,
respectively. A fungible asset is interchangeable with another asset of the same type. Conversely, a non-fungible

asset is an asset that is unique and has specific properties.
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Figure B.1: Two blockchains: Hyperledger Fabric, and Bitcoin.

In many blockchains, transactions are aggregated in blocks, linked by the previous block’s cryptographic hash.

Hence those data structures are also called blockchains - often viewed as deterministic state machines.

Blockchain systems ought to be resilient to faults (e.g., crash fault-tolerant or Byzantine fault-tolerant), as
there may be crashes or malicious nodes on the network [7]. They run a consensus algorithm to create agreement
on a global ledger state in the presence of Byzantine faults. Consensus algorithms are important because they
define the behavior of blockchain nodes and their interaction [7, 226], and the security assumptions of each
blockchain. They, therefore, affect how blockchain peers communicate and operate with each other: in Bitcoin’s
Proof-of-Work (PoW), peers have to compute a cryptographic challenge to validate transactions, competing with
each other. Another blockchain, Tendermint, uses a Byzantine fault-tolerant state machine replication (BFT)
algorithm [124], supporting up to a third less one of faulty participants. In Hyperledger Fabric, a widely-used
private blockchain platform, a consensus algorithm allows higher transaction throughput than PoW by allowing
a subset of nodes to execute and endorse transactions (called endorser peers) and by typically using a weaker
consensus (only crash fault-tolerant). The variety of blockchain infrastructures makes it challenging to categorize
blockchains, and their interoperability solutions, as there are no de facto blockchain interoperability or blockchain

architecture standards.

Apart from differences in the consensus, blockchains can be deemed public (also called permissionless) or
private (also called permissioned). Permissionless blockchains do not require authentication for participants to
access the ledger. Bitcoin [8] and Ethereum [20, 21] are examples of such blockchains. Permissioned blockchains
are blockchains in which users are authenticated and can be held accountable according to a governance model
suitable for enterprise and governmental needs. Hyperledger Fabric [123], Corda [227], Quorum [228], and

Tendermint [124] are examples of permissioned blockchains.

Figure B.1 depicts two blockchains: Hyperledger Fabric, a permissioned blockchain; and Bitcoin, a permission-
less blockchain. The supporting layers (e.g., networking, storage, encryption) provide a basis for the consensus
engine, which orders transactions and appends them to the chain of blocks. In Hyperledger Fabric, the consen-
sus is modular, based on endorsement policies. In Fabric, a client (C) sends a transaction proposal to the peer
nodes (P) and obtains a signed transaction, called an endorsement (steps 1 and 2). An orderer validates the
endorsements and builds a block with valid transactions, appending it to the ledger (steps 3 and 4). In Bitcoin,
the consensus is based on the notion of Proof-of-Work (PoW), a cryptographic puzzle that mining nodes need to
solve to build a valid block. This corresponds roughly to Fabric’s steps 1-3. After a node finds a solution to PoW,

it then can propose a block of transactions to be appended to the ledger (step 4).
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Blockchain trust is based on the incentive models that guide the behavior of the nodes. For instance, in
Bitcoin, nodes have the incentive to produce blocks of transactions and support the network because they are
rewarded Bitcoins. Conversely, nodes are not incentivized to disrespect the protocol, as attacks are expensive
and nodes can get punished [229]. In Hyperledger Fabric, where nodes are identified, they have the business
incentive to follow the protocol because parties cooperate towards a common goal, and misbehavior can be
punished according to the law or applicable governance model. Decentralization, different goals, and incentives
support trust in the blockchain- parties can share the ledger without relying on a trusted, centralized party.

The ability to distribute trust on a global state fostered the appearance of decentralized applications (dApps)
[225]. A dApp is a computer program running on a decentralized peer-to-peer network. Thus, dApps are based
on smart contracts running on a blockchain, but they also have other components that should equally be decen-

tralized.

B.3 Interoperability of Traditional Software Systems versus Blockchain

Coming with a detailed and comprehensive review of the interoperability field is a challenging task', as inter-
operability is a key factor for the extensibility, modularity, and performance of software systems. Interoperability
of software systems has been studied extensively in the last decades [77, 230, 231, 232], with more up-to-date
studies [233, 89] focusing on software systems for specific domains. Other works evaluate interoperability for
loT [234], cloud providers [235, 236, 237], and more generic ones [238, 239]. The latest comprehensive study,
from Maciel et al. [90], surveys the literature from 2012 to 2023, focusing on blockchain and the Internet of
Things (loT).

Interoperability is a non-functional requirement of software systems that refers to the process of commu-
nication and inter-cooperation among systems, components, or modules without generating a technological de-
pendency among them [77], in the same machine or over the internet. This cooperation can be realized by
establishing well-defined interfaces for functions, modules, web services, and application programming inter-
faces, a common procedure in software engineering [240, 241]. The heterogeneity of interoperability pushes
beyond well-defined interfaces: it has to deal with systems implemented in different programming languages,
technologies, frameworks, standards, communication protocols, and platforms. With the potential to refer to
different dimensions that a software system spawns across, interoperability can be decomposed into different
layers, according to its interoperability model (this is, a set of well-defined rules to classify interoperability
layers, for example, [242]). A multitude of frameworks exist [90]. As an example, there are interoperability
dimensions that consider the interoperability across data formats (synthetic), across programs or logic (semantic),
across business processes (organizational), and across jurisdictions (legal) - interoperability is multidimensional
and spawns across different research communities and application domains. An important reference in this field
is the European Interoperability Framework [243, 244], where we based much of our work [65, 100].

Interoperability challenges in DLT systems differ significantly from those in traditional software environments
due to the unique characteristics of distributed ledger technologies. We emphasize a few: 1) in blockchain
networks, the decentralized nature and the absence of a central orchestrator create a fundamentally different
landscape for achieving interoperability. Unlike traditional software systems where interoperability often in-

volves standardized protocols and centralized integration points [245], blockchain interoperability must navigate

'as a reference, the number of Google Scholar results for the prompt "interoperability” is around 1,160,000 results, while the
prompt "interoperability software engineering” returns around half a million results. There are at least 38 literature reviews
in the area of interoperability [90].
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a complex web of autonomous networks [178], each with its own consensus mechanisms, governance models, and
cryptographic primitives. This decentralized architecture means establishing interoperability involves aligning
incentives, ensuring security across multiple chains, and maintaining the core principles of decentralization and
trust minimization - a more coordinated effort between all interoperability layers needs to be done [245]. More-
over, interoperability at the semantic layer (e.g., cross-chain transaction for asset transfers) must be verifiable,

often requiring proof to ensure the integrity of cross-chain operations [4].

B.4 Cross-Chain Transactions

To realize transactions across distributed ledgers, we envision a distributed ledger system as an abstract rep-
resentation of a distributed database. In this design, multiple replicas maintain a global state using a consensus
algorithm. The global state is changed via user-submitted transactions, similar to conventional databases. Chang-
ing the state is subject to transactions adhering to specific consistency rules. Consistency rules are enforced in
each database (i.e., blockchain) locally, but, additionally, have more restrictions (i.e., consistency rules) coming
from the cross-chain logic [104, 141].

In practice, these consistency rules are restrictions in a sequence of read and write operations, orchestrated
across different chains. However, unlike traditional databases, a distributed shared ledger lacks a singular or
unitary entity that can be relied upon for reading from or writing to it. Instead, the internal consensus protocol
assumes the responsibility of ensuring safety and liveness. Typically, cross-chain transactions respect a set of
properties equivalent to ACID [246, 83]. Different techniques to provide ACID-like properties to cross-chain
transactions enforce the correctness of cross-chain protocols, namely that cross-chain transactions are atomic:
either all the local transactions are executed correctly and committed to the underlying ledger, or none are. The
underlying technical challenge is how to ensure that two or more distributed ledgers mutually agree on a specific
ledger state within a defined time limit, unidirectionally or bidirectionally?. The more researchers worked on
this problem, the clearer the solutions: proving state with cryptographic proofs [151], the usage of timelocks
[211], the use of state-locking [83].
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Blockchain interoperability is emerging as one of the crucial features of blockchain technology, but the
knowledge necessary for achieving it is fragmented. This fact makes it challenging for academics and the
industry to achieve interoperability among blockchains seamlessly. Given this new domain’s novelty and
potential, we conduct a literature review on blockchain interoperability by collecting 284 papers and 120 grey
literature documents, constituting a corpus of 404 documents. From those 404 documents, we systematically
analyzed and discussed 102 documents, including peer-reviewed papers and grey literature. Our review
classifies studies in three categories: Public Connectors, Blockchain of Blockchains, and Hybrid Connectors.
Each category is further divided into sub-categories based on defined criteria. We classify 67 existing solu-
tions in one sub-category using the Blockchain Interoperability Framework, providing a holistic overview of
blockchain interoperability. Our findings show that blockchain interoperability has a much broader spectrum
than cryptocurrencies and cross-chain asset transfers. Finally, this article discusses supporting technologies,
standards, use cases, open challenges, and future research directions, paving the way for research in the area.
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1 INTRODUCTION

Blockchain technology is maturing at a fast pace. The development of real-world applications
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Fig. 1. Research trends on blockchain interoperability.

example, the Hyperledger Fabric blockchain is predicted to achieve 50,000 transactions per second
[79, 80]. Figure 1 depicts the number of search results per year for “blockchain interoperability” that
Google Scholar returned. In 2015, only two documents were related to blockchain interoperability.
In 2016, 2017, 2018, 2019, and 2020, the results were 8, 15, 64, 130, and 207, respectively, showing
a steep increase regarding interest in this research area.

Serving multiple use cases and stakeholders requires various blockchain features and capabili-
ties [185]. The need for adaptability is a motivating factor for creating different blockchains, lead-
ing to a heterogeneous ecosystem [84, 139, 191]. Choosing new blockchains allows researchers
and developers to implement new use case scenarios and keep up with recent endeavors. How-
ever, each blockchain has its security risks, as the technology is still maturing, the user base is
limited (e.g., in comparison to the web or databases), and there are uncovered bugs, and security
flaws [12]. Therefore, developers and researchers have to choose between novelty and stability,
leading to a vast diversity of choices [6]. This diversity leads to fragmentation: there are many im-
mature blockchain solutions (e.g., without extensive testing). Until recently, blockchains did not
consider the need for interoperability, as each one focused on resolving specific challenges, leading
to data and value silos [1, 99, 171].

Moreover, what if the blockchain in which a particular service is running becomes obsolete,
vulnerable, or is shut down? If the user requirements or circumstances change over time, a different
blockchain might be more appropriate for a specific use case [124]. What if the service to serve is
so crucial that it requires seamless dependability? Furthermore, if we want to reproduce our use
case to another blockchain, how can we increase portability?

In 1996, Wegner stated that “interoperability is the ability of two or more software components
to cooperate despite differences in language, interface, and execution platform” [186]. In that con-
text, Wegner established a bridge between the concept of interoperability and existing standards.
As authors were influenced by the standards existing at that time, authors nowadays are influenced
by the Internet architecture and concepts, in what concerns blockchain interoperability [86, 170].
Thus, reflecting on the Internet’s architecture seems like a good starting point to understand how
blockchains can interoperate. Thus, it is important to solve the blockchain interoperability chal-
lenge, i.e., to provide interoperability between blockchains in order to explore synergies between
different solutions, scale the existing ones, and create new use cases (see Section 2.3). For example,
a user should be able to transfer their assets from a blockchain to another or build cross-blockchain
decentralized applications.

While information systems evolve, so do the meaning and scope of interoperability. Accord-
ing to the National Interoperability Framework Observatory (NIFO), endorsed by the
European Commission, there are several interoperability layers [133]: technical interoperability,
semantic interoperability, organizational interoperability, legal interoperability, integrated public
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service governance, and interoperability governance. For instance, technical interoperability regards
the technical mechanisms that enable integration among blockchains, while semantic interoper-
ability concerns whether the application-specific semantics can be conserved across blockchains.
Despite interoperability having an extensive scope, we mainly focus on technical interoperability,
and semantic interoperability as most blockchain interoperability work is concentrated. We leave
the study of other interoperability layers for future work.

Interoperability does not only conflate flexibility and application portability. It also has the po-
tential to solve some of the biggest blockchain research challenges. In particular, interoperability
promotes blockchain scalability, as it provides a way to offload transactions to other blockchains,
e.g., via sharding [75, 181], it can promote privacy (by allowing the end-user to use different block-
chain for data objects with different privacy requirements), and creates new business opportunities.
Given the complexity of this research area, we attempt to answer three research questions:

RQ1: What is the current landscape concerning blockchain interoperability, both in industry
and academia?

RQ2: Are technological requirements for blockchain interoperability currently satisfied?

RQ3: Are there real use cases requiring blockchain interoperability?

1.1 Contributions

As a systematization of knowledge on blockchain interoperability, this article yields fourfold
contributions:

—Introduce the blockchain interoperability research area, presenting the necessary back-
ground and highlighting definitions tailored both for industry and academia. We define
blockchain interoperability and discuss different blockchain interoperability architectures
and standards.

—Propose the Blockchain Interoperability Framework (BIF), a framework defining crite-
ria to assess blockchain interoperability solutions.

—Present a systematic literature review, where we identify and discuss blockchain interop-
erability solutions, accordinga to BIF, in three categories: Public Connectors, Blockchain of
Blockchains, and Hybrid Connectors. In particular, our analysis is based on several sources
(e.g., peer-reviewed papers, whitepapers, blog posts, technical reports), enabling an in-depth
understanding of each solution’s current state and its roadmap, i.e., its creator’s plans. To
achieve this, we systematically contacted the authors of grey literature papers and industrial
solutions: this is our innovative attempt to provide the reader with high-quality information
in this rapidly emerging research area. This method allows us to obtain up-to-date, reliable
information that often is cumbersome to obtain.

—We identify and propose use cases that benefit from a multiple blockchain approach, pinpoint
challenges and obstacles to the development of blockchain interoperability solutions and
standards, and propose future research directions, paving the way for systematic research
in this area.

1.2 Organization

Section 2 provides background on blockchain consensus algorithms, previous results on block-
chain interoperability, and blockchain interoperability definitions and architecture. Next, Section 3
presents and discusses related literature reviews, while Section 4 introduces the BIF. Next, a sys-
tematic review and analysis of blockchain interoperability categories is conducted, distributed
across three categories, in Section 5: Public Connectors (Section 5.1), Blockchain of Blockchains
(Section 5.2), and Hybrid Connectors (Section 5.3). For each category, we provide a detailed
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analysis and discussion. To provide a holistic view of the blockchain interoperability landscape,
we promote a general discussion in Section 6. This discussion compares solutions across categories
(Section 6.1), presents standardization efforts (Section 6.2), informs readers regarding use case sce-
narios with multiple blockchains (Section 6.3), answers to the research questions (Section 6.4),
and indicates challenges related to interoperability (Section 6.5). We present research directions
(Section 7), and, finally, we conclude the article (Section 8). Six appendices complement this survey.
Appendix A presents the methodology employed. Appendix B presents an architecture for block-
chain interoperability, reviewing the various efforts on that topic. Appendices C, D, and E present
a description of the surveyed public connectors, blockchain of blockchains, and hybrid connec-
tor approaches, respectively. Finally, Appendix F complements the use case section, by presenting
more cross-blockchain use cases.

2 BACKGROUND

In this section, we provide the necessary background to the understanding of this survey.

2.1 A Primer on Blockchain Technology

The term blockchain has at least two different meanings: a type of system and a type of data
structure. In this article, we use the term blockchain to denominate a class of distributed systems.
A blockchain maintains a shared state, specifically a replicated data structure that we denominate
distributed ledger. This ledger is maintained by a set of machines with computational and storage
resources, called nodes (or peers or participants). Nodes are not trusted individually to maintain the
distributed ledger; they are trusted as a group due to their number and diversity [46]. A blockchain
can also be considered a deterministic state machine that provides a certain service, given existing
incentives that the network can reward. The first blockchain was part of the Bitcoin system and
provided as service transactions of a cryptocurrency, a digital currency, also designated Bitcoin
[132]. The service provided by Bitcoin is the execution of transactions of bitcoins.

Most blockchains are programmable, i.e., their state machine is extensible with user programs.
These programs are often designated smart contracts [43, 168] and their execution is caused by
calls also designated transactions. Smart contracts are executed in a virtual machine, e.g., in the
Ethereum Virtual Machine (EVM) in Ethereum and other blockchains that adopted the EVM
for compatibility (that we designate EVM-based blockchains). Smart contracts are often used to
implement tokens, i.e., blockchain-based abstractions that can be owned and represent currency,
resources, assets, access, equity, identity, collectibles, and so on [8]. There are several standard
token formats, e.g., ERC-20 and ERC-721. These tokens are fungible and non-fungible assets, re-
spectively. A fungible asset is interchangeable with another asset of the same type. Conversely, a
non-fungible asset is an asset that is unique and has specific properties.

In many blockchains, transactions are aggregated in blocks, linked by the previous block’s cryp-
tographic hash. Hence, those data structures are also called blockchains—often viewed as deter-
ministic state machines.

Blockchain systems ought to be resilient to faults (e.g., crash fault-tolerant or Byzantine fault-
tolerant), as there may be crashes or malicious nodes on the network [54]. They run a consen-
sus algorithm to create agreement on a global ledger state in the presence of Byzantine faults.
Consensus algorithms are important because they define the behavior of blockchain nodes and
their interaction [54, 199], and the security assumptions of each blockchain. They, therefore, af-
fect how blockchain peers communicate and operate with each other: in Bitcoin’s Proof-of-Work
(PoW), peers have to compute a cryptographic challenge to validate transactions, competing with
each other. Another blockchain, Tendermint, uses a Byzantine fault-tolerant state machine
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Fig. 2. Representation of two blockchains, Hyperledger Fabric [7], and Bitcoin [132].

replication (BFT) algorithm [109], supporting up to a third less one of faulty participants. In Hy-
perledger Fabric, a widely used private blockchain platform, a consensus algorithm allows higher
transaction throughput than PoW by allowing a subset of nodes to execute and endorse transac-
tions (called endorser peers) and by typically using a weaker consensus (only crash fault-tolerant).
The variety of blockchain infrastructures makes it challenging to categorize blockchains, and their
interoperability solutions, as there are no de facto blockchain interoperability or blockchain archi-
tecture standards.

Apart from differences in the consensus, blockchains can be deemed public (also called permis-
sionless) or private (also called permissioned). Permissionless blockchains do not require authen-
tication for participants to access the ledger. Bitcoin [132] and Ethereum [43, 189] are examples of
such blockchains. Permissioned blockchains are blockchains in which users are authenticated and
can be held accountable according to a governance model suitable for enterprise and governmental
needs. Hyperledger Fabric [7], Corda [39], Quorum [101], Tendermint [109], and Multichain [81]
are examples of permissioned blockchains.

Figure 2 depicts two blockchains: Hyperledger Fabric, a permissioned blockchain; and Bitcoin,
a permissionless blockchain. The supporting layers (e.g., networking, storage, encryption) [102]
provide a basis for the consensus engine, which orders transactions and appends them to the
chain of blocks. In Hyperledger Fabric, the consensus is modular, based on endorsement policies.
In Fabric, a client (C) sends a transaction proposal to the peer nodes (P), and obtains a signed
transaction, called an endorsement (steps 1 and 2). An orderer validates the endorsements and
builds a block with valid transactions, appending it to the ledger (steps 3 and 4). In Bitcoin, the
consensus is based on the notion of PoW, a cryptographic puzzle that mining nodes need to
solve in order to build a valid block. This corresponds roughly to Fabric’s steps 1-3. After a node
finds a solution to PoW, it then can propose a block of transactions to be appended to the ledger
(step 4).

Blockchain trust is based on the incentive models that guide the behavior of the nodes. For
instance, in Bitcoin, nodes have the incentive to produce blocks of transactions and support the
network because they are rewarded Bitcoins. Conversely, nodes do not have the incentive to dis-
respect the protocol, as attacks are expensive and nodes can get punished [53]. In Hyperledger
Fabric, where nodes are identified, they have the business incentive to follow the protocol because
parties cooperate toward a common goal, and misbehavior can be punished according to the law
or applicable governance model. Decentralization, different goals, and incentives support the trust
on the blockchain—parties can share the ledger without relying on a trusted, centralized party.

The ability to distribute trust on a global state fostered the appearance of decentralized ap-
plications (dApps) [8]. A dApp is a computer program running on a decentralized peer-to-peer
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network. For example, Steemit! is a social blogging dApp that rewards content creators with cry-
ptocurrency. Thus, dApps are based on smart contracts running on a blockchain, but they also
have other components that should equally be decentralized.

2.2 Cross-Blockchain Communication

Cross-blockchain communication involves two blockchains: a source blockchain, and a target block-
chain. The source blockchain is the blockchain in which the transaction is initiated to be executed
on a target blockchain. While general-purpose interoperability comes down to a blockchain expos-
ing its internal state to others, cross-chain asset transfers rely on an atomic three-phase procedure:
(1) locking (or extinguishing) of an asset on a source blockchain; (2) blockchain transfer commit-
ment, and (3) creation of a representation of the asset on a target blockchain [23, 75, 88]. This
procedure, later explained in detail, relies on a cross-chain communication protocol (CCCP).

A CCCP defines the process by which a pair of blockchains interact to synchronize cross-chain
transactions correctly. Hence, a CCCP allows homogeneous blockchains to communicate. For in-
stance, sidechains typically use a CCCP (e.g., Zendoo allows communication between Bitcoin-like
blockchains systems [76]). Conversely, a cross-blockchain communication protocol (CBCP)
defines the process by which a pair of blockchains interact to synchronize cross-blockchain trans-
actions correctly. CBCPs allow heterogeneous blockchains to communicate (e.g., the Interledger
Protocol allows any blockchains that implement the protocol to exchange “money packets” [97]).
The differentiation between CCCPs and CBCPs is important because CCCPs typically can lever-
age the interoperating blockchains’ constructs and functionality (e.g., utilize smart contracts to
implement a relay [110]), whereas CBCPs normally require blockchains to be adapted. However,
CBCPs may leverage specific functionalities of both blockchains [66]. Cross-blockchain, or cross-
chain communication, is a requirement for blockchain interoperability. This section provides
a few theoretical results regarding cross-blockchain communication, and thus also blockchain
interoperability.

Zamyatin et al. [194] prove that “there exists no asynchronous CCC (cross-chain commu-
nication) protocol tolerant against misbehaving nodes.” The authors use a reduction to the fair
exchange problem [11] to prove that correct cross-chain communication is as hard as the fair ex-
change problem. As a consequence of the presented theorem, the authors state that “there exists
no CCC protocol tolerant against misbehaving nodes without a trusted third party.” A trusted third
party can be centralized or decentralized. Centralized trusted parties are, for example, trusted val-
idators [129]. A decentralized trusted party can be another blockchain, in which their participants
agree on the global ledger state via a consensus algorithm. However, the trusted party has to en-
sure that most participants are honest, guaranteeing the correctness of the process is guaranteed.
Cross-chain protocols therefore “use the consensus of the distributed ledgers as an abstraction for
a trusted third party” [194]. Borkowski et al. [37] derive the “lemma of rooted blockchains” that
states that a source blockchain cannot verify the existence of data on a target blockchain with prac-
tical effort. In particular, the source blockchain would need to be able to mimic consensus from
the target blockchain, and it would have to store a (potentially large) subset of the target block-
chain’s block history. On a recent endeavor, Lafourcade and Lombard-Platet [112] formalize the
blockchain interoperability problem, arguing that fully decentralized blockchain interoperability
is not possible. More specifically, there is no protocol assuming a full client that can realize its in-
teroperability functions, such as asset transfer, without a third party’s aid. However, a blockchain
with two ledgers offers the possibility of interoperability (there is, in fact, the possibility of moving
assets from one ledger to the other). This study applies mainly to public blockchains.

https://steemit.com/.
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The results above are relevant because they lead to an important consideration: cross-blockchain
transactions are not feasible in practice without the participation of a trusted third party. In other
words, although trust assumptions vary greatly from permissionless to permissioned networks,
cross-blockchain transactions, as well as cross-chain transactions, require a trusted third party to
assure the correctness of the underlying protocol. Most solutions presented throughout this article
present at least one decentralized trust anchor.

2.3 Blockchain Interoperability Definitions

In this section, we define additional technical terms for an understanding of this study.

Vernadat defines interoperability among enterprise systems as [179]: “a measure of the ability
to perform interoperation between [...] entities (software, processes, systems, business units...).
The challenge relies on facilitating communication, cooperation, and coordination among these
processes and units.” Abebe et al. propose a general communication protocol as an alternative
approach to the “point-to-point” blockchain interoperability approach [1]. Interoperability is de-
fined as “the semantic dependence between distinct ledgers to transfer or exchange data or value,
with assurances of validity” Pillai and Biswas refer that “cross-communication is not intended
to make direct state changes to another blockchain system. Instead, cross-communication should
trigger some set of functionalities on the other system that is expected to operate within its own
network” [138].

A technical report from the National Institute of Standards and Technology (NIST) de-
fines blockchain interoperability as “a composition of distinguishable blockchain systems, each
representing a unique distributed data ledger, where atomic transaction execution may span mul-
tiple heterogeneous blockchain systems, and where data recorded in one blockchain are reachable,
verifiable, and referable by another possibly foreign transaction in a semantically compatible man-
ner” [192]. Hardjono et al. define blockchain survivability as “the completion (confirmation) of an
application-level transaction [composed of subtransactions] independent of blockchain systems
involved in achieving the completion of the transaction”[86]. The concept of transactions and sub-
transactions relates to “best effort delivery,” that applications must comply to, by ensuring that
transactions and their subtransactions are completed (i.e., committed) within a certain time frame.

Regarding types of blockchain interoperability, Besancon et al. highlight three [27]: interoper-
ability between different blockchains, interoperability between dApps using the same blockchain,
and interoperability blockchain and other technologies (such as integration with enterprise sys-
tems). While different definitions tackle different dimensions of interoperability, there is room for
improvement. We define several terms that encompass the whole scope of technical interoperabil-
ity to later provide a holistic definition of technical interoperability (see Figure 3). To recall the
definition presented in Section 2.2, a source blockchain is a blockchain that issues transactions
against a target blockchain. A source node is a node from the source blockchain, and a target node
belongs to the target blockchain. When several participants elect a source node and a target node,
we achieve decentralization in the context of interoperability [99].

A Cross-Chain Transaction (CC-Tx), where “CC” stands for cross-chain, and “Tx” for trans-
action, is a transaction between different chains, which belong to the same blockchain system (ho-
mogeneous blockchains), for example, between EVM-based blockchains. We use the Cross-Chain
Transaction (CC-Tx), inter-chain transaction, and inter-blockchain transaction terms interchange-
ably. A Cross-Blockchain Transaction (CB-Tx) is a transaction between different blockchains
(heterogeneous blockchains), for example, between Hyperledger Fabric and Bitcoin. Note that the
terms CC-Tx and Cross-Blockchain Transaction (CB-Tx) are used as synonyms in the industry,
as currently, most solutions connect homogeneous blockchains. A Cross-Chain Decentralized
Application (CC-dApp) is a dApp that leverages cross-blockchain transactions to implement
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Fig. 3. Concept map, illustrating the relationship between different concepts related to blockchain
interoperability

its business logic. We use the terms Cross-Chain Decentralized Application (CC-dApp) and cross-
blockchain decentralized application (CB-dApp) interchangeably. Other terms with the same
meaning in the literature are inter-chain decentralized application and inter-blockchain decentral-
ized application.

An Internet of Blockchains (IoB) is a system “where homogeneous and heterogeneous decen-
tralized networks communicate to facilitate cross-chain transactions of value” [170]. We use this
definition of IoB throughout this article.

The term Blockchain of Blockchains (BoB) is not used consistently [120, 178]. Verdian et al. use
it to describe the structure that aggregates blocks from different blockchains into “meta blocks,”
organized through a consensus mechanism using posets (partially ordered sets) and total order
theory [178], thus producing a blockchain of blockchains. A poset consists of a set of elements and
their binary relationships that are ordered according to a specific set of rules [28].

Influenced by those authors, we define a Blockchain of Blockchains (BoB) as a system in which a
consensus protocol organizes blocks that contain a set of transactions belonging to CC-dApps, spread
across multiple blockchains. Such a system should provide accountability for the parties issuing trans-
actions on the various blockchains and providing a holistic, updated view of each underlying block-
chain. Note that BoB solutions belong to the category with the same name. Therefore, the notion
of Internet of Blockchains (IoB) directly refers to the connection relationships among blockchains,
whereas the term BoB refers to an architecture made possible by IoB. BoB approaches are con-
cerned with the validation and management of cross-blockchain transactions.

Figure 3 shows the relationship between the different concepts concerning blockchain interop-
erability. A CC-dApp realizes the blockchain of blockchains approach. This approach can provide
the semantic level interoperability (i.e., concerned at transmitting the meaning of the data, which
corresponds to the value level interoperability) required by organizations, mappable by the appli-
cational layer. However, it relies on the existence of an IoB—a network of blockchains. For an IoB
to exist, technical interoperability (or mechanical interoperability) is required. In the context of
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Table 1. Survey Comparison Criteria, Description, and Sub-Criteria

Criteria Description Sub-criteria 1 Sub-criteria 2 Sub-criteria 3
Public Connectors (PCs) Addresses public connectors Sidechains Hash lock contracts Notary Schemes
Blockchain of Blockchains (BoBs) Addresses BoBs Describes solutions Detailed comparison N/A

Hybrid Connectors (HCs) Addresses Hybrid Connectors Trusted Relays Blockchain agnostic protocols Blockchain migrators
Architecture (AR) Addresses architectures enabling CCCPs  Proposes architecture Presents related work N/A

Cross-chain Standards (ST) Addresses standards for interoperability ~ Present standards Relate standards to solutions N/A

Cross-analysis (CC) Compares across categories Compare categories Compare sub-categories N/A

Use Cases (UCs) Presents use cases using an IoB or BoB Existing use cases Predicted use cases N/A

Open Issues (OIs) Challenges on interoperability Research directions Relate interoperability to other issues N/A

a CC-dApp, cross-chain transactions are ordered by a cross-chain dApp protocol. Such protocols
should assure transaction atomicity and resolve possible conflicts in transactions spawning across
homogeneous and heterogeneous blockchains.

From the several definitions we encountered during our research, we envision blockchain in-
teroperability as the ability of a source blockchain to change the state of a target blockchain (or
vice versa), enabled by cross-chain or cross-blockchain transactions, spanning across a composition
of homogeneous and heterogeneous blockchain systems, the IoB. IoB transactions are delivered via
a cross-blockchain communication protocol, thereby granting technical interoperability, enabling
CC-dApps. CC-dApps provide semantic interoperability via the BoB. The BoB approach is realized
by a cross-blockchain dApp protocol, which provides consensus over a set of cross-chain transac-
tions, thus enabling cross-chain dApps.

3 RELATED LITERATURE REVIEWS

Due to the novelty and large breadth of this research area, few updated surveys cover aspects
of blockchain interoperability. We compare existing surveys based on the criteria and sub-criteria
shown in Table 1. For example, in the first row, the criteria “public connector” evaluates if a study
addresses its sub-criteria: work on sidechains, hash-lock time contracts, and notary schemes. On
the second row, the criteria Blockchain of Blockchains evaluates if a study describes BoB solu-
tions (1) and if it performs a detailed comparison, including consensus, security, validators, and
performance.

Buterin presents a survey on public connector solutions, including notary schemes, sidecha-
ins, and hash-time locking techniques [44]. Similarly, other surveys focus on public connectors
[36, 106, 163, 194], with a focus on sidechains and hash-lock time contracts. Vo et al. present work
mostly on architecture for interoperability, presenting some BoB and HC solutions [170], while
Qasse et al. organize solutions across sidechains, blockchain routers, smart contracts, and indus-
trial solutions [145]. Johnson et al. focus on Ethereum as the infrastructure enabling interoper-
ability across several categories of solutions [100]. Siris et al. [164], Kannengief3er et al. [103], and
Bishnoi and Bhatia [29] tackle a wider range of solutions.

We aim at providing a solid, throughout and comprehensive foundation on which researchers
can rely upon as a starting point in this field, including a description of the related surveys, which
illuminated our research. In contrast to most of the works mentioned above, this article provides
a holistic view of blockchain interoperability by focusing not only on public connectors but also
on BoBs and hybrid connectors. By including updated grey literature and focusing on private
blockchain interoperability, a comprehensive discussion on standards, use cases, and architecture
for interoperability was possible. Table 2 shows a comparison of related literature reviews, based
on multiple criteria.
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Table 2. Comparison of Related Literature Reviews: PC (Public Connectors), Blockchain of
Blockchains (BoBs), HCs (Hybrid Connectors), AR (architectures for blockchain interoperability),
ST (standards), CC (cross-comparison), UC (use cases), Ols (open issues)

Solution Category Detailed Analysis

Reference PC BoB HC AR ST CC UC OI

Buterin [44], 2016
Vo et al. [170], 2018
Borkowski et al. [35], 2018

Qasse et al. [145], 2019
Johnson et al. [100], 2019

Zamyatin et al. [194], 2019

Siris et al. [164], 2019

Koens and Poll [106], 2019
Singh et al. [163], 2020
Kannengiefler et al. [103], 2020
Bishnoi and Bhatia [29], 2020

This survey

OIS «

Each criterion can be “fulfilled” (“+” in green background), “partially fulfilled” (“+” in orange background), or “not

]

fulfilled” (“-” in red background), if it addresses all, between one and all, or none of its sub-criteria, respectively.

4 BLOCKCHAIN INTEROPERABILITY FRAMEWORK

This section presents the BIF, a framework classifying solutions collected through our methodol-
ogy. To drive criteria for assessing the categories (and specific solutions) of blockchain interoper-
ability, we analyzed the solution space using the six “W” questions: Who, What, Where, When,
Why, and How. The “Why” was determined irrelevant to our analysis because its purpose is
constant—connecting different chains (CC-Txs), different blockchains (CB-Txs), or even to arbi-
trary systems (e.g., enterprise legacy systems). This is instead addressed by the “where” question.

4.1 Deriving Evaluation Criteria

The “what” refers to the assets exchanged. An interoperability solution can handle different data
objects or assets. Hence, it is important to know which data representations a solution supports
[186]. Assets can be treated as data (arbitrary payloads), as fungible assets, or non-fungible as-
sets [16, 129, 139]. Arbitrary data is often represented via a key-value pair, being the preferred
representation of some blockchains [7, 46, 93]. The key-value is also useful to represent the con-
tents of account-based blockchains [48, 65, 101]. Payment tokens are fungible tokens [138]. Utility
tokens include tokens used to access a service or application, such as non-fungible tokens (e.g.,
ERC20 tokens). Finally, asset tokens represent real-world physical or digital instruments, such as
blockchain-based promissory notes, regulated by the Swiss Financial Market Supervisory Author-
ity [155] (see more details in Section 6.3), or bonds [16]. An asset has different maturity levels. In
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particular, an asset may be standardized (e.g., ERC tokens[180], standardized schema for utility
tokens, ERC1400, a security token [159, 160]) and/or regulated [126, 167, 177]. Regulated digital
assets are backed by legal frameworks. We consider all asset tokens to be regulated. We envision
utility tokens as standardized and asset tokens as standardized and regulated (i.e., asset tokens are
emitted by legal entities).

The “who” question refers to whom controls the CC-Tx process and thus accounts for trust
establishment [77, 194] It can be the end-user (e.g., [71, 129]), a consortium (e.g., [13, 158]), or a
trusted third party (e.g., cloud services, centralized notary schemes). Some solutions allow different
levels of control.

The “where” refers to what are the source and target ledgers, as well as what is the support of
conducting the CC process. Solutions can support public blockchains (P) or non-public blockchains
(NP). We use NP to designate private blockchains, other decentralized ledger technology (DLT)
systems, and centralized systems (e.g., VISA payment network). The supported systems of each so-
lution matter since communication may happen unidirectionally or bi-directionally [129]. Block-
chain oracles apart, it often is not feasible to have a solution based on a blockchain system con-
nected to a centralized system (e.g., providing insurance data). A smart contract may be the one con-
ducting an asset transfer (on-chain channel, with on-chain CC-Tx validation) versus an off-chain
settlement, e.g., techniques using commitment schemes [2, 76], or via a (semi-)centralized system
(off-chain channel). Typically, on-chain channels offer more resiliency, but off-chain channels are
more scalable. Combinations between off-chain and on-chain channels also exist (e.g., payment
networks [144]). Offline channels depend on different proof generation mechanisms [2, 76, 77].

The “when” refers to the set of processes (e.g., executing CC-Txs) that are defined at design time
or runtime. Design-time customization decisions affect the punctual behavior of a CC-dApp con-
cerning when it is executed. At design time, a user defines the behavior of the solution a priori.
If a change is needed, a new instance of the solution needs to be deployed. Conversely, runtime
customization decisions are flexible, allowing the end-user to adjust the conditions defined by busi-
ness logic as needed. Solutions in which business logic is changed at runtime are called flexible
approaches, allowing one to adjust business logic and conditions that trigger the execution of a CB-
Tx or CC-Tx by a CC-dApp. Most literature reviews focus on design-time approaches and public
blockchains, leaving a vast range of recent solutions out of scope. In this survey, we also consider
private-private and public-private blockchain interoperability, focusing on flexible approaches.

The “how” regards the realization of cross-chain transactions: how are CC-Txs realized on the
underlying DLTs? Often, these transactions can be performed using cross claims, i.e., by lock-
ing/burning an asset on the source blockchain and unlocking/creating its representation on the
target blockchain. Cross-claims require two nodes from different blockchains, where one performs
one operation in a source blockchain in exchange for its counterparty performing other opera-
tions on a target blockchain—each party logs the operation in case a dispute is needed. Typically,
cross-claims operate in semi-trusted environments (e.g., private blockchain, regulated blockchain),
and can be operated via a (semi) trusted third party [17, 88, 129]. Escrowed cross-claims are the
standard mechanism for asset transfers, operating similarly to cross-claims, but in an untrusted
environment, leveraging dispute-resolution mechanisms (e.g., via smart contracts requiring inclu-
sion proofs [2]) or by parties holding custody of assets and collateral [38, 45, 195]. Inclusion proofs
include applying Merkle tree proofs to block header transfer via a coordinating blockchain, block
header transfer, or direct signing [151]. Collateralization is the process in which a party perform-
ing the transfer of assets provides a certain amount of their assets as a guarantee of following
the protocol (e.g., not to steal assets from the end-user). If a party misbehaves (e.g., steals assets),
the deposit is given to the victim party. Finally, a mediated CC-Tx includes (an offline) trusted
party [129]. In case of a dispute about an asset transfer between a public blockchain and a private
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blockchain (P-NP) or a public blockchain and an enterprise system (also P-NP), there needs to
be a dispute-resolution mechanism. This is due to NP systems’ private nature, although several
mechanisms exist to prove internal state belonging to private blockchains. Hence, CC-Txs have a
tradeof risk performance: the less centralization there is on the CC-Tx settlement, the worst the
performance, but the lesser the risk.

The “how” also relates to the extent to which the implementation of the solution is tested. Solu-
tions might be implemented, tested, and validated (application to a real-world scenario). Testing
regards correctness guarantees: behavioral correctness or formal correctness. Behavioral correctness
is the ability to guarantee that CC-Txs are issued as intended, without unintended consequences
(e.g., asset lock, asset theft). While in practice, behavioral correctness depends on formal correct-
ness, we say a solution has behavioral correctness if it has a suite of test cases [131]. Formal cor-
rectness assures that an algorithm is correct with respect to a specification. Formal verification
checks the correctness of algorithms against a specification using, for instance, formal methods.
Smart contract verification tools allow developers to reduce the probability of creating bugs, thus
incurring penalties, as smart contracts are generally difficult to update once deployed [64]. An-
other point of providing trust to the user is the solution to have an open source implementation,
where the code can be peer-reviewed and corrected if needed.

4.2 Evaluation Criteria

Having discussed the survey’s scope, we next define the set of criteria we use to characterize
the interoperability solutions. Similarly to Section 3, each criterion can be “fulfilled,” “partially
fulfilled,” or “not fulfilled.” If a criterion is a yes/no question (e.g., does the solution support asset
type “data”?), we do not explicitly refer to the fulfillment conditions as they are evident. Next, we
detail the criteria type (first-level), criteria sub-type (second level), and criteria from BIF:

o Asset: this category refers to properties of an asset involved in a CC-Tx.
— Type: What type of assets does the solution support?
(1) Data: Ccan the solution manipulate arbitrary data?
(2) Payment tokens: Can the solution manipulate cryptocurrencies? This criterion is partially fulfilled
if the asset is only used as collateral or to reward a service’s operational maintenance.
(3) Utility tokens: Can the solution manipulate utility tokens? This criterion is partially fulfilled if the
asset is used only as collateral or to reward a service’s operational maintenance.
(4) Asset tokens: Can the solution manipulate utility tokens?
— Infrastructure: What are the systems involved?
(1) P: This criterion is fully fulfilled if more than two public blockchains are supported. It is partially
fulfilled if one or two public blockchains are supported.
(2) NP: This criterion is fully fulfilled if more than two non-public blockchains are supported. It is
partially fulfilled if one or two non-public blockchains are supported.
o Trust Establishment: This category refers to how a solution provides trust to the users.
— Decentralization: Who operates the solution instance?
(1) End-user
(2) Consortium
(3) Trusted (third) party
If multiple criteria are selected, it indicates a solution supports more than one mode of operation.
— Channel: Where are CC-Tx validated?
(1) On-chain: This criteria is partially fulfilled if proofs are created on-chain but validation occurs
off-chain.
(2) Off-chain: This criteria is partially fulfilled if proofs are created off-chain but validation occurs
on-chain.
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e CC-Tx Realization: This category refers to how and where a CC-Tx is settled.
— Mechanism: How are CC-Txs agreed-upon multiple parties?
(1) Cross-claim
(2) Escrowed cross-claim
(3) Mediated
e Extra-functional: This category refers to the design of the solution itself.
(1) Tests: The approach provides a set of test cases.
(2) Implementation: The approach provides an open source implementation and is validated in the in-
dustry. This criterion is partially fulfilled if the implementation is closed source.
(3) Validation: The approach is validated in an actual use case scenario.
(4) Runtime: The business logic of the solution can be changed dynamically, as needed. This criterion
is considered not fulfilled if logic is settled when the solution is instantiated, i.e., changing logic
requires a new instance.

5 OVERVIEW OF BLOCKCHAIN INTEROPERABILITY APPROACHES

We conducted a systematic literature review following the protocol described in Appendix A, yield-
ing 80 relevant documents out of the initial 330. By grouping the publications and grey literature,
a pattern arises: these works are either about interoperability across public blockchains holding
cryptocurrencies, application-specific blockchain generators with interoperability capabilities, or
protocols connecting heterogeneous blockchains. We thus classify each study into one of the fol-
lowing categories: Public Connectors (Section 5.1), Blockchain of Blockchains (Section 5.2), and Hy-
brid Connectors (Section 5.3). Each category is further divided into sub-categories. Table 3 summa-
rizes the work conducted.

5.1 Public Connectors

The first family of blockchain interoperability solutions aimed to provide interoperability between
cryptocurrency systems, as stated by Buterin [44]. This category identifies and defines different
chain interoperability strategies across public blockchains supporting cryptocurrencies, including
sidechain approaches, notary schemes, and hash time hash locks. Some solutions share character-
istics of more than one sub-category, and thus they can be considered hybrid. We introduce each
sub-category, presenting only two illustrative examples of each one for the sake of space. Appen-
dix C depicts a list of Public Connectors approaches. After that, a summarized evaluation table is
presented using the BIF. These tables are later discussed in Section 5.1.4.

5.1.1 Sidechains and Relays. A sidechain (or secondary chain, or satellite chain, or child chain) is
a mechanism for two existing blockchains to interoperate [13, 77], scale (e.g., via blockchain shard-
ing [107]), and be upgraded [196] in which one blockchain (main chain or mainchain) considers
another blockchain as an extension of itself (the sidechain). The mainchain maintains a ledger of
assets and is connected to the sidechain, a separate system attached to the main chain via a cross-
chain communication protocol [76]. An example is a two-way peg, a mechanism for transferring
assets between the main chain and the sidechain [163]. Main chains can be sidechains of each
other [44], creating each chain’s possibility to connect to others. Sidechains are considered layer-1
solutions (built on top of layer-0 solutions—blockchains) to implement layer-2 solutions, such as
payment channels [104]. The second layer allows off-chain transactions between users through
the exchange of messages tethered to a sidechain [82]. A sidechain is then a construct that allows
for offloading transactions from the mainchain, processes it, and can redirect the outcome of such
processing back to the main chain.

For instance, state channels are off-chain sidechains used to implement, for example, payment
channels, by offloading transactions of the blockchain [144]. In a payment channel, participants
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Table 3. Evaluation of Blockchain Interoperability Solutions by Sub-Category According to The
Blockchain Interoperability Framework
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N/A stands for not applicable. Pubhc connectors are represented in green, blockchain of blockchains in orange, and
hybrid connectors in red.

interact, collecting cryptographically signed messages. Those messages update the current state
without publishing it to the mainchain. When the payment channel is closed, the final state is
published onto the main chain, where an on-chain dispute/closure phase may occur [104]. Payment
channels are appropriated for use cases requiring several transactions that can be combined in a
single one.

Main chains communicate with sidechains via a CCP, often tightly coupled with the functional-
ity of both chains. The basic components of sidechain design are the mainchain consensus protocol,
the sidechain consensus protocol, and the cross-chain communication protocol [76]. Sidechains al-
low different interactions between participating blockchains, being the most common the transfer
of assets between the main chain and the sidechain (two-way peg) [105, 163]. A two-way peg works
in the following manner: a user, operating on the mainchain, sends X tokens to a custom address
that locks assets. Those funds are locked on the mainchain, and a corresponding number of tokens
are created on the sidechain. The user can now use the tokens on the sidechain. Eventually, the user
can transfer back the tokens to the main chain, which causes assets on the sidechain to be locked
or destroyed, depending on the implementation. There are three major types of two-way pegs: sim-
plified payment verification, centralized two-way pegs, and federated two-way pegs. Simplified
payment verification (SPV) [33, 132] is done by light clients, which consist of blockchain clients
that can verify transactions on the blockchain without having its entire state. The SPV client only
needs the block headers; verifying that a transaction is in a block is to request a Merkle tree proof
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Fig. 4. A general sidechain system [66].

[169] including that transaction. In particular, transactions are represented as Merkle tree leaves.
Given a leaf node as a target and a path comprised of nodes and its siblings to the target, verifying
a Merkle tree proof of including the target is to reconstruct a partial Merkle tree root.

A relay solution is an SPV client for a source blockchain running on a target blockchain, enabling
verification of transactions [72]. This verification enables conditional logic to occur on a target
blockchain. Since relays are between blockchains and those blockchains are using behavior from
others (bidirectionally or unidirectionally), relays include the presence of sidechains. This is saying,
without a sidechain, there are no relay solutions.

Centralized two-way pegs, on the contrary, trust a central entity, benefiting in terms of efficiency.
An example is an exchange, an organization, typically a company, that trades cryptocurrencies on
behalf of its clients. However, Exchanges are a Notary Scheme, so we defer their explanation to
Section 5.1.2. Disadvantages include a single point of failure and centralization. Federated two-way
pegs try to decentralize the previous solution. In this solution, a group is responsible for locking and
unlocking funds instead of just one. Standard implementations rely on multi-signature schemes,
in which a quorum of entities must sign transactions to be deemed valid by the network. Although
a better option, it does not eliminate centralization.

Figure 4 depicts a system based on the BTC Relay [66]. In BTC Relay, parties called relayers keep
track of the block headers of the main chain (the Bitcoin network in the figure), and input them
to the BTC Relay smart contract, hosted on Ethereum. This procedure builds a pool of Bitcoin
headers that can be used (via their stored Merkle trees) to verify on-chain information, including
the presence of transactions. This way, any party can request a transaction to be verified by the
smart contract that holds the headers’ knowledge (via SPV). Transaction validation can be relayed
to deployed Ethereum smart contracts, allowing several use cases, for example, the issuance of
tokens.

Zendoo is a cross-chain transfer protocol that realizes a decentralized, verifiable blockchain sys-
tem for payments [76]. The authors consider a parent-child relationship, where nodes from the
sidechain can observe the mainchain’s state, but the main chain can only observe the sidechains
via cryptographically authenticated certificates. Zk-SNARKSs enable the authentication, valida-
tion, and integrity of the information provided by the sidechains via verifiable proofs [25]. Such
proofs are used to generate certificate proofs for the mainchain, enabling a secure verification
scheme.

5.1.2  Notary Schemes. A notary scheme involves a notary that is an entity that monitors mul-
tiple chains, triggering transactions in a chain upon an event (e.g., a smart contract is deployed)
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taking place on another chain [44]. Notary schemes are, in practice, instantiated as centralized
exchanges (EXs) or decentralized exchanges (DEXs). The most popular centralized exchanges,
by volume, as of the 8th of February 2021 are Binance,? Coinbase,’ and Huobi Global.* Exchanges
facilitate signaling between market participants by managing an order book and matching buyers
and sellers. If the trust anchor is put on a centralized party, where it holds users’ private keys or
funds, the notary is a centralized exchange. Otherwise, if exchanges do not execute the trades on
behalf of the users, only providing a matching service, they are considered decentralized exchanges.
We present the protocols of two decentralized exchanges: 0x [184], and Uniswap [3].

0x implements a decentralized exchange as a set of smart contracts (called automated market
makers), replacing an on-chain order book with a real-time price-adjustment model. 0x uses a
hybrid implementation, “off-chain order relay with on-chain settlement,” combining the idea of a
state channel with settlement smart contracts. Two parties participate: makers and takers. Mak-
ers place orders on the exchange, providing liquidity for the network (a set of decentralized ex-
changes), while takers place orders matched with the makers’ orders. 0x uses the ZRX token and
the Ethereum blockchain to incentivize users to host and maintain order books (provide liquid-
ity). In exchange, 0x makers choose the rewards they obtain for each trade—although they have
to comply with the DEX policies under the possibility of the order not being disseminated. This
approach relies on a smart contract set (smart contract) and several smart contracts representing
the different tokens supported. First, a maker creates an order to exchange token A for B, at a
given rate, right after it approves a DEX to access its balance of token A. A taker discovers this
order and wishes to trade its tokens B for tokens A. The taker grants permission to the DEX to
access its tokens, and the DEX performs the exchange after several validations (e.g., the order has
not expired, and it has not been filled).

Uniswap is a set of smart contracts implementing an automated liquidity pool, serving as a decen-
tralized exchange [3]. Each Uniswap pool provides liquidity for two assets based on the constant
set as the reserves’ product. Prices for each asset are provided by an on-chain price oracle smart
contract. Uniswap can support ERC-20 to ERC-20 trades and even flash loans, a theme explored
in the decentralized finance area. A flash loan is a type of loan that does not require collateral, as
the debt is repaid within the transaction. Flash loans work because the borrowed asset to be paid
is within the transaction requesting it [3].

5.1.3 Hashed Time-Lock Contracts. Hashed time-lock contracts (HTLCs) initially appeared
as an alternative to centralized exchanges, as they enable cross-chain atomic operations [30].
HTLCs techniques use hash locks [31] and timelocks [32] to enforce atomicity of operations, nor-
mally between two parties. A trader commits to making the transaction by providing a crypto-
graphic proof before a timeout to the other. This scheme allows for the creation of multiple outputs
(such as multiple payments), depending on solely one hash lock. HTLCs are used in Bitcoin for
conditional payments, or cross-chain payments (Bitcoin-Ethereum), i.e., atomic swaps [34, 58, 90].
Atomic swaps can be thought as a form of distributed commitment resilient to Byzantine adver-
saries. Thus, an atomic cross-chain swap is a distributed atomic transaction [91], settled on-chain.

Several projects implement HTLCs differently, providing different correctness guarantees. How-
ever, the general algorithm is quite similar in most of the solutions. Let us consider an HTLC-
supported atomic swap between Alice (holding assets of type a in blockchain 8,) and Bob (hold-
ing assets of type b in blockchain $;). An atomic swap can be realized as follows [24, 197]:
(1) Alice generates and hashes a secret s, yielding h. The protection of a smart contract with hash

Zhttps://www.binance.com/en.
Shttps://www.coinbase.com/.
*https://www.huobi.com/.
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h is called a hash lock because it will lock a smart contract—only parties with knowledge of secret
s can know it since secure hash functions are pre-image resistant (i.e., a hash function cannot be
inverted). Alice also creates a timelock 5, corresponding to an upper bound in which the created
hash lock can be unlocked, i.e., Bob can unlock the smart contract up to t, where t; corresponds
to a specified future time or block height. (2) Alice publishes the smart contract in B,. Bob verifies
the deployment, and records h and t;. (3) Bob publishes a smart contract in 8}, locking b with hash
lock h, but with timelock ta such that t, < t, i.e., Alice can claim b before t,. (4) Alice checks that
Bob’s smart contract has been published and gives as input secret s, before ¢,, acquiring asset b.
In practice, this triggers a transfer. (5) Bob now sends s to Alice’s smart contract in the interval
[ta, tp], acquiring a. Note that if Bob issues the transaction after ¢, Bob will not obtain access to b.
Some solutions utilize the notion of HLTC and enhance it, providing an additional on-chain trust
anchor. In particular, two solutions are presented: XCLAIM [195] and the Lightning Network
(LN) [144].

XClaim uses a combination of HLTCs, collateralization, and escrow parties, realizing non-
interactive cross-chain atomic swaps [195]. This protocol includes several actors: the requester, the
sender, the receiver, the redeemer, the backing vault, and the issuing smart contract. Requesters
lock coins to issue tokens, while the redeemer burns tokens to receive coins. The sender sends
tokens, while the receiver receives them. After that, the vault smart contract fulfills requests of
asset backing and ensures correct redeeming. An issuing smart contract issues and exchanges rep-
resentations of a token (cryptocurrency-backed assets) and enforces the vault’s correct behavior.
Considering a transaction between Bitcoin and Ethereum, firstly, the vault locks collateral in Ethe-
reum smart contracts. This collateral defines the amount of CBA that the vault can issue. A user
that wants to issue Bitcoin-backed tokens sends Bitcoin to the vault. User A then sends a proof of
transaction submitted to the Bitcoin mainchain to a chain relay, e.g., BTC Relay. The chain relay
verifies the submitted transaction and alerts the issuing smart contract. The smart contract releases
the Bitcoin-backed assets to the user. On the other hand, a user issues a transaction against the
smart contract, locking/burning its backed tokens. The vault releases the Bitcoin to the user, and it
submits a proof of the involved operations to the chain relay. The chain relay verifies the proof and
only then releases the collateral to the vault. XClaim currently supports exchanges between Bit-
coin and Ethereum.” The protocol execution consumes substantially lower Ether than traditional
HTLCs.

Ligthning Network (LN) enables high-volume, low-latency micro-payments on the Bitcoin net-
work [144]. LN is a payment scheme (i.e., an off-chain sidechain). LN allows several parties to
open a payment channel, transact amongst them, and when all the intermediary payments are
completed, the final output is sent to the mainchain. LN works as follows: (1) funds are placed into
a multi-signature Bitcoin address (two-party multi-signature if only two people are transacting).
In order for funds to be changed, two signatures are required. After that, the funds will be man-
aged off-chain via commitment transactions (i.e., a commitment to pay part of the available funds
to the other party). (2) Parties can now transact offline under the regime they choose. (3) To settle
the payments performed off-chain, both parties sign a new exit transaction. Note that parties can
unilaterally close the payment channel in case of conflict. LN is considered a precursor of HLTCs
because its bi-directional payment channels allow payments to be routed across multiple payment
channels using HLTCs.

5.1.4 Discussion on Public Connectors. Public Connectors started emerging as early as 2015
[202], when researchers and practitioners alike saw the potential in cross-chain transactions to

Shttps://github.com/crossclaim/xclaim-sol.
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support, for instance, atomic swaps [34, 58, 90] and payment channels [144]. Sidechains are the
solutions increasing the main network’s scalability by processing and batching large amounts of
transactions before submission on the main blockchain [114, 143, 163]. Relays can fetch block
headers from sidechains, enabling data verification [66, 110, 111]. While sidechains are mainly
used on public blockchains, there are also permissioned blockchain sidechains [115]. We note that
some sidechains may have a cross-chain mechanism realization HLTC, being a solution belonging
to multiple categories (e.g., [144]).

Most sidechains use Ethereum and have a sidechain consensus mechanism, which is allusive
to bidirectional transfers [76]. Simple relay schemes, which verify transactions on other chains,
such as BTC Relay, have a simple sidechain consensus, as the information flow is unidirectional
[66]. In particular, validators can sign events that happened on the source chain (if validation
happens across EVM-based chains) or transfer block headers (via users or aggregation chains)
[151]. Liquid [63] and POA [9] rely on a consortium of validators running trusted hardware to
execute smart contracts and validate transactions. Other solutions, such as Wanchain [70] rely on
a trusted consortium, but without running trusted hardware.

However, sidechains suffer from several limitations. Safe cross-chain interactions are rooted in
the assumption that the main chain is secure, i.e., the network cannot be successfully attacked.
Compromising the main chain would invalidate the sidechain logic. Conversely, centralization in
sidechains tends to exist to a higher degree than on mainchains, because typically there is a trade-
off between decentralization-performance (e.g., lesser validating nodes versus higher throughput).
Consequently, if an attacker can obtain control on a (potentially small) set of validators, funds can
be stolen from users. Therefore, it is important to have different stakeholders with different incen-
tives, diminish the likelihood of collusion, and rely on a reasonable quorum of validators to sign
each transaction (e.g., 8 out of 11 versus 3 out of 10). If a sidechain has a strong security model, it
may lead to a slow transaction settlement, stalling assets, and lowering liquidity. For example, the
RSK sidechain [114] takes approximately the time to confirm 100 Bitcoin blocks (around 15 hours)
to convert BTC to RBTC.® Finally, sidechains typically do not allow for arbitrary code to spec-
ify conditions on the pegging mechanism, thus not empowering them to develop more complex
applications.

Notaries on the Public Connectors category are cryptocurrency exchanges. EXs have the ma-
jority of the market share, comparatively to DEXs. While EXs provide services to the end-user,
decentralized exchanges tend to provide better exchange fees and security. The tradeoff is, there-
fore, comfort and speed—security. This sub-category provides great flexibility at runtime because
EXs and smart contracts that DEXs support triggers (e.g., stop-loss orders).

Notary schemes have to capture the logic of smart contracts in both chains. Although they can
capture the full spectrum of interoperability—both at the value and the mechanical levels (see
Section 5.3), practical applications are limited. In summary, notary schemes are intermediaries
between blockchains. EXs are notaries because they execute actions on behalf of the end-user
(e.g., buy cryptocurrencies conditionally). DEXs are notaries because they provide matching for
the end-users by pinning and advertising trade offers encoded in smart contracts.

The HTLCs category was the first one to allow asset exchange in a trustless way. HTLCs allow
atomic swaps between different blockchains, funding bidirectional payment channels. HTLCs are
flexible because they can be chained after each other [197], and therefore enable trades even if
there is no direct connection between the trading parties. As they serve as programmable escrows,
they represent the most trustless and practical approach of the three. However, hashed time locks
might lead to capital retention and unfair trade, as the trader issuing a cross-blockchain asset

Shttps://developers.rsk.co/rsk/.
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transfer may only provide the secret on specific conditions (exploring the spread of the cry-
ptocurrency exchange rate) [195]. Many solutions are hybrid, sharing characteristics of HTLCs
and sidechains, either exploring collateralization-punishment schemes rooted on smart contracts
([154, 161, 195], or locking-in and locking-out assets [38, 74, 127, 128]. HLTCs are practical solu-
tions across public blockchains. HLTCs could also provide asset transfers between private block-
chains, but only under the participation of a third party blockchain and a semi-trust environment
[84], or if both parties belong to both private blockchains. Current efforts to address these limita-
tions include Hyperledger Cactus [129].

Concluding, Public Connectors are the best approach to perform cryptocurrency trades and
moving fungible and non-fungible assets across public blockchains. We encourage the reader to
refer to some related surveys focusing on sidechains to complement this survey (see Section 3).

5.2 Blockchain of Blockchains

Blockchain of Blockchains are frameworks that provide reusable data, network, consensus, incentive,
and contract layers for the creation of application-specific blockchains (customized blockchains) that
interoperate between each other. We briefly present Polkadot [41, 188] and Cosmos [109], the most
widely adopted Blockchain of Blockchains in terms of market capitalization.” A detailed compari-
son between Polkadot, Cosmos, and Ethereum 2.0 (the baseline) is deferred to Appendix D. Other
Blockchain of Blockchains include Ark [10], Komodo [108], and AION [165].

Wood proposes Polkadot, a network that aims to connect blockchain networks [188]. Polkadot
provides the foundation for parachains, i.e., “globally coherent dynamic data structures” hosted
side-by-side. Parachains are, thus, the parallelized chains that participate in the Polkadot network.
Specialized parachains called bridges link independent chains [188]. Polkadot is based on Substrate,
a framework for creating cryptocurrencies and other decentralized systems. It guarantees cross-
language support with WebAssembly, a light client, and off-chain workers, allowing for integration
with other technologies.

Polkadot enables interoperability based on state transition validation, done by the chain-
relay validators. Parachains communicate through the Cross-chain Message Passing Protocol
(XCMP), a queuing communication mechanism based on a Merkle tree [141]. Communicating
state transition proofs from parachain to relay chain is achieved via an erasure-coding scheme.
Polkadot scales by connecting up to 100 parachains directly to the relay chain in the short-medium
term. A long-term solution is being studied, where second and third-level parachains are added in
parallel.

Cosmos is a decentralized network of independent parallel blockchains, called zones [109]. The
zones are essentially Tendermint blockchains [172]. Zones can transfer data to other zones directly
or via hubs. Hubs minimize the number of connections between zones and avoid double spendings.
For example, zone A can connect to zone B via Hub C and receive tokens from zone B. Zone A
would need to trust the tokens from zone B and Hub C. This scheme allows zones to maintain a re-
duced number of connections. Both ways utilize the inter-blockchain communication protocol
(IBC) [95].

IBC resembles the Internet network layer as it routes arbitrary data packets to a target block-
chain. A target blockchain can know that a certain ordered packet with arbitrary data came from
another blockchain. By handling transportation and order, the protocol has several steps to achieve
cross-zone transactions. First, each chain involved tracks the headers of the others, acting as a
light client. When a transfer is initiated, the protocol locks the assets on the origin chain. After
that, the proof is sent to the target blockchain, which then represents the locked assets. A similar

7USD 22.1B and USD 3.6B, respectively, as of February 2021.
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Table 4. Comparison of Blockchain Engine interoperability solutions [109, 137]

Communication Properties Community
Cross-chain Cross-blockchain | Consensus Security Validator Maximum  Number of ~ Smart Launch Roadmap
Protocol interoperability | Mechanism  assumption number  Throughput instances Contracts
Polkadot [188] v~ | XCMP [ ) BABE and SM 197 10% 200 WASM November Main
GRANDPA 2019 network
launch
Cosmos [109] v~ | IBC Protocol [ )] Tendermint ~ SM 125 10% > 70 WASM March Governance
2019 updates
ARK [10] Vv~ SmartBridge © Delegated M 51 185 Unlimited ~ WASM* May 2019 ARK Swap
proof of Market
stake
AION [165] v~ | Interchain O Proof of M X X X Aion April 2018  Market
transactions intelligence Language assimilation

v our description was endorsed by the authors/team.

X not known.

* some languages compilable to WASM, such as Go and .NET, but not all of them.

@ can interoperate with instances of the same blockchain engine. Interoperate with more than two heterogeneous
blockchains.

© can interoperate with instances of the same blockchain engine. Interoperate with up to two heterogeneous blockchains.
O can interoperate with instances of the same blockchain engine.

mechanism is used to recover the original tokens. This scheme allows for interoperability among
Tendermint blockchains. Other kinds of blockchains can interoperate with a Cosmos chain via peg
zones. Peg zones resemble the pegged sidechain mechanism [13], in which a representation of the
locked token of the source blockchain is created on the target blockchain.

Cosmos abstracts the development of a blockchain into three layers: networking, consensus, and
application. Tendermint BFT realizes the networking and consensus layers. The Tendermint BFT
engine is connected to the application layer by a protocol called the Application Blockchain In-
terface (ABCI). The Cosmos SDK realizes the applicational layer, allowing developers to develop
smart contracts in languages that can be compiled to WASM.®

5.2.1 Discussion on Blockchain of Blockchains. Blockchain of Blockchains implementations are
similar to relays and sidechains, as there is typically the main chain (often called relay chain) that
connects the secondary chains, which can be application-specific blockchains. This scheme allows
high throughput and flexibility to the end-users, providing interoperability capabilities between
their platform instances. For example, Cosmos’s Tendermint-based blockchains interoperate (in-
stant finality assured), while Polkadot provides interoperability on Substrate-based blockchains
(for instance, via Cumulus,’ a tool for connecting a blockchain to Polkadot). To connect to other
chains, Cosmos, Polkadot, and AION, utilize a mechanism similar to pegged sidechains or hash
lock time contracts (ARK [10]) to interact with other blockchains, commonly called bridges.

Table 4 maps out the current blockchain engine landscape by extracting and evaluating their
main characteristics. Some information was not possible to obtain due to the lack of details on the
whitepapers. It is possible to observe that Blockchain of Blockchains is very recent: Polkadot’s test
network, Kusama [142], was released in November 2019; Cosmos’ main network was launched in
March 2019. ARK launched in May 2019. AION launched in April 2018. Blockchain of Blockchains
has different cross-chain communication protocol, e.g., in Polkadot, cross-chain message passing'’;
in Cosmos, the inter-blockchain communication protocol [109]. Cosmos and Polkadot have some
differences regarding their approach: in Cosmos, the idea is to provide blockchains tailored to
specific applications. IBC is more generic than XCMP, letting users customize their zones with

8https://blog.cosmos.network/announcing-the-launch-of-cosmwasm-cc426ab88e12.
https://wiki.polkadot.network/docs/en/build-cumulus.
Ohttps://wiki.polkadot.network/docs/en/learn-crosschain.
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higher freedom: security and validation are decided per zone. Polkadot restricts this customization
but offers a shared security layer, making a trade-off security customization.

The security assumptions criteria depict the number of nodes assumed to be honest. A superma-
jority (SM) assumes that at least two-thirds of the nodes are honest, a common condition required
by Byzantine fault-tolerant consensus algorithms (n > £), while the majority (M) assumes at least
half of the nodes are honest (>%). The validator number on a network comes with a tradeoff: while
a higher number is generally better for decentralization and robustness, it comes with an increase
of latency toward block production, and consequently lower throughput. Polkadot currently has
around 297 validators, and this number is gradually increasing in the short term to support up
to 100 first-level parachains. At the time of writing, Polkadot is developing bridges for Bitcoin
[195], Tendermint, Libra [117], and Ethereum. Interoperability between parachains is provided by
Substrate.

Currently, Cosmos has 125 validators. The number of validators can rise to 300. Currently, there
are around 70 zones, and “the number is growing. While Cosmos does hold a limit for zones (as
each zone is self-sovereign), there is no limit for how many zones can be attached to a Hub. Cos-
mos can interoperate with Etheruem. The Cosmos SDK provides interoperability between zones.
Cosmos supports multiple peg zone implementations for Bitcoin and one for Ethereum. ARK has
51 validators, which can validate the transactions of a number of blockchains bound to the com-
pany’s physical resources (instances managed by ARK). ARK can send and receive ERC-20 to-
kens to the Ethereum blockchain. We found no information regarding AION’s validator number,
throughput, or maximum sub-chains [165]. The theoretical throughput of the presented solutions
varies: Polkadot’s relay chain supports around 1,000 transactions per second, considering that a
block can include around 7,000 transactions at a 6-second block time (considering current weights,
March 2021). Cosmos theoretical throughput can achieve up to dozens of thousands of transactions
per second (tps) with two validators. With 64 validators, it falls into several thousand transactions
per second. ARK can achieve around 18.5 transactions per second, relying on a proof of work con-
sensus. The number of validators is set to 51. ARK is not a completely decentralized solution, as it
manages instances of ARK blockchains. There is no theoretical limit of bridge chains, except the
service provider resources. Several optimizations are being done in Cosmos, Polkadot, and ARK,
to increase the throughput. The AION project looks deprecated and stalled. As stated, the “white
paper is both ambitious and experimental” [165]. AION is now a part of a larger project called the
Open Application Network (OAN).

Cosmos and Polkadot support smart contracts in languages compilable to WASM (Web Assem-
bly), which means developers can write them in languages such as Go, C++, and JavaScript. AION
would support domain-specific languages—Aion language. Blockchain of Blockchains instances
achieve inter-chain interoperability by a common point of contact, the “connector,” analogous with
Hyperledger Fabric channels [7]. The connectors are the relay chain, the Cosmos Hub, the AION-1
blockchain, and the ARK main net if the technology is Polkadot, Cosmos Network, AION, or ARK,
respectively. In Polkadot, the connector provides shared security. The relay chain (the chain that co-
ordinates consensus and communication between parachains and external blockchains) connects
parachains and parachains to bridges. In Cosmos, the connector is loosely coupled to blockchains,
providing greater flexibility than Polkadot. We could not extract meaningful considerations about
AION’s connector. In ARK, it looks like the connector is centralized at the expense of developabil-
ity and ease of use. Concerning cross-blockchain interoperability, all solutions rely on bridges or
adapters that route transactions from a particular blockchain type to another.

While the provided features can be desirable for end-users, blockchain engines do not interop-
erate with each other. In light of this fact, end-users are obligated to choose between existing solu-
tions, leading to sub-optimal leveraging of available resources. Therefore, participant networks
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have constraints on interoperability, ending at relying on a single blockchain engine solution.
Some authors defend that blockchain engine approaches are not universally accepted and cannot
eliminate fragmentation [1]. Some solutions are even centralized, in the sense that its code is not
open source, and the end-user needs to use an SDK to access core functionalities (e.g., [10, 165]).
However, ongoing work on building a Tendermint light client for GRANDPA, which would al-
low Polkadot to interact with Cosmos, may allow blockchain engine interoperability in the short-
medium term. Thus, in theory, interoperability across Blockchain of Blockchains can also be
achieved via the relay chain technique (i.e., a blockchain engine can be a sidechain of other block-
chain engines; validation can happen via SPV).

Moreover, Blockchain of Blockchains requires transaction fees to keep the network operating.
Given enterprise blockchain systems, a question could be posed: at which point shall an organiza-
tion pay fees to sustain its business model across several blockchains? While Cosmos can provide
flexibility configuring a zone, on Polkadot this can be harder. Therefore, Blockchain of Blockchains
can provide an optimal leveraging for public infrastructures, but that is not necessarily the case
for private blockchains.

5.3 Hybrid Connectors

The Hybrid Connector category is composed of interoperability solutions that are not Public Con-
nectors or Blockchain of Blockchains. Directed to both public and private blockchains, Hybrid
Connectors attempt at delivering a “blockchain abstraction layer” [185], capable of exposing a
set of uniform operations allowing a dApp to interact with blockchains without the need of us-
ing different APIs [68]. We derived a set of sub-categories from the studies available: Trusted Re-
lays, Blockchain Agnostic Protocols (including Blockchain of Blockchains), and Blockchain Migrators.
Trusted relays are directed to environments where a blockchain registry facilitates the discovery
of the target blockchains. Typically, such a scheme appears in a permissioned blockchain envi-
ronment, where trusted escrow parties route cross-blockchain transactions. As the name suggests,
Blockchain-agnostic protocols provide technology-agnostic protocols for interoperation between
distributed ledger systems but do not guarantee backward compatibility. In other words, to use
such protocols, their source code has to be changed to existing blockchains to use such proto-
cols. Solutions from the blockchain of blockchains category aim to provide mechanisms for de-
velopers to build cross-chain dApps. The blockchain migrators sub-category aggregates solutions
that perform data migration across blockchains, which resemble the notary schemes discussed in
Section 5.1.2 (as there is typically a centralized party mediating the migration process).

We introduce each sub-category, presenting only one illustrative example of each for the sake
of space. Appendix E depicts a complete list of Hybrid Connectors. Evaluation tables for each
sub-category are discussed in Section 5.3.4.

5.3.1 Trusted Relays. Trusted relays are trusted parties that redirect transactions from a source
blockchain to a target blockchain, allowing end-users to define arbitrary business logic. These
solutions imply managing different APIs, in which cross-chain consensus may be modular.

Hyperledger Cactus (Cactus), previously known as Blockchain Integration Framework, uses
an interoperability validator network that validates cross-chain transactions, optionally using a
trusted escrow party [129]. However, decentralized validators are implemented as well, making
this project move toward a decentralized trusted relay. Cactus allows a party or a set of parties
to issue transactions against several ledgers, similarly to some notary scheme solutions [89, 157].
The interoperability is enabled through a set of interoperability validators, which are participants
from the source and target blockchains. Such validators collect cross-chain transaction requests,
sign, and deliver them. A CB-Tx is deemed valid, given that a quorum of validators signs them.
It is then assumed that the blockchains participating in the network know how to address each
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other. However, trusted escrows can be replaced by decentralized parties. Currently, Hyperledger
Cactus'! supports Hyperledger technologies (e.g., Fabric, Besu), Corda, and Quorum. The roadmap
predicts integration with public blockchains and blockchain migration capabilities.

5.3.2  Blockchain-Agnostic Protocols. Blockchain-agnostic protocols enable cross-blockchain or
cross-chain communication between arbitrarily distributed ledger technologies by providing a
blockchain abstraction layer. These solutions enable BoBs, “a system in which a consensus protocol
organizes blocks that contain a set of transactions belonging to CC-dApps, spread across multiple
blockchains. Such system should provide accountability for the parties issuing transactions on
the various blockchains and providing a holistic, updated view of each underlying blockchain”
(Section 2.3). Typically, the cross-chain consensus is fixed, and business logic is more restricted.

The Interledger Protocol (ILP) can be considered a decentralized, peer-to-peer payment net-
work [173]. It firstly adopted a generalized hash locking scheme to enable asset transfers, and it
was directed to cryptocurrency transfers. Nowadays, ILP is technology-agnostic, defining a “low-
est unit common denominator” across distributed ledgers, blockchains, fiat payment networks, and
the ILP packet.

ILP sends payment information in packets by leveraging a network of connectors, which route
such packets. At the core of Interledger is the Interledger Protocol (ILPv4) [97], which defines how
senders, routers (or node, or connector), and receivers interact. Typically, the connector is a money
packet router. The root of trust is then the connector, which has to be trusted: companies can settle
payments via the routers, given that clearance of such payments is done afterward while being
protected by the law. A sender is an entity that initiates a value transfer. A router applies currency
exchange and forwards packets of value. The receiver obtains the value transmitted. ILPv4 is a
request/response protocol enabled by ILPv4 packets. Each packet contains transaction information,
and can be divided into prepare, fulfill, and reject packets. A sender node initiates an exchange of
value by sending a prepare ILPv4 packet to a receiver. When a receiver obtains the prepared packet,
it sends the response back to the sender via routers. The response may be a fulfill packet, whereby
a transaction has been successfully executed, or a reject packet.

Several specifications for Interledger and related protocols are available.!* The ILP is discussed
by a W3C community group'® and has a proposal that “describes data structures and formats, and
a simple processing model, to facilitate payments on the Web.”!* The ILP cannot integrate with
existing blockchains: each one must be adapted to use ILP. A disadvantage is that Interledger does
not support the transfer of non-fungible tokens (such as ERC-721" tokens).

5.3.3  Blockchain Migrators. Blockchain migrators allow an end-user to migrate the state of a
blockchain to another. Currently, it is only possible to migrate data across blockchains, although
moving smart contracts is also predicted [129].

Fynn et al. present an abstraction for smart contracts to switch to another blockchain consis-
tently, moving the state required by the transaction to the target blockchain and execute it [75].
The authors call such abstraction the Move operation. The operation works as follows: first, it locks
a smart contract on the source blockchain; next, the Move protocol recreates the smart contract in
the target blockchain. This method allows arbitrary states to be transferred between blockchains.
For example, it allows transferring cryptocurrencies by creating tokens on the target blockchain
backed up by locked tokens on the source blockchain (similarly to pegged sidechains). This method

Uhttps://github.com/hyperledger/cactus.
2https://github.com/interledger/rfcs.
Bhttps://www.w3.org/community/interledger/.
Yhttps://w3c.github.io/webpayments/proposals/interledger/.
Whttp://erc721.0rg/.
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was tested on Ethereum and Hyperledger Burrow (based on Ethereum). The solution assumes the
same cross-blockchain smart contracts utilize the same virtual machine, which can be limiting.
Furthermore, for such a solution to be deployed, it requires Solidity changes and possibly a soft
fork on Ethereum.

5.3.4  Discussion on Hybrid Connectors. This section defined the hybrid connector category and
its sub-categories: trusted relays, blockchain-agnostic protocols, and blockchain migrators.

Regarding centralization, almost all adopt a decentralized model. Permissioned blockchain solu-
tions are less flexible, as all involved participants are identified. In particular, trusted relays endorse
connections made in a peer-to-peer fashion, upon previous agreement [1, 78]. However, Abebe
et al’s work poses some limitations: interoperating networks require a priori knowledge of each
other’s identities and configurations, hence being static. A discovery service could be implemented
using a blockchain registry or a pub-sub mechanism [78], in which networks could be added and
removed. In trusted relays, it is not completely clear the mechanisms to minimize malicious re-
lay services, apart from replication (whereby the risk of a censorship attack is reduced but not
erased). Hyperledger Cactus could be a true enabler of interoperability, given that a (decentral-
ized) trusted blockchain registry would be deployed, and public escrow parties could replace the
overlay of trusted parties. Cactus could, therefore, make the transition between a trusted relay to
a semi-trusted relay or even a trustless relay.

Blockchain-agnostic protocols will be better positioned to offer interoperability to existing and
yet-to-exist blockchains, but most do not grant backward compatibility and lack the flexibility to
define business logic. This inflexibility is inherent to the provided homogeneous interfaces (con-
taining roles, methods, data, message formats, for instance [68]); at least such solutions scale slowly,
as adding methods compatible with all the supported blockchains incur in a polynomial effort.
However, this category might resemble some of the trusted relay solutions. In particular, both Cac-
tus [129] and SCIP [68] rely on connectors and validators and gateways to access the underlying
blockchains. The gateway paradigm implies a (semi-) trusted gateway having read/write access to
the shared ledger of the blockchain, and often they are expected to participate in the consensus
mechanism of the blockchain [84]. While there is a higher trust requirement, gateway approa-
ches might be the most suitable to solve interoperability across private blockchains if gateways
are framed in a legal and regulatory framework. Enterprise-grade solutions require infrastructure
that include support for authentication, authorization, accountability, and a set of connectors. Cac-
tus can provide such features for gateways.

From the blockchain of the blockchains category, we highlight Hyperservice, a peer-reviewed
paper, and Overledger. Hyperservice tries to achieve full dApp atomicity by introducing the con-
cept of stateless smart contracts. Using a stateless smart contract, a CC-dApp can load a clean state
for a contract, using a valid block. While it can partially solve forks in the underlying blockchains
a CC-dApp utilizes, the application of this concept paves a direction to decouple smart contract
execution from the consensus layer [120]. Overledger is a sorted list of messages that are inter-
preted as the state of a cross-blockchain application. While this is an exciting approach to block-
chain interoperability, the solution is proprietary, hindering community efforts for more complex
solutions.

Blockchain migrators respond to an enterprise need: migration in case of disaster or perfor-
mance issues [14, 19]. The two presented solutions can only provide data portability across a small
set of public blockchains. It is currently impossible to reproduce the chain of events via smart con-
tracts, as that requires a smart-contract translator functionality.

A limitation that we identified in the context of Hybrid Connectors is that most solutions do not
support hard forks (i.e., the separation of a blockchain into two different blockchains) or propose
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a solution for eventual forks, unlike some public connectors (most HTLCs and notary schemes).
Forks do not happen regularly, and some solutions offer a quick analysis of the problem and ac-
knowledge their importance [98, 129, 178]. However, this is still a problem that can affect the
dependability of cross-chain dApps; dealing with forks is still an open issue. For instance, the pro-
tocol used in Hyperservice is unable to revert any state update to smart contracts when a dApp
terminates prematurely, i.e., it does not grant atomicity. If one does not have atomicity guarantees,
it forces the cross-blockchain application into an inconsistent state when a fork occurs. This can
put at risk the purpose of the project: functional cross-blockchain applications. The same problem
applies to, for instance, Overleder [147].

While one might be tempted to conclude that standardization could improve cross-blockchain
API design, some argue that APIs are unlikely to generalize well across radically different tech-
nologies. Blockchain-agnostic protocols are more likely to be standardized than APIs, as shown
historically by successful standards efforts such as HTTP or the TCP/IP family. Finally, solu-
tions that prove cross-smart contract capabilities are emerging, but are still in development
[1, 98, 120, 156, 178].

6 DISCUSSION, USE CASES, AND RESEARCH QUESTIONS

This section presents a comprehensive summary of each blockchain interoperability category we
extracted and our considerations about blockchain interoperability. Then it presents use cases and
finishes with answers to the research questions we proposed.

6.1 Discussion

Although blockchain interoperability is a complex technology, connecting blockchains ends up
being a manageable approach, despite differences in, for example, data structures, digital signature
schemes, transmission protocols, verification mechanisms, consensus mechanisms, token issue
mechanisms, and smart contract language. However, “there is a scant effort today to address the
standardization of the various infrastructure building blocks—messages, data formats, and flows—
to support the interoperability across blockchains” [84].

Different categories of solutions approach the interoperability problem differently. Our article
firstly introduced Public Connectors in Section 5.1 and stressed their importance. Token exchange
is arguably no longer the whole scope of blockchain interoperability [120]. Instead, various inter-
operability approaches emerged in the last years, whereby many of them aimed at generalizing
blockchain interoperability. In particular, emerging solutions can be categorized as Hybrid Connec-
tors, which provide cross-blockchain communication, and Blockchain of Blockchains, which allow
an end-user to create customized, interoperable blockchains at the expense of vendor lock-in.

Public connectors are the most cited among industry and academia, as they provide practical
solutions to real-world problems: asset transfers. As these were the first solutions to emerge, not
surprisingly, some may not succeed. It seems that the merge of sidechain and protocols relying
on an escrow party (enforced by smart contracts) are the most suitable solutions for interoper-
ability among public blockchains. We argue that the flexibility, decentralization, and security of
such proposals can be utilized for secure interoperability. However, creating and maintaining a
decentralized application using several blockchains was difficult—and hence the Blockchain of
Blockchains solutions appeared. Those can facilitate blockchain adoption while providing built-in
interoperability among instances of the same platform, whereas variations of the solutions men-
tioned above can be used to bridge Blockchain of Blockchains to other blockchains.

While Blockchain of Blockchains, such as Cosmos or Polkadot, provide a consensus engine and
a security infrastructure to build blockchains, blockchain of blockchains aims at developing solu-
tions using different infrastructures. In particular, Cosmos and Polkadot might progress toward
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homogeneity, as they support only the creation of Tendermint-based blockchains and Substrate-
based blockchains, respectively. While they provide interoperability capabilities, mainly on the
chains relying on their technology and other desirable features (shared layer of security, decen-
tralization, governance, better scalability), the end-users choice will be tied to specific implemen-
tations. Paradoxically, such solutions might contribute to data and value silos, as solutions built
with them cannot connect with an arbitrary blockchain [1]. Despite this fact, one could argue that
this problem can be alleviated by building bridges/adapters. These solutions are promising but are
challenging to integrate with legacy systems and, generally, private blockchains, and hence the
hybrid connectors started appearing.

Hybrid Connectors, specifically blockchain migrators and blockchain of blockchains, progress
toward a user-centric, blockchain-agnostic view, enabling enterprise-connected CC-dApps. Ar-
guably, the most suitable solution for connecting private blockchains is the usage of blockchain-
agnostic protocols; however, they do not grant backward compatibility (as all previous solutions
have to be adapted to integrate the adopted communication protocol). To overcome this fact, the
short-medium-term solution would be using trusted relays. An interesting way for trusted relays
to venture is by decentralizing the escrow party: from a set of trusted validators to a network of
public nodes. It then follows from this survey that one could perceive trusted relays and blockchain-
agnostic protocols to be good solutions to link private blockchains; and sidechain, smart-contract-
based protocols suitable to solve interoperability among public blockchains.

A network of blockchain engine-powered blockchains can be leveraged using Hybrid Connec-
tors. For instance, there is a possible synergy between Cosmos and the Interledger Protocol: when
a user wants to make an in-app payment with fiat currency (e.g., dollars) within a Cosmos zone, he
or she can rely on the interledger protocol as a payment rail. If using cryptocurrencies to pay (e.g.,
Bitcoin), the interledger router can route the transactions for a payment channel (e.g., LN), pro-
viding more trustful interaction. To connect this ecosystem to private blockchains, bridges have
to be developed. To make such bridges trustable, a possible solution would be to elect a group of
validator nodes, via an overlay network, that participates in the consensus of public blockchains
and private blockchains. This way, cross-chain and cross-blockchain transactions can be endorsed.

It is worth mentioning that several cross-chain programming languages are appearing, such as
the Hyperservice Language [119] and DAML [61]. DAML provides a unified Blockchain program-
ming model by abstracting the underlying blockchains and exposing a higher-level abstract ledger
on top, similarly to HSL. DAML has different integration degrees: DAML as an application on the
target platform; and integration where the DAML runtime engine validates transactions. Programs
compiled on such languages can run on top of a BoB platform.

To conclude this discussion, we recall to the reader that blockchain development has been done
in silos since its inception. New solutions for blockchain interoperability started emerging as of
2017, and, perhaps not surprisingly, such solutions are also being adopted in silos. While Public
Connectors methods are commonly used nowadays, we focus on Blockchain of Blockchains and
Hybrid Connectors. Blockchain of Blockchains and Hybrid Connectors allows interoperability be-
tween blockchains and other distributed ledger technologies and enterprise systems in the medium
term. This promotes the development of blockchain interoperability standards. While blockchain
matures, industries will tend to incorporate this technology into their business processes. Then,
we predict that mass adoption will follow.

6.2 Supporting Technologies and Standards

Besides the presented solutions, there is work toward the support and standardization of block-
chain interoperability. Blockchain interoperability standards attempt to create a “standardized
transaction format and syntax,” which is common to all blockchains, and secondly, a “standardized
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minimal operations set,” common to all blockchains [86]. In particular, a standardized format is im-
portant because while fungible and non-fungible assets have a single, well-defined representation
in each blockchain, arbitrary data can be manipulated freely. First, we introduce indirect contribu-
tions that promote blockchain interoperability and then the existing standards.

Recent efforts are visible in enabling heterogeneous smart contract integration through service
orientation [69], allowing external consumer applications to invoke smart contract functions uni-
formly. A cross-blockchain data storage solution becomes a feasible solution to achieve application
interoperability, whereby applications rely on one blockchain. Some dApps'® already leverage the
InterPlanetary File System (IPFS) [26] to create a common storage, adjacent to the blockchain.
The IPFS provides a peer-to-peer network for storing and delivering arbitrary data in a distributed
file system, potentially facilitating the transfer of data across blockchains [21]. Organizations are
working on standardizing digital assets. The Token Taxonomy Initiative!” is a consortium dedi-
cated to digital token standardization. It proposes a standard to identify tokens’ behavior, prop-
erties, and control interfaces according to a token classification hierarchy. This project allows
application developers to utilize a standard code set for interacting with tokens regardless of the
blockchain platform, thus incentivizing blockchain interoperability. In the context of general in-
teroperability, the Ethereum ERCs are a de facto standard.!®

Oracles are mechanisms that software systems provide as an external source of truth for block-
chains [130], and they can be centralized or decentralized [4]. Typically, centralized oracles are not
as dependable as decentralized oracles, as they constitute a single point of failure.

Hyperledger Avalon [123] defers intensive processing from the main blockchain to an off-chain
channel to support centralized yet trustable oracles (by using trusted execution environments).
Since multiple blockchains can use the same data, it fosters interoperability.

Open source projects like Hyperledger Indy!® and Hyperledger Aries?® operate in the field
of digital identity and self-sovereign identity. Central concepts of self-sovereign identity are de-
centralized identifiers (DIDs) [149] and verifiable credentials [42]. DIDs can be created, man-
aged, and shared using Zero-Knowledge Proofs (ZKPs) mechanism, even allowing one to create
new access control models [20]. Such technologies allow for identity portability, enabling cross-
blockchain identities [92].

So far, the presented standards are called DLT/Blockchain Enabling Technology Standards
because they focus on standardizing elements that blockchains can use, as opposed to
DLT/Blockchain Generic Framework Standards [118]. These refer to standardization of blockchain
interoperability data and metadata formats, identity, and protocols, namely, the IETF, ISO, Enter-
prise Ethereum Alliance, IEEE, The EU Blockchain Observatory & Forum, and W3C.

At the Internet Engineering Task Force (IETF), work is being done defining a set of drafts
that guide the implementation of ODAP, a protocol using gateways [17, 85, 88]. The ISO Technical
Committee 307 works toward the “standardization of blockchain and distributed ledger technolo-
gies,”?! but did not produce any standard yet. Subgroup 7 (ISO/TC/SG7) focuses specifically on
interoperability. The Enterprise Ethereum Client Specification, currently on its seventh version,
“defines the implementation requirements for Enterprise Ethereum clients, including the inter-
faces to external-facing components of Enterprise Ethereum and how they are intended to be

6https://ethlance.com/.

Thttps://tokentaxonomy.org/.
Bhttps://eips.ethereum.org/erc.
Yhttps://www.hyperledger.org/projects/hyperledger-indy.
Dhttps://www.hyperledger.org/projects/hyperledger-aries.
Hhttps://www.iso.org/committee/6266604.html.
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used,” including cross-chain interoperability [5]. The IEEE Blockchain Initiative?? and the IEEE
Standards Association,?? through the IEEE Standards P3203, P3204, and P3205,%* work at provid-
ing “interfaces and protocols of data authentication and communication for homogeneous and
heterogeneous blockchain interoperability.” The EU Blockchain Observatory & Forum by the Eu-
ropean Commission aims to (1) monitor blockchain activities in Europe, (2) manage the source
of blockchain knowledge, (3) create a forum for sharing information, and (4) create recommenda-
tions on the role the EU could play in blockchain [67]. The same entity points out the likelihood
of an increasing number of standards and adoption within governments [55]. The W3C, via the
Interledger Payments Community Group,? is connecting payment networks, including decentral-
ized ledgers. Other organizations working in the area include BIA, BiTA, BRIBA, BSI, CESI, DCSA,
EBP, GS1, and MOBI [185].

Standardization efforts focused on a specific blockchain (DLT/Blockchain Platform-Specific
Standards) are, for example, the 0302 Aries Interop Profile?® and the Hyperledger Fabric Inter-
operability working group.?’

Multiple standards will likely arise and be used, for each vertical industry, as there is a lack
of generalized interoperability standards. Standards are then reused across industries (e.g., IEEE
P2418.5). Solving interoperability in a specific sector would then pave the way for standards in
other industries because the main requirement is domain expertise (ontologies are good starting
points for standardization) [118]. The heterogeneity created by standards will pose a regulation
challenge, as blockchains may spread across different jurisdictions [23].

6.3 Use Cases with Multiple Blockchains

In this section, we present use cases with multiple blockchains. More use cases can be found in
Appendix F.

The industry is still applying blockchain to use cases using only one blockchain. Consequently,
it is expected that use cases with multiple blockchains are rare. Notwithstanding, according to the
existing resources, it seems that there is considerable interest in use cases using multiple block-
chains. As long as the technologies mature, novel, disruptive use cases may be found. For the sake
of space, we present some general use cases involving an IoB [155]. We refer readers to Appendix
F for more use cases relative to Public Connectors, Hybrid Connectors, and Blockchain of Block-
chains.

The first big IoB use case is asset transfers, where users can transfer assets from one blockchain
to another. While some approaches implement this use case in an ad-hoc way, the emergence of
central bank digital currencies (CBDCs) [126, 166], requires further efforts and standardization
[49]. A CBDC is a digital version of a sovereign currency of a nation. A CBDC is issued by central
banks, where each unit represents a claim on the value held by such central bank. Many block-
chains features are appealing to implement CBDCs, particularly the offered immutability, trans-
parency, and trust distribution. Some central banks are already experimenting with blockchain,
including the Monetary Authority of Singapore and the Bank of Canada [155]. As each CBDC can
be implemented with a blockchain, and each central bank might choose a different technology,
interoperability between them is achieved using an IoB or even a BoB.

Zhttps://blockchain.ieee.org/standards.

Bhttps://standards.ieee.org/.

Z4https://blockchain.ieee.org/standards.

Bhttps://www.w3.org/community/interledger;.
https://github.com/hyperledger/aries-rfcs/tree/master/concepts/0302-aries-interop-profile.
YThttps://wikihyperledger.org/display/fabric/Fabric+Interop+Working +Group.
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Another major use case is interoperability across supply chains [129, 155]. A supply chain is a
chain of value transfer between parties, from the raw product (physical or intellectual) to its final-
ized version. Managing a supply chain is a complex process because it includes many non-trusting
stakeholders (e.g., enterprises, regulators). As many markets are open and fluid, enterprises do not
take the time to build trust, and instead, rely on a paper trail that logs the state of an object in the
supply chain. This paper trail is needed for auditability and typically can be tampered with, leading
to blockchain’s suitability to address these problems [185]. A key challenge of blockchain-based
supply chains is to interoperate with other DLT systems. Interoperability granted each participant
of the supply chain (e.g., supplier, manufacturer, retailer) can participate at several supply chains
(and thus several blockchains) using a single endpoint, simplifying the interaction process while
reducing costs. Other use cases comprise connecting Hyperledger Fabric and Ethereum with Sin-
gapore Exchange and Monetary Authority of Singapore via node integration and EVRYTHNG, a
product connecting multiple chains via API to digitize products [185].

Finally, identity and data portability can be provided by an IoB approach. Identity paradigms
like self-sovereign identity [20] can increase identity portability by providing users control of
their identities. Typically, this is achieved by rooting user credentials in a blockchain. Hence, if
blockchains can communicate with identity providers that are blockchains, one can use the same
identity in different blockchains. Data portability complies with blockchains, allowing blockchain
users to use their data outside of a blockchain without requiring significant effort.

6.4 Answers to the Research Questions

In this section, we provide answers to the presented research questions (further elaborated in
Appendix A1l).

(1) What is the current landscape concerning blockchain interoperability solutions,

both from the industry and the academia? That is, what is the current state of block-
chain interoperability solutions?
The first step toward blockchain interoperability has been creating mechanisms allowing
the exchange of tokens (e.g., cryptocurrencies). We categorized such solutions as Public Con-
nectors (Section 5.1). Such category comprises Sidechains and Relays (Section 5.1.1), Notary
Schemes (Section 5.1.2), and Hash Time-Lock Contracts (Section 5.1.3). This category pro-
vides an idea of the emergence of blockchain interoperability, but this area no longer applies
solely to token exchanges between homogeneous blockchains.

Novel blockchain interoperability approaches are Blockchain of Blockchains (see
Section 5.2) and Hybrid Connectors (Section 5.3). Hybrid Connectors fall into three sub-
categories: trusted relays (Section 5.3.1), blockchain-agnostic protocols (Section 5.3.2), and
blockchain migrators (Section 5.3.3). We also analyzed related literature reviews on block-
chain interoperability in Section 3.

(2) Is the set of technological requirements for blockchain interoperability currently
satisfied?

There are two requirements for realizing technical interoperability [44]: a pair of sufficiently
mature blockchains to build artifacts that promote interoperability and “some application
or need that cannot be served by implementing it on a single blockchain.” There are sev-
eral blockchains that can be considered mature enough to support applications built on top
of them [7, 80, 109, 188]. On the other hand, interoperability regarding blockchain needs
to have the necessary infrastructure and facilitating technologies. In particular, the produc-
tion of standards [92, 175] technologies like decentralized identifiers [149], verifiable creden-
tials [42], cross-blockchain communication protocols [38, 194, 195], and the representation
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of blockchain smart contracts [92] can foster the likelihood for blockchain interoperability
standards and solutions, as they remove considerable barriers to blockchain interoperability.
On the other hand, there is a set of cross-blockchain use cases that validate the need

for interoperability, which will inevitably foster it [23]. In conclusion, the set of critical re-
quirements for blockchain interoperability is currently satisfied, but there is still work to
be done at standardization and interoperability across public-private and private-private
blockchains.

(3) Are there real use cases enabling a value chain coming from blockchain
interoperability?
Regarding the third research question, some authors defend that blockchain interoperability
is important and crucial for the survivability of this technology [23, 86, 120, 138]. Standards
are paving the way for blockchain adoption [60, 92]. It is likely that “forward-looking inter-
operability standards are most likely to result in successful standards creation and facilitate
industry growth” [92]. Conversely, standardization is a requirement for mass adoption that
is being developed. Given the multiple blockchain interoperability solutions, both Hybrid
Connectors and Blockchain of Blockchains, some of them with considerable weight in the
industry, we believe this is a very likely scenario. In Section 6.3, we expose multiple use-cases
that may benefit from cross-blockchain technology, which can foster adoption by enthusiasts
and enterprises. In conclusion, we envision reliable solutions and standards emerging in the
following years and a steady increase in blockchain adoption by enterprises and individuals
alike.

As a value enhancer and maturing key factor, interoperability will ultimately decide the survival
of this technology. Based on the evidence collected and analyzed, we foresee increased attention
to this research area, with blockchain interoperability gaining traction among the academia and
the industry.

6.5 Open Issues and Challenges

In this section, we present open issues and challenges regarding blockchain interoperability and,
in a more general sense, the adoption of blockchain.

Nowadays, solutions available to build decentralized applications lack interoperability, thwart-
ing scalability [27]. As Liu et al. note, “it is very challenging to enforce correct executions in a full
trust-free manner where no trusted authority is allowed to coordinate the executions on different
blockchains” [120]. Although interesting and notorious recent advances in this area make interop-
erability a reality, there is still a gap between theory and practice, as much of the existing work is
mostly conceptual.

Given the vast amount of blockchain platforms, fragmentation regarding solutions and their
approach to interoperability is strongly present, for example, in IoT scenarios [200]. A combination
of multiple platforms tailored for specific purposes, which can be public, private, or consortium,
adds an overhead to manage workflows. In particular, this concern is intensified when multiple
blockchains are serving a specific application.

Concerning blockchain scalability, the internet of blockchains can be realized upon improve-
ments to current performance, both in public and private blockchains. Techniques such as implicit
consensus and data sharding can improve transaction throughput and storage [107]. However,
blockchain sharding requires solving cross-blockchain transaction routing and retrieval and asset
referencing (also known as the discoverability problem).

It is challenging to coordinate transactions from different blockchains to support a cross-chain
dApp, as different blockchains have different properties (e.g., architecture, protocols [1], service
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discovery, access control, between others). In particular, reverting a transaction that depended on
another can be cumbersome, especially given different transaction finalities from different block-
chains). Some solutions have proposed a mechanism to overcome such a challenge (blockchain of
blockchains) [120, 178]. Although a promising approach, it is still unclear the applicability of these
solutions to arbitrarily complex cross-blockchain dApp. More research is required to confirm the
feasibility of this approach.

Some authors [170] highlight problems related to the General Data Protection Regulation
(GDPR)?, such as security, trust, confidentiality, and data privacy issues. In particular, security
threats are exacerbated by the presence of multiple blockchains and possible multiple administra-
tors. Regarding privacy, the authors underline problems with the right-to-forget, in which a user
can ask his or her data to be deleted from the blockchain. Currently, most blockchains do not pro-
vide effective mechanisms that can respond to this request. Blockchain fine-grain access control
is appointed as a key requirement to minimize information leakage and confidentiality risk.

Blockchain interoperability reduces dependencies on a single blockchain, and consequently, risk
(e.g., the blockchain is attacked) [38]; it does not eliminate the inherent risks. It is worth under-
scoring that the multiple blockchain approach is more complicated than the sum of its parts, as
there is extra complexity underlying the cross-chain communication. This adds challenges to gov-
ernance: whereas a private consortia can use Hybrid Connectors at will to interoperate systems
(decentralized and centralized), the governance model is not straightforward within community
projects, supported by public blockchains.

In short, the most relevant open issues toward blockchain interoperability are as follows:

—The gap between theory and practice, including the lack of standardization and implemen-
tations [84, 200].

—Discoverability [1, 120, 178].

—Privacy and Security [170, 173, 188, 194].

—Governance [86, 87, 145, 185].

Notwithstanding, security [116, 148], privacy [47], and scalability (e.g., using sharding [193] or
novel blockchain systems [135]) remain the most prominent areas to be improved in the blockchain
space.

7 RESEARCH DIRECTIONS

New tools, frameworks, standard proposals, and even programming models are emerging and need
further development. Programming models such as Polkadot and Cosmos offer developers a way
to create their blockchains effectively and connect them to other blockchains. Protocols such as ILP
and UIP allow cross-blockchain transactions. Programming languages such as HSL and DAML aim
at embedding different blockchain models, providing an abstraction for cross-blockchain dApps.

Although one can have good reasons to utilize blockchain interoperability solutions for public
or private blockchains, few solutions are available for connecting them. The problem of obtaining
state from permissioned blockchains effectively [2] makes interoperating with private blockchains
a challenge [96, 185]. Thus, connecting public and private blockchains bidirectionally remains an
open problem.

One of the problems that bidirectional communication across permissioned and permissionless
ledgers poses is semantic compatibility. Technical interoperability does provide the technical foun-
dation that realizes interoperability but does not grant semantic interoperability per se [86]. There
is, therefore, a gap: how can we effectively combine both blockchain types to enable new use cases?

Zhttps://gdpr.eu/.
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How to make sure a solution complies with the goals of all involved stakeholders? Disciplines as
view integration can help to provide an answer [19]. View integration is the process that combines
views of the same business process into a consolidated one by combining the different views of
the stakeholders participating in different blockchains.

Another considerable obstacle for blockchain adoption is its fast-paced development. The devel-
opment of blockchain interoperability standards may provide a way for more flexibility regarding
backward compatibility.

In the light of the present study and the identified open issues and challenges, we propose
research directions based on some sections of our survey: research on architecture for enabling
blockchain interoperability, Public Connectors, Blockchain of Blockchains, Hybrid Connectors,
and supporting technologies, standards, use cases, and others.

Architecture for Blockchain Interoperability (further elaborated in Appendix B):

—Define a blockchain interoperability maturity model, modeling interoperability at its various
layers (e.g., technological, semantic, organizational).

—Model the different views on the various types of interoperability, according to different
stakeholders (e.g., the provider’s technical view on a cross-blockchain dApp vs. the semantic
view of the end-user on the same cross-blockchain dApp).

—Study blockchain interoperability semantics by exploring, for example, the research area of
view integration [51].

Public Connectors (Section 5.1):

—Research on how permissioned blockchains can benefit from sidechains to improve scalabil-
ity and privacy.

—Develop protocols to allow fiat money exchange, higher liquidity on decentralized exchanges.
Conversely, improve the level of privacy and security of centralized exchanges.

Blockchain of Blockchains (Section 5.2):

—Integration of existing blockchain systems with Blockchain of Blockchains.

—Study how Blockchain of Blockchains can provide a reliable interoperability scheme bridging
permissioned blockchains and permissionless blockchains.

—Connect Blockchain of Blockchains to both centralized systems and decentralized ledger
systems (e.g., connect Polkadot to Visa).

Hybrid Connectors (Section 5.3):

—Decentralize the trust of trusted relays by integrating them with public blockchains (e.g., by
submitting the state periodically to a public blockchain).

—Study how blockchain-agnostic protocols can be easily adapted to existing ledgers.

—Explore the blockchain of blockchains approach as an advance in dependable blockchain-
based applications.

—Improve atomicity and consistency guarantees on cross-blockchain decentralized applica-
tions.

—Explore blockchain migration across public and permissioned ledgers. Such migration
schemes can be decentralized and adapt to functional and non-functional requirements im-
posed by stakeholders.

—Explore blockchain migration via non-trusted relays (e.g., using a set of public escrow nodes
following a protocol).

—Develop frameworks for multiple blockchain management. Such frameworks should re-
spond to multiple stakeholder needs, decentralizing trust.
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—Model integration abstraction layers that enable the development of universally connected
contracts.
—Research on the visualization of CC-Txs.

Supporting technologies and standards, use cases, and others (Section 6.1):

—Work along with regulators and standardizing bodies to come up with blockchain interop-
erability standards across industries.

—Research on blockchain interoperability programming languages, supporting tools, and stan-
dards, including but not limited to cross-blockchain programming languages and frame-
works, decentralized identifiers and verifiable credentials, and blockchain interoperability
standards for enterprise blockchains.

—Explore new use cases using multiple blockchains, the “value-level” interoperability [129].

—Research synergies between cryptocurrency-based interoperability approaches, Blockchain
of Blockchains, and Hybrid Connectors.

—Study security aspects of blockchain interoperability.

—Understand the implications of the different interoperability layers (value, semantic, organi-
zational, among others).

8 CONCLUSION

In this article, we performed a systematic literature review on blockchain interoperability. We
systematically analyzed, compared, and discussed 80 documents, corresponding to 45 blockchain
interoperability solutions. By including grey literature, we expect to thwart intrinsic limitations
regarding the blockchain interoperability research area, such as a considerable presence of the in-
dustry. By exploring each solution methodologically, this study provides interesting insights, dis-
tributed across three categories: Public Connectors, Blockchain of Blockchains, and Hybrid Con-
nectors. Despite sidechain and HLTC solutions are gaining traction in the industry, blockchain
interoperabilities are not solely Public Connectors solutions. New approaches started emerging
since 2017. HCs provide a varied landscape of solutions, adapted for the majority of the use cases.
They are likely to be used to produce cross-blockchain dApps. Blockchain of Blockchains are likely
to be adopted by the industry in the short-medium term, by leveraging easy-to-produce, customiz-
able blockchains.

Our findings allow us to conclude that conditions to research on blockchain interoperability are
fulfilled, allowing a multitude of new use cases. Thus, we expect interest in this research area to
raise considerably.

This work is toward making the blockchain ecosystem more practical, by easing work for devel-
opers and researchers. We expect that this study provides a robust and dependable starting point
whereby developers and researchers can work in the blockchain interoperability research area.
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Applications of Blockchain

Interoperability

Many applications of blockchain interoperability are still being developed. Network effects and the increas-
ing mass adoption will unlock unexpected paths. However, there are already some use cases for blockchain

interoperability. We present the main ones in this section.

D.1 Mutiple Ledger Central Bank Digital Currencies

The first important Internet of Blockchains use case is asset transfers, where users can transfer assets from
one blockchain to another. While some approaches implement this use case in an ad-hoc way, the emergence
of central bank digital currencies (CBDCs) [249, 45], requires further efforts and standardization [250]. “A
CBDC is a digital payment instrument, denominated in the national unit of account, that is a direct liability
of the central bank” [251], complementing cash and traditional reserve or settlement accounts. Although there
are only a few CBDCs already in production, with limited rollout or in minor economies, in recent years, most
central banks have performed extensive research and experiments on the topic in preparation for issuing a CBDC
in the future. Whether the authoritative ledger of future CBDCs will be decentralized or centralized is still
a subject of debate; experiments and prototypes exist for both. By-design tamper resistance, auditability, and
fault tolerance are strong supporting arguments for permissioned distributed ledger-based implementations, even
despite performance assurance, privacy, and operating consortium diversity challenges.

Blockchain-based applications that implement services for a given business domain (like logistics, retail, in-
surance, etc.) need a legally recognized vehicle for payment and settlement - and in many cases, the same-chain
CBDC will be the best option, when it becomes available [252].

Openly accessible documentation on CBDC experiments and prototypes of central banks, such as work streams
in the Digital Euro experiments [253, 254], strongly suggests that the core CBDC ledger will not provide wide-scale
support for smart contracts. Instead, the application of interoperability solutions - classic payment initiation trig-

gers, bridging, and payment channels - can be expected. For CBDC-using decentralized application ecosystems,
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arguably, bridging is the optimal solution, as it seamlessly enables performing the financial operations encoded
in smart contracts. In a wider context, it is also worth noting that the Multi-CBDC project (mCBDC [255]) of
the Bank of International Settlements (BIS) demonstrated the use of the bridging mechanism in the context of
wholesale (available only to financial institutions) CBDC and cross-border transactions. Some central banks are
already experimenting with blockchain, including the Monetary Authority of Singapore and the Bank of Canada

[256]. We explore this use case in our work [45].

D.2 Supply Chain

Another major use case is interoperability across supply chains [256, 102]. We explore this use case in BUNGEE
[4]. A supply chain is a chain of value transfer between parties, from the raw product (physical or intellectual)
to its finalized version. Managing a supply chain is complex because it includes many non-trusting stakeholders
(e.g., enterprises, regulators). As many markets are open and fluid, enterprises do not take the time to build
trust - and instead rely on a paper trail that logs the state of an object in the supply chain. This paper trail is
needed for auditability and typically can be tampered with, leading to blockchain’s suitability to address these
problems [71]. A key challenge of blockchain-based supply chains is to interoperate with other distributed ledger
technology (DLT) systems. Interoperability granted each supply chain participant (e.g., supplier, manufacturer,
retailer) can participate at several supply chains (and thus several blockchains) using a single endpoint, sim-
plifying the interaction process while reducing costs. Other use cases comprise connecting Hyperledger Fabric
and Ethereum with Singapore Exchange and Monetary Authority of Singapore via node integration and Evrthng, a
product connecting multiple chains via API to digitize products [71].

At the IETF Secure Asset Transfer Protocol working group, we are collecting use cases that can leverage our
protocol, closely related to supply chain [257]. Those are included in two main groups: International Trade and
Supply Chains, and Financial Instruments and Currency Exchanges. For the first group, the use cases are the
improvement of trade finance and logistics, tracking food shipments, and supply chain management. For the
second group, the use cases are CBDC currency transfers, delivery versus payment of securities, and transferal of

digital art and across national borders.

D.3 Cross-Jurisdiction Promissory Notes

Promissory notes are freely transferable financial instruments where issuers denote a promise to pay another
party (payee) [258]. Notes are globally standardized by several legal frameworks, providing a low-risk instrument
to reclaim liquidity from debt. Notes contain information regarding the debt, such as the amount, interest rate,
maturity date, and issuance place. Notes are useful because they allow parties to liquidate debts and conduct
financial transactions faster, overcoming market inefficiencies. In practice, promissory notes can be both payment
and credit instruments. A promissory note typically contains all the terms about the indebtedness, such as the
principal amount, credit rating, interest rate, expiry date, date of issuance, and issuer’s signature. Despite their
benefits, paper promissory notes are hard to track, require hand signatures and not-forgery proofs, accounting
for cumbersome management.

To address these challenges, recent advances in promissory notes’ digitalization include FQX’s eNote [259].
Blockchain-supported digital promissory notes (eNotes) worth about half a million dollars were used by a “Swiss

commodity trader to finance a transatlantic metal shipment” [260]. eNotes are stored in a trusted ledger covered
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by the legal framework, belonging to a specific jurisdiction. Consider the following supply chain scenario: a
producer (P) produces a certain amount of goods that sells to a wholesaler (W). W accepted the goods, and now P
issues an invoice of value V. The wholesaler could pay in, for example, 90 days. Because P does not want to wait
up to 90 days for its payment, it requests a promissory note from W, stating that V will be paid in 90 days. This
way, P can sell that same promissory note to a third party. The promissory note is abstract from any physical good
being exchanged. Depending on the issuer, collateral might not be needed, as the accountability for liquidating
the debt is tracked by the blockchain where it is stored.

Blockchain-based promissory notes belonging to a particular jurisdiction are stored in a certified blockchain
that exposes a gateway. When a promissory note needs to change jurisdictions (e.g., a promissory note issued
in the USA that needs to be redeemed in Europe), the gateways belonging to the source and target blockchains
perform an asset transfer the asset is a digital promissory note. Alternatively, the gateway extends to several
jurisdictions. Below is an example of an asset profile of a digital promissory note. Such digital promissory
notes can be trivially exchanged between blockchains using Hermes and the SATP (previously known as ODAP)
protocol, where gateways belonging to different jurisdictions (e.g., representing different blockchains regulated

by different entities) perform asset transfers.

D.4 Carbon Emission Tracking

The first example is Hyperledger’s Cactus implementation of the Carbon Emission App from the Hyperledger
Carbon Accounting and Neutrality Working Group [261]. A detailed explanation of this use case can be found
in Hyperledger [262]. The purpose of this use case is to reward carbon emission reduction by orchestrating
heterogeneous blockchains: one focused on data collecting, and another on the reward incentives.

A Hyperledger Fabric network collects emission records (activity data), e.g., energy consumption, travel
mileage, and widgets produced. The emissions records are not continuous because both the emissions factors and
the data for calculating emissions are based on long time windows (e.g., utility bills are produced each month).
Periodically, the activity is aggregated to be later converted to an emission token (ERC-721). Emission tokens are
created on Ethereum’s public network from the collected data on Fabric to be traded against allowances that
reward emission reduction.

This use case contemplates a private, permissioned ledger used for performance and privacy reasons, but
where the final output (carbon emission tokens) are stored in public blockchains as a reward. In particular,
the performance of Hyperledger Fabric in terms of throughput and end-to-end latency is superior to most public
blockchains due to its consensus and low number of peers. Privacy can be assured because only the peers involved
can read the global state or if needed, only a subset of peers could read part of the global state (i.e., by utilizing

channels or private data).

D.5 Providing Off-chain information to Blockchains

Smart contracts consume information stored outside their blockchain via oracles. Oracle interoperability
solutions allow a DLT system to make use of external data from another system [160, 159, 158, 263], increasing
the connectivity of DLT-based applications. There is a lot of on-going research on the security and fairness of
interoperability via oracles. In particular, oracles could be selecting certain transactions to be included in the

target blockchain for its own benefit, similarly to the miner extractable value problem [264].
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Code deployed into a distributed ledger cannot access external resources or data without the help of an
intermediary. These intermediaries (known as oracles) gather external data, placing it into transactions that are
subsequently added to the distributed ledger, therefore allowing this retrieved data to be read by deployed smart
contracts. Note that oracles can fetch data from a non-DLT system or another DLT-system. Oracles are classified
into two types [160], pull-based, or push-based.

Examples of real-world oracle networks are Chainlink [265], Band Protocol [266], and API3 [267]. We refer

the interested reader to [100, 158] for further information.

D.6 Cross-Chain Identity

Identity and data portability can be provided by a multi ledger approach. Identity paradigms like self-
sovereign identity [37] can increase identity portability by providing users control of their identities. Typi-
cally, this is achieved by rooting user credentials in a blockchain. Hence, if blockchains can communicate with
blockchains’ identity providers, one can use the same identity in different blockchains. Data portability complies
with blockchains, allowing blockchain users to use their data outside of a blockchain without requiring significant
effort.
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zKEEs: Zero-Knowledge Easter Eggs

Figure E.1: Zero-knowledge Easter Eggs - zkEEs

All work and no play make Jack dull, so we introduce something different for this thesis. Meet zkEEs, Zero-
Knowledge Easter Eggs! Across this thesis, you can collect ten easter eggs for your amusement. The bounty on
each easter egg found is a very special on-chain collectible’. Those easter eggs contain what | believe to be cool
references to Blockchain, this thesis, and my own interests.

To redeem the NFTs, you need to interact with a smart contract. While | do not want to bother you with

technical details?, a quick introduction might prove useful. Our system relies on a hashlock, that protects the

'in the form of an NFT. An NFT is an entry in a smart contract containing a table (ownership, address) with your blockchain
address and NFT address. It binds the ownership of this token to your wallet. For all intents and purposes, it is a collectible
you can exchange.

20K, maybe just a few technical details: zkEEs leverage zero-knowledge proofs (see a gentle introduction here [151]) via
the Groth16 proof system. We leverage Circom, a domain-specific language to compile programs into arithmetic circuits, and
an on-chain component based on a zero-knowledge proof verifier and an ERC-1155 minter. Zero-knowledge SNARKs make sense
in this case because 1) the prover and verifier cannot run as one trusted entity; 2) part of the input should be confidential,
namely the secret component of the easter egg; 3) we need a constant-size proof; and 4) we do not need a sublinear prover
(would be better, but it seems there none is yet available) [198].
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smart contract functionality that mints NFTs (one of the traditional mechanisms for interoperability [100]). You
can redeem your NFT when you provide a secret that, when hashed, corresponds to the hashlock guarding it. See

the following example:

“Interesting” (wink wink) Example

I
You find your last easter egg on this page. It says bounty:arrakis. Then, it means that the secret to being input (the

last of this thesis) is “arrakis”. Use the script in the provided code to input the learned secret and redeem your NFT.
Instructions: https://github.com/RafaelAPB/phd-thesis-on-chain

Of course, creating transactions and transacting against the required contract can be a tedious process. |
have automated everything for you. The code for this smart contract, supporting code for issuing transactions,

and reading from the blockchain is available in Github®. Please follow the instructions on the README.md.

Good Easter Egg hunting! {&

That’s all folks!

3https://github.com/RafaelAPB/phd-thesis-on-chain
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