
24 September 2024, Lisboa

Distributed Ledger 
Interoperability 
Security 
Rafael Belchior (INESC-ID, Instituto Superior Técnico)

Supervisor: Prof. André Vasconcelos
Co-supervisor: Prof. Miguel Pupo Correia



24 September 2024, Lisboa 2

3.2 Billion USD
stolen from blockchain bridges since June 2021

According to DefiLlama, represents 35% of all funds stolen in DeFi

Average 3 Million USD per day 
 ≈

 the funding for 132 full PhD scholarships 󰐨 per day, for 3 years
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Why do we care about DLT

http://progress_bar_id
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Before oracles came along, practically the 
only thing anyone did with blockchains was 
move money around and breed ugly digital 
blockchain cats called CryptoKitties. 

When oracles first came on line, it felt like 
living in a primitive city that finally got 
electricity. 

from "The Oracle: A Novel" by Ari Juels
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The rise of Interoperability 
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New generation of financial 
infrastructure
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Current Problems

Rafael Belchior, André Vasconcelos, Sérgio Guerreiro, and Miguel Correia. 2021. A Survey on Blockchain Interoperability: Past, Present, and Future Trends. ACM Comput. Surv. 54, 8, Article 168 (November 2022), 41 
pages. https://doi.org/10.1145/3471140
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These are recurrent,
not just a few isolated events!!!

Timeline of attacks

Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Privacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and Privacy (SP), San Francisco, CA, USA, 
2024, pp. 3840-3865, 

… 2024 july, 
august
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Augusto, R. Belchior, M. Correia, A. Vasconcelos, L. Zhang and T. Hardjono, "SoK: Security and Privacy of Blockchain Interoperability," 2024 IEEE Symposium on Security and Privacy (SP), San Francisco, CA, USA, 
2024, pp. 3840-3865, 
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01
Hypothesis

17
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[There can be] Interoperability mechanisms providing interoperability across the 
technical, semantic, (and organizational) layers can securely implement the 
requirements of both centralized and decentralized organizations.

Centralized orgs.: have enterprise-grade requirements (privacy - confidentiality, 
auditability, monitoring and availability). There is an emphasis on Compliance and 
interoperability with legacy infrastructure -> Type User Enterprise-Grade 
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[There can be] Interoperability mechanisms providing interoperability across the 
technical, semantic, (and organizational) layers can securely implement the 
requirements of both centralized and decentralized organizations.

Centralized orgs.: have enterprise-grade requirements (privacy - confidentiality, 
auditability, monitoring and availability). There is an emphasis on Compliance and 
interoperability with legacy infrastructure -> Type User Enterprise-Grade 

Decentralized orgs.: focus on the retail  investor or Web3 “crypto-native” institutions; 
Prioritize more decentralized solutions and privacy-preserving features 
(anonymity) -> Type User Crypto-Native 
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02
Overview of problem and 

solution space
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03
Systematization

24
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Rafael Belchior, Luke Riley, Thomas Hardjono, André Vasconcelos, and Miguel Correia. 2023. Do You Need a Distributed Ledger Technology Interoperability Solution? Distrib. Ledger Technol. 2, 1, Article 1 (March 
2023), 37 pages. 
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04
Blockchain Gateways

(SATP)

26
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SATP Model
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05
Interoperability Security
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Mitigating the security problem

Decentralization + 
Economic inventices

Proactive monitoring + 
incident response (WIP)

User Crypto-Native User Crypto-Native or Enterprise-grade 
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source : https://www.youtube.com/watch?v=UpRSaG6iuks

Harmonia

Trusted Setup
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Proactive monitoring - Hephaestus  

PART 3 = series of cc rules
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Key Idea
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Key Idea
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Future Work 

37
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SoK: Security and Privacy of 
Blockchain Interoperability
André Augusto          (INESC-ID, Instituto Superior Técnico)
Rafael Belchior           (INESC-ID, Instituto Superior Técnico)
André Vasconcelos  (INESC-ID, Instituto Superior Técnico)
Miguel Correia            (INESC-ID, Instituto Superior Técnico)
Luyao Zhang                (Duke Kunshan University)
Thomas Hardjono      (MIT Connection Science)

3845th IEEE Symposium on Security and Privacy 22th May 2024
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The paper in tables
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Vulnerabilities Found

contrasts with cross-chain hacks!!

Industry and Academia diverge 
in this topic

We map each vulnerability

to a set of mitigations



24 September 2024, Lisboa

XChainWatcher : 
Monitoring and Identifying 
Attacks in Cross-Chain 
Bridges
André Augusto          (INESC-ID, Instituto Superior Técnico)
Rafael Belchior           (INESC-ID, Instituto Superior Técnico)
André Vasconcelos  (INESC-ID, Instituto Superior Técnico)
Miguel Correia            (INESC-ID, Instituto Superior Técnico)
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Benchmarking Blockchain
Bridge Aggregators

Shankar Subramanian1

André Augusto2

Rafael Belchior2

André Vasconcelos2

Miguel Correia2

University of Massachusetts, Amherst
INESC-ID, Instituto Superior Técnico

7th TEEE International Conference on Blockchain (Blockchain 2024) XX August 2024
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Conclusions 

46



24 September 2024, Lisboa 47

Implications:
1. Advances in theoretical foundations for blockchain interoperability 

a. Unified model and classification framework 
b. Guidelines to systematically evaluate solutions

2. Propose a data model for heterogeneous blockchains based on views
a. Common data format for heterogeneous chains 
b. Privacy-preserving friendly data format

3. Gateway paradigm
a. Technical foundation for organizational interoperability
b. Privacy-preserving asset transfers that are auditable, 

Conclusion (Part 1/3)
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Implications:
4. New interoperability framework based on ZKP

a. dApp framework using ZKP
b. Decentralized and cost-efficient bridge implementation on Ethereum

5. Monitoring tools for automatic incident response 
a. Cross-chain rules and model
b. Provide first process mining implementation

Hypothesis

“IMs providing interoperability across the technical, semantic, and 
organizational layers can securely implement the requirements of both 
centralized and decentralized organizations”.

Conclusion (Part 2/3)
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Conclusion

“We foresee “the development and enhancement of incident response 
infrastructure, the development of organizational and legal interoperability 
in DLTs, and the flourishing of new use cases using hybrid blockchain 
applications, particularly where the thesis statement is verified.”

Future Work
A. Extend cross-chain models
B. Privacy-preserving interoperability solutions
C. S&P of bridge aggregators

Conclusion (Part 3/3)
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Thank you

50

Rafael Belchior

 rafael.belchior@tecnico.ulisboa.pt

 @RafaelAPB

https://tinyurl.com/gscholar-rb


