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About 70% of security vulnerabilities in widely deployed software originate from memory-safety bugs in
languages such as C and C++. Despite decades of investment in mitigations, from static analysis and sanitizers
to hardware isolation, attackers continue to exploit unsafe memory operations. A promising long-term
solution is to migrate existing C++ codebases to memory-safe languages such as Rust, but doing so manually
is prohibitively expensive and error-prone.

In this paper, we present Cpp2Rust, the first system capable of translating C++ programs into functionally
equivalent and memory-safe Rust code automatically. By trading some performance for security, Cpp2Rust
addresses the fundamental mismatch between C++’s unrestricted aliasing and Rust’s ownership model by
inserting runtime-enforced ownership and mutability checks, ensuring safety while preserving semantics. To
mitigate the performance overhead of dynamic checks, we developed a suite of source-to-source optimizations
for Rust code that eliminate redundant ownership operations and recover much of the lost performance.

We evaluate Cpp2Rust on two real-world C++ programs, totaling 13k lines of code: WOFF2, a font com-
pression library, and Brunsli, a JPEG lossless compression library. Cpp2Rust achieves full memory safety
with only a 2% performance penalty on WOFF2 compression, while being 6× slower on Brunsli due to heavy
usage of pointer arithmetic. These results demonstrate that automated, semantics-preserving translation from
C++ to safe Rust is practical for some safety-critical applications, offering a viable path toward eliminating
memory-safety vulnerabilities in legacy systems.
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1 Introduction
Major software vendors, such as Google and Microsoft, have reported that about 70% of the security
vulnerabilities in their products are related to memory-safety bugs [58, 81]. These vulnerabilities
include both spatial and temporal memory-safety issues, such as out-of-bounds accesses, use-after-
free errors, double frees, and data races.
Over the years, researchers and practitioners have developed a wide range of software- and

hardware-based technologies to mitigate memory-safety attacks. These advances, from compiler
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instrumentation and hardened allocators [1, 2, 7, 14, 19, 20, 53, 63, 68, 76, 82] to pointer capabilities
and trusted execution environments [13, 33, 64, 87, 88], have made exploitation significantly more
difficult. Nevertheless, attackers continue to discover ways to bypass these defenses. Because
security is often an all-or-nothing property, defending against individual classes of vulnerabilities
remains an endless game of whack-a-mole.

Memory-safe languages eliminate most vulnerabilities related to memory safety by design. They
achieve this by disallowing potentially unsafe operations at compile time through the type system,
and at run time via compiler-generated instrumentation and through a runtime library (e.g., a
garbage collector). However, due to the perceived performance costs of memory-safe languages, such
as run-time checks, developers have traditionally implemented performance-critical components
in non-memory-safe languages like C and C++. Unfortunately, these components are often also the
most security-sensitive, leaving critical parts of the software ecosystem exposed to memory-safety
vulnerabilities.

Rust, a relatively recent memory-safe language, stands out for its performance. Manual rewrites
of legacy applications in Rust have shown that it can often match or even exceed the performance
of the original application [3, 27, 49]. This, along with its memory safety, has sparked significant
interest in the industry [15, 34, 48, 50, 69, 72, 84, 85]. Several organizations are already using Rust
for writing performance- and security-sensitive software. For example, the Linux kernel now
supports drivers written in Rust, marking a major step towards integrating the language in critical
systems [11, 39, 52, 65].
Rewriting all software in memory-safe languages is neither quick nor practical. Large-scale

rewrites often fail, which is why older languages like COBOL remain widely used [17, 41, 46,
79, 80, 90]. Even when feasible, manual rewrites risk introducing errors. Developers aiming to
improve clarity may unintentionally alter functionality they do not fully understand, leading to
bugs. Additionally, experts in the old language may not be proficient in the new one, and vice versa,
further complicating the transition.

Automatically translating (or transpiling) applications to memory-safe languages is an emerging
area of research aimed at simplifying the transition and avoiding the pitfalls of manual rewrites
For example, C2Rust [40] is the leading tool for translating C code into Rust. However, C2Rust has
a major drawback: it generates Rust code outside the language’s safe subset, thereby inheriting
most of the vulnerabilities present in the original program [89].

Translating code from a non-memory-safe language to safe Rust is generally undecidable due to
the need to prove properties like ownership in the presence of aliasing. This explains why C2Rust
generates unsafe Rust code. Recently, researchers have aimed to make the code produced by C2Rust
“safer” by, e.g., replacing pointers (unsafe Rust) with references (safe Rust) [22, 23, 95]. However, as
we have noted before, security is often an all-or-nothing property, meaning that leaving even small
amounts of vulnerable code can still open the door for attackers to compromise the entire system.

In this paper, we take the opposite approach: we first generate safe Rust code, and then iteratively
refine it to improve performance and readability. To sidestep the undecidability issue, we shift
Rust’s mutability and ownership checks to run time by using reference counting and dynamic
mutability checks. This trades speed for security, a compromise many software vendors already
make by enabling compiler-based hardening by default.
We also introduce a new source-to-source optimization tool for safe Rust programs that use

dynamic mutability and ownership. The tool removes reference counters when it detects single
ownership and converts dynamic mutability checks into static ones.

In summary, this paper makes the following contributions:
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(1) Cpp2Rust, the first tool that can translate programs written in a subset of C++ into equivalent
safe Rust programs automatically. Cpp2Rust supports functions, lambdas, enums, loops,
pointer arithmetic, abstract classes, inheritance, virtual calls, and several STL types.

(2) A set of source-to-source optimizations for safe Rust code using dynamic ownership and
mutability.

(3) Two case studies on translating two C++ applications fully automatically: WOFF2, a font
compression library, and Brunsli, a lossless JPEG compressor.

2 Background On Rust
We begin by introducing three fundamental concepts of Rust—ownership, borrowing, andmutability
tracking—that shape its unique balance of expressiveness, performance, and safety. These features,
while powerful, present significant challenges when generating Rust code automatically.

2.1 Ownership and Borrowing
In Rust, each variable must have a single owner, and it must be known statically. This is a key
feature that allows Rust to be memory safe without a run-time garbage collector. As a result, the
compiler knows exactly when each object must be deallocated.

Ownership can be moved, but not shared [43, 44]. However, there is a mechanism to borrow an
object temporarily by creating a non-owning reference. The following code snippet shows how
ownership is tracked, moved, and borrowed:
fn moves(s: String) { ... }
fn borrows(s: &String) { ... }
fn f() {

let x = String::from("foo"); // create a new string
let y = x; // moves ownership; invalidates x
let z = y.clone(); // makes a copy of y
moves(y); // moves ownership; invalidates y
borrows(&z); // temporary borrow; z is ok
print!("{x}"); // compile-time error: x is invalid
print!("{y}"); // compile-time error: y is invalid
print!("{z}"); // ok

}

Function moves takes the ownership of the argument. Arguments are automatically deleted before
the function returns. Hence, in function f, y is considered invalid after the call to moves.

2.2 Mutability
A well-typed Rust program is data-race free (with some caveats). This is ensured by restricting
the program to have just immutable references to a variable, or a single mutable reference and no
immutable references. The following example illustrates these constraints:
fn f() {

let mut x = String::from("foo"); // create a new string
let r: &String = &x; // create 1st immutable reference
let s: &String = &x; // create 2nd immutable reference
let t: &mut String = &mut x; // error: there are live references
print!("{x} {r} {s} {t}"); // all ok except t

}

In Rust, references are only live until the last use, unlike most languages where variables are live
until the end of the scope. This allows several mutable references for a same variable to co-exist as
long as the liveness of the variables are disjoint:
fn f() {

let mut x = String::from("foo"); // create a new string
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Fig. 1. Architecture of Cpp2Rust. A C++ program is first translated into memory-safe Rust. An automatic
source-to-source optimizer then removes redundant ownership constructs and unnecessary boxing. A human
may optionally edit the generated Rust code and rerun the optimizer to further improve performance. Finally,
the resulting Rust code is compiled to assembly using the Rust compiler and its LLVM backend.

let y: &mut String = &mut x; // create a mutable reference to x
y.push('a'); // append a new character

// last use of y; reference is destroyed

// create another mutable reference to x. OK; there are no other live references
let z: &mut String = &mut x;
z.pop();
let r: &String = &x; // OK; there are no other live references
print!("{r}");

}

We now illustrate why syntactic mutability tracking is challenging and requires programs to be
written following a specific discipline. The following code does not compile, despite having no data
races. Still, Rust forbids us from creating a second temporary mutable reference to pass to called
functions.
// simple function; doesn't escape reference nor has concurrency
fn g(x: &mut String) {

x.pop();
}
fn f() {

let mut x = String::from("foo"); // create a new string
let y: &mut String = &mut x; // create 1st mutable reference
g(&mut x); // error: can't create a 2nd mutable reference
y.pop(); // y reference live until here
print!("{x}");

}

We hope this brief introduction to Rust’s unique features—syntactic tracking of ownership and
mutability—highlights the complexity involved in porting code from other languages to Rust. We
illustrate these challenges further in the next section.

3 Overview
In this section, we present by example our algorithm for translating a subset of C++ to safe Rust.

Fig. 1 shows the architecture of the proposed solution. First, we generate safe Rust code directly
from a C++ AST in a mechanical and straightforward way. Then, we employ a source-to-source
optimizer for safe Rust code that removes unneeded boxing and makes the code more idiomatic.
Since this optimization task is undecidable in general, we envision having a loop with a human,
where developers can make changes to the code and then re-run the source-to-source optimizer.
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3.1 Variables
Let us start with a simple example of a function that adds two integers. On the left we have the
input C++ code, and on the right the automatically generated code:

int f() {
int a = 2;
int b;
b = 3;
return a + b;

}

pub fn f() -> i32 {
let a: Value<i32> = Rc::new(RefCell::new(2));
let b: Value<i32> = Rc::new(RefCell::new(0));
*b.borrow_mut() = 3;
return *a.borrow() + *b.borrow();

}

We translate every variable into the Value<T> type, which is an alias to Rc<RefCell<T>> and is
defined in our runtime library. This is Rust’s idiomatic way to defer ownership and mutability
checks to run time. Rc is a reference counter, and thus enables shared ownership and creation of
an arbitrary number of references. RefCell defers mutability checks to run time, allowing multiple
mutable references with syntactically overlapping lifetimes to exist, as long as their lifetimes do
not overlap at run time. Mutability checks are done by borrow() and borrow_mut(), which fail if the
reference lifetime rules are violated.
The translated code is not very idiomatic, but it accurately reflects how our algorithm works.

This ensures that any program can be translated. Afterwards, we run a source-to-source optimizer
to eliminate unnecessary constructs, producing code that a Rust developer would naturally write:
pub fn f() -> i32 {

let a: i32 = 2;
let mut b: i32 = 0;
b = 3;
return a + b;

}

When calling a function, arguments passed by value in C++ are passed with their raw types in
Rust (no Value<T> boxing). The same applies to the return value:

int g(int a) {
return a + 1;

}

int f() {
return g(3);

}

pub fn g(a: i32) -> i32 {
let a: Value<i32> = Rc::new(RefCell::new(a));
return *a.borrow() + 1;

}
pub fn f() -> i32 {

return g(3);
}

We add a preamble to function definitions that shadows the arguments with a boxed value, as all
variables must be boxed for our translation algorithm to work. Boxing variables locally instead of
passing boxed variables as arguments has the advantage that the unboxing optimization can work
intra-procedurally. This design decision is justified by the fact that most variables can be unboxed
since it is not common for variables to have their address taken.

3.2 Pointers and Arrays
Rust has both references and pointers. Aswe have seen, references carry a lot of syntactic restrictions
in terms of tracking ownership and meeting the borrow rules. Translating arbitrary C++ code into
Rust code using exclusively references is thus undecidable. Even when it is possible, it could require
changing the structure of the program significantly. On the other hand, most operations involving
pointers are not in the safe subset of Rust.
To workaround these issues, we introduce a Ptr<T> type in our runtime library, where T stands

for the allocated type, or for the allocated element type in the case of arrays. The Ptr<T> type allows
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pointer arithmetic, array-to-pointer decay, dangling references, etc, all in safe Rust. The definition
of the type is as follows:

enum PtrKind<T> {
#[default]
Null,
StackSingle(Weak<RefCell<T>>),
StackArray(Weak<RefCell<Box<[T]>>>),
HeapSingle(Weak<RefCell<T>>),
HeapArray(Weak<RefCell<Box<[T]>>>),
...

}
pub struct Ptr<T> {

offset: usize,
kind: PtrKind<T>,

}

Essentially, a pointer is a pair containing an offset (for pointer arithmetic), and a weak reference
to a Value<T>. Please ignore the distinction between heap and stack allocations for now.
A weak reference is obtained from an Rc. These references allow an Rc to be deleted when the

strong count becomes zero. If a weak reference is accessed and the inner object was deleted, the
program is aborted. Let us illustrate how pointers are translated with the following example:

void g(int *p) {
*p = 4;

}

int f() {
int a = 2;
int b[3];
int *p = &a;
int *q = b + 1;
g(q);
// returns 6
return *p + *q;

}

pub fn g(p: Ptr<i32>) {
let p: Value<Ptr<i32>> = Rc::new(RefCell::new(p));
*p.borrow().deref() = 4;

}
pub fn f() -> i32 {

let a: Value<i32> = Rc::new(RefCell::new(2));
let b: Value<Box<[i32]>> = Rc::new(RefCell::new(Box::new([0; 3])));
let p: Value<Ptr<i32>> = Rc::new(RefCell::new(a.as_pointer()));
let q: Value<Ptr<i32>> = Rc::new(RefCell::new(

b.as_pointer().offset(1)));
g(q.borrow().clone());
return *p.borrow().deref() + *q.borrow().deref();

}

The example illustrates several key pointer-related features. We extend the Value<T> type so it
offers an as_pointer() method, which essentially converts the Rc into a Ptr (a weak reference). The
Ptr<T> type offers several methods, including offset(), which increments its offset field, and deref(),
which returns a mutable reference to the underlying object (adjusted to the offset).

One fundamental feature shown in the example is that arrays have a single reference counter for
the whole array (and not one per element). This reduces the overhead (memory and performance) of
our translation. Hence, the Ptr<T> type holds a reference to the whole array plus an offset, indicating
the exact element the pointer points to.
The reason for using weak rather than strong references for Ptr<T> is because we wanted to

maintain precise execution of destructors. In C++, the common RAII pattern for resource acquisi-
tion/control requires executing the destructors in precise locations, otherwise the code may behave
differently. For example, an object may release a mutex when the destructor is called. Hence, we
could not have used strong references, as they could prolong the lifetime of some objects and
execute the destructors later than expected. If a program retains a pointer to a destroyed object, the
weak reference becomes dangling and will cause the program to abort if dereferenced. Therefore,
this translation ensures memory safety, while reflecting the semantics of C++ accurately.
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C++ references are non-null constant pointers, i.e., they can be used to change the data they
point to, but the pointer itself cannot be changed. We leverage this restriction to skip emission of
Value<T> boxing, and thus reduce the overhead:

int f() {
int a = 1;
int &p = a;
p = 2;
return a; // 2

}

pub fn f() -> i32 {
let a: Value<i32> = Rc::new(RefCell::new(1));
let p: Ptr<i32> = a.as_pointer(); // no Value<T> boxing
*p.deref() = 2;
return *a.borrow();

}

3.3 Heap Memory Allocation
A first important note is that a Rust program that leaks memory is well typed. This simplifies the
translation from C++. Calls to malloc/new are translated into Ptr::alloc, which is defined as follows:
impl<T> Ptr<T> {

pub fn alloc(value: T) -> Self {
let owner = Rc::new(RefCell::new(value));
let weak = Rc::downgrade(&owner);
let _ = Rc::into_raw(owner);
Self {

offset: 0,
kind: PtrKind::HeapSingle(weak),

}
}

}

The trick here is that Rust allow us to leak a strong reference using the Rc::into_raw() function.
Therefore, the Rc has a strong reference count of 1 when the function returns. The Ptr::delete()

function can then recover that reference (using Rc::from_raw()) and delete it.
Allocation using std::unique_ptr is more straightforward, since deallocation happens automat-

ically. The use of the Option<T> type is required because std::unique_ptr may hold a null pointer,
while Value<T> must own an object.

int f() {
auto v = std::make_unique<int>(8);
*v = 9;
return *v;

}

pub fn f() -> i32 {
let v: Value<Option<Value<i32>>> =

Rc::new(RefCell::new(Some(Rc::new(RefCell::new(8)))));
*v.borrow_mut().as_ref().unwrap().borrow_mut() = 9;
return *v.borrow().as_ref().unwrap().borrow();

}

3.4 Inheritance and Virtual Dispatch
C++ and Rust offer different approaches to polymorphism. For example, Rust has traits, while C++
has abstract classes; the two are not directly comparable. Rust’s traits only define an API, while
C++ classes can also have common fields for derived classes. In the current version of Cpp2Rust,
we support only the subset of C++ OOP idioms that can be mapped straightforwardly to Rust.

The following example has an abstract class (all methods are pure virtual), and a derived class
that implements those methods. The call to function getX in function f does an implicit upcast to
Base*. The call in getX is dispatched at run time since the compiler does not know statically to which
class variable x refers to.

We implement a PtrDyn<dyn T> type in the runtime library to represent pointers to virtual classes.
Since traits are not sized, Rust uses the dyn keyword to indicate that the type is not sized, and
that it should use dynamic dispatch. The method Ptr::to_strong() upgrades the weak reference
in the pointer to a strong reference, essentially transforming a Ptr<T> into a Value<T>. The method
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as_pointer_dyn() transforms a Value<dyn T> into a PtrDyn<dyn T>. This gymnastics is required to
workaround some of Rust’s restrictions without imposing more overhead on the Ptr<T> type.

class Base {
public:

virtual int get() = 0;
};
class Derived : public Base {

int a;
public:

int get() override {
return a;

}
};
int getX(Base *x) {

return x->get();
}
int f() {

Derived *p = new Derived;
// implicit upcast to Base*
return getX(p);

}

pub trait Base {
fn get(&self) -> i32;

}
pub struct Derived {

pub a: Value<i32>,
}
impl Base for Derived {

fn get(&self) -> i32 { return *self.a.borrow(); }
}
pub fn getX(x: PtrDyn<dyn Base>) -> i32 {

let x: Value<PtrDyn<dyn Base>> = Rc::new(RefCell::new(x));
return x.borrow().deref().get();

}
pub fn f() -> i32 {

let p: Value<Ptr<Derived>> = Rc::new(RefCell::new(
Ptr::alloc(Derived::default())));

return getX((p.borrow().to_strong() as Value<dyn Base>)
.as_pointer_dyn());

}

3.5 Optimizing Dynamic Ownership and Mutability Checks
Cpp2Rust generates code in a straightforward manner, without applying optimizations to the
output. This design choice simplifies the implementation of Cpp2Rust, reducing its complexity and
minimizing the risk of introducing optimization-related bugs. Instead of integrating optimizations
directly into Cpp2Rust, we opted to develop a source-to-source optimizer for safe Rust programs.
Although this optimizer is tailored for the code generated by Cpp2Rust, it can be used with any
Rust program.

The main purpose of the Value<T> type is to facilitate the creation of multiple pointers to the same
variable without violating Rust’s mutability rules, which allow only one syntactic mutable reference
at a time. However, if a variable never has its address taken, the Value<T> boxing is not needed.
In such cases, the method as_pointer() is never invoked on the variable, and thus the optimizer
removes the Value<T> boxing.

Replacing our smart pointer type (Ptr<T>) with Rust’s native references is not trivial, particularly
when pointers are passed as function arguments. To eliminate the overhead associated with smart
pointers, all pointers related to a Value<T> must be removed to allow the variable to be unboxed. The
all-or-nothing nature of this transformationmakes the problem particularly challenging. Addressing
this type of optimization is left for future work. We show an example below of the kind of code
that is currently optimized:

fn f() -> i32 {
let a: Value<i32> = Rc::new(RefCell::new(2));
let b: Value<i32> = Rc::new(RefCell::new(0));
// Cannot convert these two pointers to mutable
// references because their liveness overlaps.
let p: Ptr<i32> = b.as_pointer();
let q: Ptr<i32> = b.as_pointer();
*p.deref() = 3;
*q.deref() = 4;
return *a.borrow() + *b.borrow();

}

fn f() -> i32 {
let a: i32 = 2;
// The optimizer doesn't unbox this one
let b: Value<i32> =

Rc::new(RefCell::new(0));
let p: Ptr<i32> = b.as_pointer();
let q: Ptr<i32> = b.as_pointer();
*p.deref() = 3;
*q.deref() = 4;
return a + *b.borrow();

}
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4 Translating C++ to Safe Rust
In this section, we present the algorithm of Cpp2Rust to translate a subset of C++ to safe Rust. The
algorithm supports the following C++11 constructs:

• Primitive types, enums, const/constexpr, typedef/using, namespaces, global and function-static
variables, functions (overloading, default arguments, pass-by-value/reference).

• Pointers, function pointers, pointer arithmetic, arrays, new/delete, std::unique_ptr, sizeof.
• Classes/structs: fields, default constructors, copy/move constructors, destructors, static mem-
bers, nested classes, default member initializers. Inheritance from pure-virtual base classes,
virtual dispatch.

• Templates via full instantiation. Lambdas with capture-by-value and capture-by-reference.
• Casts: static_cast, C-style casts, void* round-trip casts.
• STL: std::vector, std::map, std::string, std::deque, std::pair, std::initializer_list, iterators,

std::move, memcpy/memset (size must be a multiple of the pointee type).

Notable unsupported constructs include: union, volatile, goto, exceptions, bitfields, placement new,
user-defined copy/move constructors, dynamic_cast, const_cast, base classes with fields or non-virtual
methods, multiple inheritance, and multi-threaded code.

4.1 Translation of Types
We start by presenting the translation of C/C++ types to Rust types (Fig. 2). Basic types (int, float,
etc) are translated one-to-one to their Rust counterparts (i32, f32, etc). C/C++ strings (char arrays
and std::string) are converted into a vector of u8 integers rather than using Rust’s String type,
which represents a well-formed UTF-8 string. C/C++ strings are low-level and support manipulation
of individual bytes irrespective of the string encoding. For some projects, using Rust’s String type
would be more appropriate and more idiomatic. However, for projects like WOFF2 which use strings
to hold binary data (fonts) that are not valid UTF-8 strings, we have to resort to byte vectors.
Composite types are boxed until the last type. For example, ‘std::vector<int> v’ is translated

to ‘let v: Value<Vec<i32>>’. This shares a single reference counter among all elements of the vec-
tor. Nested types, such as vectors of vectors ‘std::vector<std::vector<int>> v’, are translated as
‘let v: Value<Vec<Value<Vec<i32>>>’, allowing the code to create a pointer to any element of the
vector; we will expand on this later in this section.

Our runtime library offers a type called AnyPtr to represent void* pointers, which allows casts back
to the original type and operations over void* pointers, such as memcpy and memset. Other pointers are
represented using our smart-pointer type (Ptr), except for pointers to virtual classes. We translate
such classes to Rust traits, which have no fields and thus are not sized. Rust requires the usage
of the dyn keyword to hold pointers to traits, hence our runtime library exposes a dedicated type
(PtrDyn) to avoid additional complexity and overhead in the generic Ptr type.

We formalize the translation of C/C++ types to Rust types as function T (𝑇 ) that, given a C/C++
type as an argument, produces a Rust type. The translation rules are given in Fig. 2.We use𝑇 to range
over C/C++ types and 𝑡 to range over Rust types. The main translation function makes use of three
auxiliary conversion functions: (1) BoxIfComp(𝑡) that converts the type 𝑡 to a Value type provided
that it is composite (e.g., BoxIfComp(Vec<i32>) = Value<Vec<i32>> and BoxIfComp(i32) = i32);
(2) Pointee(𝑡) that extracts the pointee type of a boxed type (e.g., when applied to the type [i32],
this function returns i32); and (3) IsPrimitive(𝑡) to check if 𝑡 is a primitive type.
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Int
T (int) ≜ i32

String
T (std::string) ≜ Vec<u8>

Uniqe Pointer
T (𝑇 ) = 𝑡 Box(𝑡) = 𝑡 ′

T (std::unique_ptr<𝑇>) ≜ Option<𝑡 ′>

Const-Sized Array
T (𝑇 ) = 𝑡 BoxIfComp(𝑡) = 𝑡 ′

T (𝑇 [𝑛]) ≜ [𝑡 ′;𝑛]

Var-Sized Array
T (𝑡) =𝑇 BoxIfComp(𝑡) = 𝑡 ′

T (𝑇 []) ≜ Box<[𝑡 ′]>

Vector
T (𝑇 ) = 𝑡 BoxIfComp(𝑡) = 𝑡 ′

T (std::vector<𝑇>) ≜ Vec<𝑡 ′>

Void*
T (void∗) ≜ AnyPtr

Ptr - Non-Virtual Class
T (𝑇 ) = 𝑡 𝑇 is not a virtual class

Pointee(𝑡) = 𝑡 ′

T (𝑇∗) ≜ Ptr<𝑡 ′>

Ptr - Virtual Class
T (𝑇 ) = 𝑡 𝑇 is a virtual class

Pointee(𝑡) = 𝑡 ′

T (𝑇∗) ≜ PtrDyn<dyn 𝑡 ′>

Pointer Decay
𝑡 = [𝑡 ′;𝑛] or 𝑡 = Box<[𝑡 ′]> or 𝑡 = Vec<𝑡 ′> or 𝑡 = Value<𝑡 ′>

Pointee(𝑡) ≜ 𝑡 ′

Pointer - Primitive
IsPrimitive(𝑡)
Pointee(𝑡) ≜ 𝑡

Box - Static Array
𝑡 = [𝑡 ′;𝑛]

Box(𝑡) ≜ Value<Box<[𝑡 ′]>>

Box - Default
𝑡 ≠ [𝑡 ′;𝑛]

Box(𝑡) ≜ Value<𝑡>

BoxIfComp - Primitive
IsPrimitive(𝑡)

BoxIfComp(𝑡) ≜ 𝑡

BoxIfComp - Composite
¬IsPrimitive(𝑡) 𝑡 ′ = Box(𝑡)

BoxIfComp(𝑡) ≜ 𝑡 ′

Fig. 2. Definition of the T (𝑇 ) function, which maps C/C++ types to Rust types (abbreviated).

4.2 Translation of Expressions
Fig. 3 presents the conversion of C++ expressions to Rust. The conversion functions E𝜏 (𝑒) return
a pair containing a list of statements required to evaluate the expression, and a Rust expression
denoting the value to of the original expression.

To simplify the presentation, the result of evaluating an expression is always stored in a temporary
variable. However, our implementation optimizes the translation and avoids the creation of tempo-
rary variables whenever possible. For example, the assignment ‘x = y + z’ is translated directly to
‘*x.borrow_mut() = *y.borrow() + *z.borrow()’ as long as y, z are different than x. Rust’s mutability and
lifetime rules mean that the three borrows are evaluated in the same scope and thus the right-hand
side cannot borrow the same variable to which it is assigned (e.g., ‘*x.borrow_mut() = *x.borrow() + 1’
traps the program at run time).
The translation of expressions is separated in three cases: lvalues, rvalues, and addresses. Each

case has its own associated translation function, respectively Elval, Erval, and Eaddr. The main differ-
ence between the translation of lvalues and rvalues is that for lvalues we need to use borrow_mut()

to obtain a writable reference, whereas for rvalues using borrow() is sufficient.
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RValue - Global
isGlobal(𝑣) fresh(𝑣 ′)

𝑠′ = let 𝑣 ′ = *𝑣.with(Value::clone).borrow()

Erval (𝑣) ≜ (𝑠′, 𝑣 ′)

RValue - Local
¬isGlobal(𝑣)

fresh(𝑣 ′) 𝑠′ = let 𝑣 ′ = ∗𝑣 .borrow()
Erval (𝑣) ≜ (𝑠′, 𝑣 ′)

LValue - Local
¬isGlobal(𝑣)

fresh(𝑣 ′) 𝑠′ = let 𝑣 ′ = ∗𝑣 .borrow_mut()
Elval (𝑣) ≜ (𝑠′, 𝑣 ′)

AddrOf - Local
¬isGlobal(𝑣)

fresh(𝑣 ′) 𝑠′ = let 𝑣 ′ = 𝑣 .as_pointer()
Eaddr (𝑣) ≜ (𝑠′, 𝑣 ′)

Binop
Erval (𝑒𝑖 ) = (𝑠𝑖 , 𝑣𝑖 ) |2𝑖=1

fresh(𝑣) 𝑠 = 𝑠1; 𝑠2; let 𝑣 = 𝑣1 ⊕ 𝑣2

Erval (𝑒1 ⊕ 𝑒2) ≜ (𝑠, 𝑣)

Call
Erval (𝑒𝑖 ) = (𝑠𝑖 , 𝑣𝑖 ) |𝑛𝑖=1

fresh(𝑣) 𝑠 = 𝑠1; ...; 𝑠𝑛 ; let 𝑣 = 𝑓 (𝑣1, ..., 𝑣𝑛)
Erval (𝑓 (𝑒1, ..., 𝑒𝑛)) ≜ (𝑠, 𝑣)

Deref
Erval (𝑒) = (𝑠, 𝑣)

fresh(𝑣 ′) 𝑣 ′ = *𝑣 .deref()
Elval/rval (∗𝑒) ≜ (𝑠, 𝑣 ′)

AddrOf-Deref
Eaddr (𝑒) = 𝑒′

Eaddr (∗𝑒) ≜ 𝑒′

AddrOf
Eaddr (𝑒) = 𝑒′

Erval (&𝑒) ≜ 𝑒′

Fig. 3. Selected cases from the definition of the functions Elval (𝑒), Erval (𝑒), and Eaddr (𝑒), which map C++
expressions to Rust (respectively, for lvalues, rvalues, and addresses).

The need for a specific translation for addresses stems from the fact that the address-taking
operation must be pushed to the innermost expressions to which it is applied, even when it is
deeply nested inside a complex composite expression. For example, when translating the expression
‘&(cond ? *a : *b)’, we cannot first evaluate *a and *b and then use .as_pointer() on top of the
conditional expression. The expression has to be converted to:

‘if cond { a.as_pointer() } else { b.as_pointer() }’
Finally, in Rust, non-basic types are not copyable automatically; the programmer needs to

call clone() explicitly. For example, our Ptr type falls into that category. Hence, when evaluating
expressions of non-basic types that are assigned to temporary local variables or passed as function
arguments, we must clone them explicitly. As an optimization, Cpp2Rust tracks whether the result
of an expression is fresh or not, to avoid adding unnecessary clones. For example, the result of
calling v.as_pointer() is a fresh pointer, while evaluating a pointer variable (e.g., *p.borrow()) is not.

4.3 Translation of Statements
Fig. 4 shows the translation of C++ statements to Rust. Function declarations include a preamble
that shadows the arguments with boxed counterparts, with the same name, but wrapped within
a Value<T>. Arguments are passed unboxed and are boxed on function entry. This matches C++’s
semantics of passing arguments by value, and allows our optimizer to remove most boxing with an
intra-procedural analysis.
As an optimization, references are not boxed, since these are essentially immutable pointers.

Taking the address of a reference amounts to copying its (pointer) value.
Global variables are mapped to thread-local storage because Rust does not support boxed Value<T>

objects as true globals. The optimizer replaces such variables with constants when their address is
never taken and their value is constant.
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Expression Statement
Erval (𝑒) = (𝑠,−)

S(𝑒) ≜ 𝑠

Assign
Erval (𝑒𝑟 ) = (𝑠1, 𝑥1) Elval (𝑒𝑙 ) = (𝑠2, 𝑥2) 𝑠′ = 𝑠1; 𝑠2;𝑥2 = 𝑥1

S(𝑒𝑙 = 𝑒𝑟 ) ≜ 𝑠′

Global Variable Declaration
isGlobal(𝑣) Erval (𝑒) = (𝑠, 𝑒′) T (𝑇 ) = 𝑡 Box(𝑡) = 𝑡 ′

𝑠′ = thread_local!( static 𝑣 : 𝑡 ′ = Rc::new(RefCell::new({ 𝑠; 𝑒′ })) )

S(𝑇 𝑣 = 𝑒) ≜ 𝑠′

Local Variable Declaration
¬isGlobal(𝑣) Erval (𝑒) = (𝑠, 𝑒′) T (𝑇 ) = 𝑡 Box(𝑡) = 𝑡 ′

𝑠′ = let 𝑣 : 𝑡 ′ = Rc::new(RefCell::new({ 𝑠; 𝑒′ }))

S(𝑇 𝑣 = 𝑒) ≜ 𝑠′

Function Declaration
𝑡 = T (𝑇 ) 𝑡𝑖 = T (𝑇𝑖 ) |𝑛𝑖=1 𝑠′𝑖 = S(𝑠𝑖 ) |𝑚𝑖=1 𝑡 ′𝑖 = Box(𝑡𝑖 ) |𝑛𝑖=1

𝑠′′𝑖 = let 𝑥𝑖 : 𝑡 ′𝑖 = Rc::new(RefCell::new(𝑥𝑖)) |𝑛𝑖=1 𝑠′ = 𝑠′′1 ; . . . ; 𝑠
′′
𝑛 ; 𝑠

′
1; . . . ; 𝑠

′
𝑚

S(𝑇 𝑓 (𝑇1 𝑥1, . . .𝑇𝑛 𝑥𝑛){𝑠1; . . . ; 𝑠𝑚}) ≜ pub fn 𝑓 (𝑥1 : 𝑡 ′1, . . . , 𝑥𝑛 : 𝑡 ′𝑛) → 𝑡 { 𝑠′ }

Fig. 4. Definition of the function S(𝑠), which maps C++ statements to Rust (abbreviated).

Class declarations are mapped straightforwardly to Rust structs. Fields are boxed to allow the
creation of pointers to each field individually. Because of the boxing, we also emit an implementation
of the Clone trait for each struct. The default implementation increments the reference counter and
creates a reference to the original field rather than copying the value. If all fields get unboxed, the
custom Clone can also be removed.

We currently handle C++ templates by fully instantiating them, which leads to code duplication.
It is possible to leverage Rust’s generics to avoid some or all of these instantiations, but we leave
this for future work.

4.4 Translation of C++ Standard Library Calls
Translating calls into the C++ standard library currently requires some manual effort. We designed
a simple internal DSL to describe the mapping between C++ types and functions to their Rust
equivalents. Some functions map one-to-one to Rust, while others require a sequence of statements.
For example, since we map std::string to Vec<u8>, most method calls require some work to maintain
the invariant that the last character is 0 (the string terminator). In Rust, blocks of statements are
expressions, which makes it easier to map a single C++ expression to multiple Rust statements.
Below are a few examples showing how some C++ calls (left) are mapped to Rust (right). The

Rust code uses % for placeholders: %o is the object itself, %p is a Ptr<T> derived from the object (e.g.,
decay a vector to a pointer), and %a* refers to all arguments. We also support a ? placeholder in the
C++ code to match anything; in the case below it means the pattern applies to any kind of allocator.

{"std::make_unique(_Args &&...)", "Some(Rc::new(RefCell::new(%a*)))"},
{"std::unique_ptr<T, ?>::get", "%o.as_pointer()"},
{"std::vector::begin", "%p"},
{"std::basic_string::append(size_type, char)", R"({

%o.pop(); // remove the \0 string terminator
%o.extend(std::iter::repeat(%a1).take((%a0) as usize));
%o.push(0); %p})"}, // re-add the \0 string terminator
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4.5 Runtime Library
Programs generated by Cpp2Rust make use of a small runtime library that implements auxiliary
types and functions to simplify the generated code. The library exports the following API:

• Ptr<T>, which holds a reference to the allocated type T, and thus no pointer casts are supported
(except to void*). Ptr<T> is a pair of a weak reference and an offset, so we can share a single
reference counter for a whole array/vector. Ptr<T> supports a rich API for heap memory
(de)allocation, updating the offset, and dereferencing the object.

• AnyPtr is used to represent void* pointers. It supports casts back to the original Ptr<T> type, as
well as C functions that operate over void* pointers, such as memcpy and memset.

• PtrDyn<dyn T>: similar to Ptr<T>, but used to hold a virtual class’ pointer.
• Iterators: we use the Ptr type to represent iterators, and a dedicated StringIterator type for
the translation of std::string::iterator. The difference of the string iterator is that it skips
the last null character.

• Pre/post inc/dec functions. Rust does not have the equivalent of C’s ++v and v++ operators: it
has just a ‘v += 1’ statement (not an expression!). Hence, we define functions that emulate
C’s behavior.

4.6 Correctness and Safety Guarantees of the Translated Code
Cpp2Rust guarantees two properties of the translated code: memory safety and functional equiva-
lence with the original C++ program.

Memory safety is guaranteed by the Rust compiler, given that the generated code never contains
the unsafe keyword. Rust’s type system rules out spatial errors (out-of-bounds accesses), temporal
errors (use-after-free, double-free), and data races. The runtime library has a single use of unsafe,
in Ptr::delete(), which recovers the strong reference leaked by Ptr::alloc() via Rc::from_raw() and
drops it. This is sound because Ptr::delete() only accepts pointers created by Ptr::alloc(). Because
the pointer contains a weak reference to the underlying Rc, the leaked reference can be recovered
when the strong reference count is 1 (otherwise it is 0—a double-free—which triggers a panic).

Functional equivalence is established by a refinement argument over program traces: for any
execution of the C++ source, the translated Rust program must exhibit a behavior that refines it,
meaning it may reduce nondeterminism but may not introduce new observable behaviors. We
distinguish three cases:
(1) Memory-safe, UB-free C++ traces are translated in a mostly structural, one-to-one manner. A

key invariant is that destructors execute at exactly the same program points in Rust as in
C++. This is guaranteed because C++ pointers become weak references (Ptr<T>), which do
not contribute to the strong reference count and therefore do not extend allocation lifetimes.
Deallocation, and hence destructor invocation, occurs at the same point it would in C++.

(2) Traces executing memory-unsafe operations, such as dereferencing a freed pointer or an
out-of-bounds access, constitute undefined behavior (UB) in C++ and are thus unconstrained:
any Rust behavior, including a panic from Ptr::deref() or a failed Weak::upgrade(), is a valid
refinement.

(3) Traces involving other UB are handled by providing well-defined behavior where practical
(e.g., signed integer overflow uses wrapping semantics, and memory is zero-initialized), with
panics in remaining cases such as division by zero.

A critical corollary is that the translated code cannot panic on a well-defined C++ input. In
particular, RefCell borrow panics are structurally excluded. The translation ensures that every
dereference borrows a RefCell only long enough to copy needed data into local temporaries, releasing
the borrow before any subsequent operation. No borrow is held across a function call or control-flow
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boundary. When two borrows on the same cell might otherwise overlap, including in left- and
right-hand sides of assignments and function call arguments, the translation introduces additional
temporary variables, ensuring at most one borrow is active on any cell at any program point.

Functional equivalence was validated empirically via unit tests and differential testing on WOFF2
and Brunsli.

5 Optimizing Referenced-Counted Rust Code
Due to the conservative nature of our reference-counted translation model, where every variable is
pessimistically wrapped inside a Rc<RefCell<T>> type, checks that would usually execute at compile-
time are shifted to run time, degrading performance. We developed a series of optimizations whose
goal is to remove these run-time checks whenever possible, improving both the performance and
readability of Cpp2Rust’s output.

Our algorithm operates through an iterative approach, employing three auxiliary optimizations.
Each optimization first identifies the variables of a specific type that can be safely simplified and
then applies the corresponding simplification. These optimizations are applied in a loop until a
fixed point is reached. More concretely, we introduce three optimization passes, each aiming to
eliminate a specific type: Rc<T> (§5.1), RefCell<T> (§5.2), and Option<T> (§5.3).

Running Example. To illustrate the inner workings of our optimization algorithm and associated
analyses, we will use the following example. On the left is the original C++ code, and, on the right,
the (non-optimized) code produced by Cpp2Rust.

int f() {
int a = 2;
sum(a);
a += 2;
auto v = std::make_unique<int>(8);
*v = 9;
return a;

}

pub fn f() -> i32 {
let a: Value<i32> = Rc::new(RefCell::new(2));
sum(*a.borrow());
*a.borrow_mut() += 2;
let v: Value<Option<Value<i32>>> = Rc::new(

RefCell::new(Some(Rc::new(RefCell::new(8)))));
*v.borrow_mut().as_ref().unwrap().borrow_mut() = 9;
return *a.borrow();

}

5.1 Rc Elimination
The reference counting smart pointer Rc<T> serves as a solution for scenarios where ownership needs
to be shared. Unlike Rust’s default single-owner model, Rc<T> implements shared ownership through
a reference counting mechanism that tracks the number of references to a value, automatically
deallocating memory when the last reference is dropped.

Given a Rust expression, our optimization first computes the set of Rc variables that do not have
to be reference counted and then rewrites the expression to adjust their types. In a nutshell, a
variable does not have to be of type Rc<T> if it holds the only reference to its corresponding value.
Since precise static computation of variable aliasing is, in general, undecidable [22], we implement
an over-approximating analysis that considers that a variable can be safely simplified if: (1) no
method of the type Rc is called on the variable; (2) no new references are created to that variable;
and (3) the variable is not passed as an argument to a function. Condition (3) is needed because the
optimization is intra-procedural; thus, if a variable is passed as an argument to a function, we must
pessimistically assume that it cannot be simplified.

In the running example, both variables a and v can be simplified since: no specific method of the
Rc<T> type is applied on them, they are not cloned, and they are not used in function calls. Note
that borrow_mut is a method of RefCell, not Rc, which means that condition (1) is satisfied.
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Non-Refcell Calls
𝑚 ∉ {RefCell:: { borrow, borrow_mut }}

⊢RC {Ω} 𝑥 .𝑚() {Ω \ {𝑥}}

Borrow
⊢RC {Ω} &𝑥 {Ω \ {𝑥}}

Function Call
Ω0 = Ω {Ω𝑖−1} 𝐸𝑖 {Ω𝑖 } |𝑛𝑖=1 Ω′ = Ω𝑛

⊢RC {Ω} 𝑓 (𝐸1, ... , 𝐸𝑛) {Ω′}

Assign Expr
⊢RC {Ω} 𝐸 {Ω′}

⊢RC {Ω} let 𝑥 = 𝐸 {Ω′}

Fig. 5. Rc-Elimination: ⊢RC {Ω} 𝐸 {Ω′}.

We formalize the analysis that identifies the variables to be simplified as a set of judgments of the
form ⊢RC {Ω} 𝐸 {Ω′}, where Ω and Ω′ denote the set of variables that can be Rc-simplified before
and after analyzing expression 𝐸, respectively. The analysis processes one function at a time as
follows: it places all function variables of Rc type in the initial set of variables to be simplified (Ω),
and, as it analyzes the expressions in the function body, it removes the variables that do not meet
conditions (1)-(3) from the current set, until only those that can be safely simplified are kept. Fig. 5
shows selected rules for Rc-Elimination. Condition (1) is enforced by the rule Non-RefCell Calls;
condition (2) is enforced by the rule Borrow; and condition (3 is enforced by the rule Function
Call. The rule Assign Expr illustrates a recursive application of the analysis.

Having computed the set of Rc variables that can be simplified, we remove the Rc wrapper type
from those variables. Returning to the running example, as variables a and v can be simplified, their
types are changed to RefCell<i32> and RefCell<Option<Value<i32>>>, respectively. We formalize this
rewriting pass as a set of rules of the form Ω ⊢RC 𝐸 { 𝐸′, meaning that the Rust expression 𝐸 is
rewritten to 𝐸′ by simplifying the Rc variables in Ω.

RC-Let
𝑥 ∈ Ω

Ω ⊢RC let𝑦 = Rc::new(𝑥) { let𝑦 = 𝑥

5.2 RefCell Elimination
The RefCell<T> type enables interior mutability by shifting borrow checking to run time, allowing
the program to have several syntactic references to a variable, as long as just one mutable reference
is used at a time at run time. Like with the Rc type, using RefCell inccurs in run-time overhead.

In a nutshell, a variable does not have to be of type RefCell<T> if it is never subject to overlapping
mutable borrows. As in the case of Rc, we implement an over-approximating analysis that considers
that a variable can be safely optimized if: (1) no method is called on the variable except borrow and
borrow_mut; and (2) the variable is not passed as argument in a function call. In general, we cannot
simplify variables on which other RefCell methods are called since it is typically not possible to
replicate their logic without RefCell’s internal state. In contrast, calls to borrow and borrow_mut can
be removed because the code generated by Cpp2Rust never creates overlapping borrows.
As before, we formalize the identification of RefCell variables to be simplified as a set of

judgments of the form ⊢RefCell {Θ} 𝐸 {Θ′}, where Θ and Θ′ denote the set of variables that can be
RefCell-simplified before and after analyzing expression 𝐸, respectively. The optimization processes
one function at a time, setting the initial Θ = {𝑥𝑖𝑚𝑚𝑢𝑡 | 𝑥 ∈ vars(𝑓 𝑛)} to be the set of all RefCell
variables declared in the function annotated to be immutable, and progressively eliminating the
variables fromΘ that do not satisfy conditions (1) and (2). We show selected rules in Fig. 6. Variables
in Θ are annotated with an (im)mutability modifier 𝛼 ::=𝑚𝑢𝑡 | 𝑖𝑚𝑚𝑢𝑡 , which indicates whether or
not its corresponding variable is immutable.
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Non-Borrow Calls
𝑚 ∉ {RefCell:: { borrow, borrow_mut }} 𝑥𝛼 ∈ Θ

⊢RefCell {Θ} 𝑥 .𝑚() {Θ \ {𝑥𝛼 }}

Immut-Borrow Call
⊢RefCell {Θ} 𝑥 .borrow() {Θ}

Mut-Borrow Call
⊢RefCell {Θ} 𝑥 .borrow_mut() {Θ \ {𝑥𝑖𝑚𝑚𝑢𝑡 } ∪ {𝑥𝑚𝑢𝑡 }}

Fig. 6. RefCell-Elimination: ⊢RefCell {Θ} 𝐸 {Θ′}.

Having computed the set of RefCell variables that can be simplified, we remove the RefCell

wrapper type from those variables, along with the respective method calls. Returning to our
example, as variables a and v can be simplified, their types are changed to i32 and Option<Value<i32>>,
respectively. We formalize this rewriting pass as a set of rules of the form Θ ⊢RefCell 𝐸 { 𝐸′,
meaning that the Rust expression 𝐸 is rewritten to 𝐸′ by simplifying the RefCell variables in Θ.
Below, we give an excerpt of our set of rewriting rules:

Borrow
𝑚 ∈ { borrow, borrow_mut }

𝑥𝛼 ∈ Θ

Θ ⊢RefCell ∗𝑥 .𝑚() { 𝑥

Refcell-Immut Call
𝑥𝑖𝑚𝑚𝑢𝑡 ∈ Θ

Θ ⊢RefCell let𝑦 = Refcell::new(𝑥) { let𝑦 = 𝑥

Refcell-Init
𝑥𝑚𝑢𝑡 ∈ Θ

Θ ⊢RefCell let𝑦 = RefCell::new(𝑥) { let mut 𝑦 = 𝑥

5.3 Option Elimination
The last optimization is used to remove instances of the Option type whenever a variable is guar-
anteed to be always different from None. As with the previous two cases, we model the variable
identification process as a set of rules of the form {Ω} 𝐸 {Ω′}, with Ω and Ω′ containing the Option
variables that can be simplified before and after the analysis of expression 𝐸, respectively. A variable
can be simplified if: (1) it is never assigned to None, and (2) no Option method, except for unwrap,
is called on it. We show below selected rules for Option elimination. Conditions (1) and (2) are
enforced by the rules None-Assignment and Non-Unwrap Call, respectively.

None-Assignment
𝑥 ∈ Ω

⊢Option {Ω} 𝑥 = None {Ω \ {𝑥}}

Non-Unwrap Call
𝑥 ∈ Ω 𝑚 ≠ Option::unwrap

⊢Option {Ω} 𝑥 .𝑚() {Ω \ {𝑥}}

After calculating the set of variables that can be safely simplified, we rewrite the body of each
function to remove the Option type constructor where appropriate. In our example, the type of the
variable v changes from Option<Value> to Value. We formalize this rewriting pass as a set of rules of
the form Ω ⊢Option 𝐸 { 𝐸′, meaning that the Rust expression 𝐸 is rewritten to 𝐸′ by simplifying
the Option variables in Ω. Below, we give an excerpt of our set of rewriting rules:

Option-Some
𝑥 ∈ Ω

Ω ⊢Option let𝑦 = Some(𝑥) { let𝑦 = 𝑥

Unwrap Call
𝑥 ∈ Ω

Ω ⊢Option 𝑥 .unwrap() { 𝑥
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6 Evaluation
We translated two C++ programs to evaluate Cpp2Rust with respect to run-time performance,
memory usage, binary size, and generated code size (in lines of code). We also present a case study
comparing Cpp2Rust with a manual translation of the WOFF2 font compression library.

Cpp2Rust is implemented as a clang-based tool, directly translating clang’s AST into Rust code.1
Cpp2Rust consists of 8.1k lines of C++, and a runtime library written in Rust (1.5k lines of code).
The source-to-source optimizer is implemented in 3.6k lines of Rust, and uses the syn crate to parse
Rust code into an AST, and the prettyplease crate to turn the optimized AST back to Rust code.

To estimate the performance upper bound of translated Rust code, Cpp2Rust includes a straight-
forward algorithm to emit unsafe Rust code (in addition to the safe translation algorithm described
in Section 4). The generated code is similar to what C2Rust produces (i.e., uses raw pointers), but
Cpp2Rust additionally supports C++ classes, virtual calls, and some C++ library classes.
The experiments were run on a server with an Intel Xeon E5-2630 v2 @ 2.60 GHz CPU with

64 GB of RAM, and Debian 12. We used rustc 1.89 to compile Rust files, and clang 20 to compile
C++. Both compilers use the same backend (LLVM 20), which ensures they both have access to the
same set of optimizations. All generated code was formatted using the rustfmt tool to ensure the
number of lines of code reflects the usual Rust coding style. We used brotli 0.6.0 to run the C++
code, and the brotli_sys 0.3.2 crate for Rust code (which is a wrapper around the same brotli
0.6.0 library). This ensures fairness in the experiments.

To compute the running time of each benchmark, we run them 15 times. We then discarded the
two extreme points, and computed the average.

6.1 Translating WOFF2 from C++ to Safe Rust
WOFF2 is a font compression library widely used to encode web fonts. Its decompression component
is integrated into many browsers. We chose WOFF2 as the first case study for the following reasons:

• WOFF2 is security sensitive, since it processes arbitrary data from the internet, making it a
good target for translation to a memory-safe language to mitigate security vulnerabilities.

• WOFF2 is small, but uses complex C++ features such as abstract classes, inheritance, and
various containers of the C++ standard library.

• An engineer from Google had already translated WOFF2 to Rust by hand [16], giving us a
baseline for comparison.

WOFF2 consists of a library that can be embedded in other projects (4.6k lines of C++), and
three command-line programs: woff2_info (142 lines; reads a WOFF font and prints information
about it), and woff2_decompress and woff2_compress (40 lines of code each; (de)compress fonts
from/to the WOFF format).
Despite WOFF2 not being very large, it uses some challenging C++ features, which make it an

interesting target for translation, namely:
• Some C++11 APIs: std::vector, std::map, std::string, std::unique_ptr, and iterators.
• Low-level features and optimizations, such as memcpy, and casts between pointer types to
widen memory accesses.

• OOP: inheritance with virtual methods and uses non-default constructors.
• Reads and writes files.
• All memory allocations are done through std::unique_ptr (or implicitly through containers).
• Uses a 3rd-party library (Brotli, which we replaced with an existing crate). For compression,
WOFF2 spends 81-98% of the time inside Brotli, and 3-6% when decompressing.

1Source code available at https://github.com/Cpp2Rust/cpp2rust.
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Table 1. Summary of the implementations of WOFF2 in terms of number of lines of code (in thousands,
kLoC), time in seconds to compress and decompress 128 TTF fonts, peak memory usage, and binary size. We
show the results for the original C++ version, the safe and unsafe Rust code produced by Cpp2Rust, and the
manual port to Rust. For the safe Rust code, we also show the results after applying our source-to-source
optimizer and after using Clippy.

Version kLoC Compress (s) Decompress (s) Memory (MB) Binary Size (MB)

C++ 4.7 94.1 2.4 46.9 1.2
Cpp2Rust unsafe 5.4 88.4 0.6 46.9 1.2
Cpp2Rust safe 8.5 103.4 5.9 47.2 1.7
Cpp2Rust + Opts 8.0 98.5 2.9 46.0 1.5
Cpp2Rust + Opts + Clippy 7.7 95.8 3.2 46.9 1.5
Google’s manual Rust port 6.2 ∼ C++ ∼ C++ n/a n/a

We translated both the library and the three programs. Since Cpp2Rust translates whole pro-
grams into a single Rust file, we generate three Rust files, one for each program. The largest
file (woff2_info.rs) has 8.5k lines of code (1.8× the size of the C++ code). After applying our
source-to-source optimizer and Clippy, the number of lines reduces to 7.7k (1.6× the size of the
C++ code). Table 1 summarizes the results.

Code Size. As expected, the unsafe version is the smallest since it more closely resembles the C++
code. In the safe version, our optimizer removes 642 uses of Rc and RefCell (71% of the total). The
remaining uses cannot be removed because their address is taken, either explicitly in the original
code or via references passed to other functions. Our optimizer is currently unable to remove uses
of our Ptr type.
Clippy does several improvements to the generated code: removes duplicated or unneeded

casts, removes unneeded mut keywords from variable declarations, removes unneeded parentheses,
removes the return statement from the end of functions (in Rust, the last computed expression
is returned if no return statement exists), removes unneeded calls to into_iter(), simplifies 0 + 𝑥 ,
simplifies an else branch containing an if statement into an else if, and replaces lambdas with a
single function call into a reference to the function (e.g., replaces ‘|| u8::default()’ into ‘u8::default’).
These transformations shrink the programs by 270 lines (a 3.4% reduction).

The safe Rust code after all transformations still has 3k lines more than the original C++. There
are several reasons for this:

• Rust’s coding style occupies more space than Google’s C++ style (used by WOFF2). For
example, in Rust’s coding style, function calls with many arguments are broken down to have
a single argument per line, while Google’s C++ style fills the whole line before overflowing
to the next line.

• Function calls: because of the mutability and lifetime rules of Rust, we have to evaluate all
arguments first and store the result in a let statement and only then do the call, resulting in
one additional line per argument.

• We emit an implementation of the Clone trait for each class, even if the C++ implementation
uses a default copy constructor. This is because we box fields, and thus the default Clone
implementation increments the reference counter rather than doing a deep copy.

Performance. To compare the performance of the several Rust variants against C++, we measured
the time to compress 128 common TTF fonts to the WOFF format, and then decompress them.
We observe that the unsafe Rust variant is slightly faster than C++. The safe code produced by
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Cpp2Rust is 10% slower at compression and 2.5× slower at decompression. These numbers improve
to, respectively, 2% and 21% after using the source-to-source optimizer to remove most reference
counters. We note that the optimizer provides a very significant speedup, over 2× for decompression.
However, there is still room for further optimizations. For the manual port, Google reports only
that their version achieves comparable performance to baseline C++.

Peak memory usage. There are no meaningful differences in terms of peak memory consumption.
However, we do observe a slight reduction in memory consumption when using the source-to-
source optimizer, which is expected since using Rc incurs in additional heap allocations.

Binary size. Once again, we observe that Rust binaries are larger than C++’s: even the unsafe
version is 50% larger. Rust links libraries statically, which is good for performance, but increases the
binary size. As expected, the safe Rust code results in a larger binary than the unsafe version (+42%)
due to the additional safety checks and error handling. The source-to-source optimizer results in a
smaller binary (-12%) since it removes a lot of the variable boxing.

Correctness. To guarantee that Cpp2Rust generated correct code, we compared the output of the
C++ and Rust compression programs and ensured they matched byte-by-byte. We also checked
that the decompressed WOFF file is equal to the original TTF font. This process actually uncovered
a bug in Cpp2Rust’s runtime library: our implementation of memcpy for types larger than 1 byte was
copying the bytes with the wrong endianness.

Comparison with the manual port. The manual port required 12 days for a mechanical transla-
tion, and an extra 8 days to make the code more idiomatic. In contrast, Cpp2Rust automates the
mechanical translation (takes only a few seconds), and the source-to-source optimizer does part of
the rewrites to make the code more idiomatic.
The manual translation was done by first writing unsafe Rust code (using raw pointers) and

then refactoring it to use (safe) slices. Cpp2Rust generates safe Rust code using its own Ptr type to
manage pointers safely. We leave for future work improving the optimizer to replace uses of Ptr
with more idiomatic constructs.

There were two significant refactorings done: using the argh crate to parse the command-line
arguments (the C++ code parses them by hand), and using the log crate to translate calls to
fprintf(stderr, ...). Neither of these refactorings is done by Cpp2Rust.

The main advantage of Cpp2Rust is correctness: the code produced by Cpp2Rust is memory safe
(no unsafe keyword emitted) and free of run-time errors for well defined C++ inputs. For example,
Google’s developers report that their manual port of WOFF2 to Rust introduced 20 bugs that were
absent in the C++ version, including integer overflows, violation of mutability rules at run time,
panics, and errors in the translation (mismatch in semantics). The violations of mutability rules at
run time were considered the hardest to spot by looking at the source code. However, they can be
found with a test suite with good coverage.

6.2 Translating Brunsli from C++ to Safe Rust
Brunsli is a lossless JPEG compression tool that uses several challenging C++ features beyond those
used by WOFF2, namely:

• Address-taken global variables and static class variables, whose pointers are passed as function
arguments.

• Lambdas and function pointers passed as arguments.
• Multi-dimensional C arrays whose addresses are taken.
• Extensive use of pointer arithmetic. Most functions receive pointers for input and output.
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Table 2. Summary of the implementations of Brunsli in terms of number of lines of code (in thousands, kLoC),
time in seconds to compress 100 images, peak memory usage, and binary size. We show the results for the
original C++ version, the safe and unsafe Rust code produced by Cpp2Rust. For the safe Rust code, we also
show the results after applying our source-to-source optimizer and after using Clippy.

Version kLoC Compress (s) Memory (MB) Binary Size (MB)

C++ 8.3 5.3 18.4 1.0
Cpp2Rust unsafe 10.9 5.5 22.8 1.3
Cpp2Rust safe 15.2 272.4 360.9 2.8
Cpp2Rust + Opts 12.4 33.0 23.6 2.0
Cpp2Rust + Opts + Clippy 12.3 33.1 23.7 2.0

Table 2 summarizes the results. As with WOFF2, the performance of the unsafe Rust translation
matches that of the original C++ code. However, the safe Rust translation is substantially slower.
The slowdown stems primarily from Brunsli’s extensive use of pointer arithmetic and references,
which are translated to calls to Ptr<T>::deref in Rust. Even in the optimized version, 39% of the
execution time is spent in deref.
The optimizer removes 87% of the Value<T> wrappers, failing to remove only 192 cases, which

substantially reduces heap allocations. This results in a significant speedup of 8.2× compared to the
unoptimized Rust code, which spends over a quarter of its time in heap allocation. We manually
inspected the generated code and believe that a whole-program optimizer could eliminate most
of the remaining uses of Value<T> and Ptr<T> by rewriting function arguments to use native Rust
references.

6.3 Summary
These two case studies represent the largest applications automatically translated from C++ to
safe Rust; no other tool has achieved full safety before. While our approach incurs a performance
penalty, from as little as 2% to up to 6×, we believe this overhead is not fundamental and can be
reduced through future work on two fronts. First, a global optimizer could transform Ptr<T> into
native references. Second, improvements to the Rust compiler and LLVM backend could enable
better optimization of Rc and RefCell containers, which are currently left unoptimized.

7 Related Work
Transpilers. C2Rust [40] is the most mature tool for translating C to Rust. It produces unsafe code

using raw pointers. Corrode [73] aims to generate Rust code that is ABI compatible with the original,
such that it can be used as a drop-in. Citrus [47] translates C syntax to Rust’s without necessarily
preserving the semantics and the generated code may not even compile. The goal is to produce
similar code to the original one, which a developer can then fix by hand. CRAM [32] migrates C++
to idiomatic Rust semi-automatically via user-assisted refactoring. Scylla [28] compiles a restricted,
alias-free subset of C to safe Rust with developer-guided restructuring for idiomatic output.
There are several tools that work on the output of C2Rust to remove unsafe annotations.

CRustS [54] uses pattern matching to replace unsafe constructs with safe equivalents. Crown [95]
and Emre et al. [22, 23] infer ownership and lifetimes to convert raw pointers into (safe) references.
These efforts aim to improve the safety of translated unsafe Rust code, while Cpp2Rust takes the
opposite approach, starting with unoptimized but safe Rust code, and iteratively optimizing it.
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Another area of research aims at making the code more idiomatic, such as replacing tagged
unions with Rust enums [37] and eliminating output parameters via algebraic data types [36]. Rust-
lancet [92] repairs ownership violations, and Concrat [35] translates C lock APIs for concurrency.

SBD [51] offers a hardening solution to isolate unsafe Rust code from the safe parts of a program.

Large Language Model (LLM)-based translation. VERT [91] combines LLMs with rule-based
methods to generate idiomatic, formally verified Rust code via a repair-and-build loop. Hong
et al. [38] use LLMs for migrating C types into Rust-native types. RustAssistant [18], originally
designed for fixing compile errors, was extended by Eniser et al. [24] into a full C-to-Rust translator
using iterative repair and validation. PR2 [30] replaces raw pointers and calls to malloc with
references and boxes, respectively. LAC2R [77] uses Monte Carlo tree search paired with an
equivalence checker to find refinements. SafeTrans [26] uses an LLM to fix compilation errors.

LLMs have also been applied to translate C into safer dialects to improvememory safety: MSA [59]
rewrites C to CheckedC [21]. C2SaferRust [62] uses an LLM to convert unsafe constructs into safe
equivalents in code generated by C2Rust. Syzygy [74] integrates dynamic analysis with LLMs to
ensure safe, equivalent Rust output. Shiraishi et al. [75] enhance translation via context-aware
code segmentation which structures the input code more effectively. Subsequent work focused on
improving accuracy and speed over traditional rule-based techniques [5, 10, 55, 66, 67, 86, 94].

Hardening of C/C++ code. Language dialects like CheckedC [21], Cyclone [42], and CCured [61],
enforce partial memory safety at the language level. 3C [56] semi-automatically translates C to
CheckedC using whole-program static analysis to infer bounds. Compiler-based instrumentation
offers automated safety at the expense of run-time performance [12, 25, 31, 70, 96]. MetaSafe adds
protection to Rust’s smart pointers metadata to prevent tampering from unsafe code [45].

Unsafe-to-safe code translation. Mossienko et al. [60] propose a COBOL-to-Java translator that
sacrifices functional equivalence for maintainability. Other approaches [29, 78] focus on full equiva-
lence while adding an extra step to increase the readability of the generated code. Similar approaches
exist for Fortran code to make it more maintainable and performant [9, 71] or to overcome its lack
of type safety [83]. Automatic translation of enterprise applications written in C++ to Java has also
been proposed [4, 6, 8, 57]. Translating programs into languages with run-time garbage collection
is generally easier than into Rust, due to its more restrictive type system.

Emscripten [93] translates C/C++ applications into JavaScript. However, this translation is more
akin to compilation, as the generated JavaScript code is not meant to be readable.

8 Conclusion
We presented Cpp2Rust, the first tool capable of automatically translating a subset of C++ into
safe Rust. To further improve performance and make the generated code more idiomatic, we also
introduced a source-to-source optimizer for safe Rust code.

We evaluated Cpp2Rust by translating two real-world C++ applications, totaling 13k lines of code.
Our results show that, for some applications, the code produced and optimized by Cpp2Rust matches
the performance of the original C++ code, while providing Rust’s memory-safety guarantees.
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