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CVE-2009-1897 Linux kernel

static unsigned int tun_chr_poll(struct file *file, poll_table * wait)

{

    struct tun_file *tfile = file->private_data;

    struct tun_struct *tun = __tun_get(tfile);

    struct sock *sk = tun->sk;

    ...

    if (!tun)

      return POLLERR;

Implies tun != NULL

Always false Compilers are designed to assume 
that programs do not contain UB!



What is the motivation for Undefined 
Behavior (UB)?
1. Performance: operations don’t have consistent semantics across CPUs

◦ Signed integer overflow

◦ Shift overflow

◦ Unaligned memory access

2. Memory safety: pointer validity at dereference is undecidable or too expensive to verify
◦ arr[idx]: Is arr allocated? Is idx inbounds? Is arr NULL?



Leveraging UB for optimizations

for (int i = 0; i < n; i++)

   p[i] = 42;

for (int i = 0; i < n; i++)

   *(p + sign_ext64(i)) = 42;

2x faster on my machine

32 bits     / 64 bits

i = 1         1

i = 2         2

...

i = INT_MAX   INT_MAX

i = INT_MIN   INT_MAX+1

...

32-bit machine:

sizeof(i) = 4
sizeof(p) = 8

Transformed code:

sizeof(i) = 8
sizeof(p) = 8



The UB 
landscape



The cost of making UB defined
o C++26 is expected to add erroneous behavior which is stricter than UB (uninitialized read)

o C23 made the transition from UB to defined behavior (signed overflow)

o More effort is invested in defining some UBs or marking them as errors

o What’s the performance cost of defining UB?

o We focus only on performance! This study is not about security implications or developer 
productivity.



Experimental setup
o 18 compiler flags to control UB

o 24 real-world benchmarks

o 3 hardware arches (AMD, ARM, Intel)



18 compiler 
flags
o Clang/LLVM 16

o Already existing (6 flags)

o New Clang flags (9 flags)

o New LLVM flags (3 flags)



Clang flags
o Generate IR that is free of UB

o -fconstrain-shift-value adds an 
extra and instruction before the 
shift

shl eax, cl

ret



LLVM flags
o IR cannot be modified to encode 
that reading %a is zero instead of 
undef

o Solution: add custom logic inside 
the optimizer to load zero from %a 
instead of undef



24 
benchmarks
o Phoronix Test Suite

o 7.3 MLoC



Binary size 
impact

o 6 setups: (AMD, ARM, Intel) x (Link Time Optimization (LTO), 
non-LTO)

o 18 individual flags + all flags combined

o Impact computed relative to base (no UB flag)





Performance 
impact

o 6 setups: (AMD, ARM, Intel) x (Link Time Optimization (LTO), 
non-LTO)

o 18 individual flags + all flags combined

o Impact computed relative to base (no UB flag)





Recovering performance



Recover perf with LTO

define i1 @run(ptr align 8 %this, i1 %cond) {

entry:

  br label %while.cond

while.cond:

  ...

  br i1 %cond, ..., label %while.body

while.body:

  ...

  %0 = load ptr, ptr %this, align 8

  %1 = load i32, ptr %0, align 4

  %cmp2 = icmp eq i32 %1, 0

  br i1 %cmp2, ..., label %while.cond

+13% in simdjson

-fdrop-align-attr



Recover perf with moderate work

-4% slowdown

%𝑝𝑡𝑟 = %𝑖𝑛𝑖𝑡, %𝑖𝑛𝑖𝑡 + %𝑖𝑛𝑐, %𝑖𝑛𝑖𝑡 + 2 × %𝑖𝑛𝑐, . . . , %𝑒𝑛𝑑

inbounds ensures address is always inside an object => no 
address space wrap around

preheader: 

  ... 

  br label %loop 

loop: 

  %ptr = phi ptr [%ptr2, %loop], [%init, %preheader] 

  ... 

  %ptr2 = getelementptr inbounds i8, ptr %ptr, i64 %inc 

  %c = icmp ne ptr %ptr2, %end 

  br i1 %c, label %loop, label %exit 

exit: 

  ... 



Conclusion
o UB has real security impact when exploited by compiler optimizations

o There is growing interest in eliminating certain kinds of UB for safety

o We conducted the first performance study on removing UB from optimizations

o In many cases, removing UB had minimal performance impact

o We also showed that it’s possible to recover performance without relying on UB
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