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=" Microsoft Go gle

: Chromium > Chromium Security >
~70% of the vulnerabilities Microsoft assigns a

CVE each year continue to be memory safety Memory safety
Issues

The Chromium project finds that around 70% of our serious security
While many experienced programmers can write bugs are memory safety problems. Our next major project is to
correct systems-level code, it's clear that no prevent such bugs at source.

matter the amount of mitigations put in place, it is



Memory safety stays the dominant root

Microsoft Urges shift Chromium
memory safety CVEs to safe languages still vulnerable
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Manual ports don’t scale

woff2: font compression @ Google
C++ -> Rust

4K 20 20

lines of code days to port new bugs

We need automatic rewrites!




C2Rust (existing approach)

int x = 10; let mut x: 132 = 10;

int *p = &x; let p: *mut 132 = &mut Xx;
int *g = &x; — let g: *mut 132 = &mut Xx;
*p = 20; , unsafe { *p = 20;

N B i mechanical N B )

q = 307 translation to unsafe { qd = 307

return Xx; unsafe Rust return X;

C2Rust fallbacks to unsafe because it cannot statically prove aliasing




Cpp2Rust (our cONtribDULION) | sefcet mutstion troveh afsses

type Value<T> € Rc<RefCell<T>>

7 -

int x = 10;

int *p =
int *gq =
*p = 20;
*q = 30;
return Xx;

&X;
&X;

>

Safe mechanical
translation

/

let x: Value<i3Z2> =
Rc::new (RefCell::new(10));

let p: Ptr<i32> = x.as pointer();

let g: Ptr<i32> = x.as pointer() ;

*p.deref () = 20;

*g.deref () = 30;

return *x.pborrow/();

eak: Weak<RefCell<T>>
offset: usize

}

Cpp2Rust generates - by shifting mutability and ownership
to runtime




Language tradeoffs
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Language tradeoffs
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Language tradeoffs

A our source-to-source fast and safe
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Translation walkthrough

int a = 2;

sum(a) ;

a += 2;

ke_unique<int> (8); std::unique_ptr<T>
*v = 9; ->

return a; Option<Value<T>>

let a: Value<i32> = Rc::new(RefCell::new(2));

sum(*a.borrow()) ; ~make_unique<T>(...)

*a.pborrow mut () ft=—2u= ->

let v: ValueQQOption<Value<il2 =R T oW ( Some(Rc::new(RefCell::newf(...)
RefCell: :ne Some(Rc::new(RefCell::new{SI]»ﬁﬁﬁg\~‘ —

*v.borrow mut () .as ref () .unwrap() .borrow mut () = 9;

return *a.borrow() ;

Rc/RefCell/Option elimination




Translation walkthrough

int a = 2;

sum(a) ;

a += 2;

auto v = std::make unique<int>(8); std::unique_ptr<T>

*y = 9 N ->

return a; l Option<Value<T>>

let a: “et+oe<i32> = Rerrmew (RefCell::new(2));

sum(*a.borrow () ) ; std::make_unique<T>(...)

*a.borrow mut () += 2; ->

let v: etwe<Option<Value<i32>>> = =Reemt—tumrey ( Some(Rc::new(RefCell::newf(...)))
RefCell::new(Some (Rc::new(RefCell::new(8)))));

*v.borrow mut () .as ref () .unwrap() .borrow mut() = 9;

return *a.borrow() ;
Rc/RefCell/Option elimination




int a = 2;

sum(a) ;

a += 2;

auto v = std::make unique<int>(8);

*vV = 9;

return a;

let a: RefpCeatt=<] 32> = RefCat—m—————()) ;

Sum(*a.LULLuw () ) ;

*a rorrow—mottr += 2;
let v: RefCe=trT<Option<Value<i32>>> =

e @tetiraai ( SOME (RC: tnew (RefCell::new(8))))
*v frorrowmottr .as _ref () .unwrap () .borrow mut ()

II e

return *a =rorrowtr;

9;

Translation walkthrough

std::unique_ptr<T>
->
Option<Value<T>>

std::make_unique<T>(...)
->
Some(Rc::new(RefCell::newf(...)))

Rc/RefCell/Option elimination




Translation walkthrough

int a = 2;

sum(a) ;

a += 2;

auto v = std::make unique<int>(8); std::unique_ptr<T>
*y = 9 N ->

return a; Option<Value<T>>

let mut a: 132 = 2;

sum(a) ; std::make_unique<T>(...)

a += 2; ->

let v: Sptrem<Value<i32>> = Some(Rc::new(RefCell::newf(...)))
Seme= (Rc::new(RefCell::new(8)))

*V rers—eeftrurrweeety . Dorrow mut () = 9;

return a;

Rc/RefCell/Option elimination
let mut a: 132 = 2;

sum(a) ;

a += 2;

let mut v: 132 = 8;

v = 9;

return a;
15



Evaluation

o Translated to safe Rust: woff2 (font compression), brunsli (JPEG repacker). 13K LoC total

o C++ features: STL (map, vector, unique_ptr), OOP, void*, lambdas

o We compare the perf of C++ vs Cpp2Rust unsafe vs Cpp2Rust Safe
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WOFF2: metrics relative to C++
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WOFF2: metrics relative to C++
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WOFF2: metrics relative to C++
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WOFF2: metrics relative to C++
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Brunsli: metrics relative to C++
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Brunsli: metrics relative to C++
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Brunsli: metrics relative to C++
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Brunsli: metrics relative to C++
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E Cpp2Rust: memory-safe
Rust, near C++ performance

for some applications

github.com/cpp2rust/cpp2rust
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