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Memory safety stays the dominant root 
cause
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Manual ports don’t scale
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woff2: font compression @ Google
C++ -> Rust

We need automatic rewrites!

  
             

  
            

  
        



C2Rust (existing approach)

let mut x: i32 = 10;

let p: *mut i32 = &mut x;

let q: *mut i32 = &mut x;

unsafe { *p = 20; }

unsafe { *q = 30; }

return x;

int x = 10;

int *p = &x;

int *q = &x;

*p = 20;

*q = 30;

return x;

mechanical 
translation to 
unsafe Rust

C2Rust fallbacks to unsafe because it cannot statically prove aliasing
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Cpp2Rust (our contribution)

let x: Value<i32> =

  Rc::new(RefCell::new(10));

let p: Ptr<i32> = x.as_pointer();

let q: Ptr<i32> = x.as_pointer();

*p.deref() = 20;

*q.deref() = 30;

return *x.borrow();

int x = 10;

int *p = &x;

int *q = &x;

*p = 20;

*q = 30;

return x;

Safe mechanical 
translation

Cpp2Rust generates safe Rust by shifting mutability and ownership 
to runtime

type Value<T> = Rc<RefCell<T>>

Rc: multiple aliases
RefCell: mutation through aliases

struct Ptr {
 weak: Weak<RefCell<T>>,
 offset: usize
}
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int a = 2;

sum(a);

a += 2;

auto v = std::make_unique<int>(8);

*v = 9;

return a;

let a: Value<i32> = Rc::new(RefCell::new(2));

sum(*a.borrow());

*a.borrow_mut() += 2;

let v: Value<Option<Value<i32>>> = Rc::new(

 RefCell::new(Some(Rc::new(RefCell::new(8)))));

*v.borrow_mut().as_ref().unwrap().borrow_mut() = 9;

return *a.borrow();

std::unique_ptr<T>
->
Option<Value<T>>

std::make_unique<T>(…)
->
Some(Rc::new(RefCell::new(…)))

Rc/RefCell/Option elimination

Translation walkthrough
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let a: Value<i32> = Rc::new(RefCell::new(2));

sum(*a.borrow());

*a.borrow_mut() += 2;

let v: Value<Option<Value<i32>>> = Rc::new(

 RefCell::new(Some(Rc::new(RefCell::new(8)))));

*v.borrow_mut().as_ref().unwrap().borrow_mut() = 9;

return *a.borrow();

std::unique_ptr<T>
->
Option<Value<T>>

std::make_unique<T>(…)
->
Some(Rc::new(RefCell::new(…)))

Rc/RefCell/Option elimination

Translation walkthrough
int a = 2;

sum(a);

a += 2;

auto v = std::make_unique<int>(8);

*v = 9;

return a;
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let a: RefCell<i32> = RefCell::new(2);

sum(*a.borrow());

*a.borrow_mut() += 2;

let v: RefCell<Option<Value<i32>>> = 

RefCell::new(Some(Rc::new(RefCell::new(8))));

*v.borrow_mut().as_ref().unwrap().borrow_mut() = 9;

return *a.borrow();

std::unique_ptr<T>
->
Option<Value<T>>

std::make_unique<T>(…)
->
Some(Rc::new(RefCell::new(…)))

Rc/RefCell/Option elimination

Translation walkthrough
int a = 2;

sum(a);

a += 2;

auto v = std::make_unique<int>(8);

*v = 9;

return a;
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let mut a: i32 = 2;

sum(a);

a += 2;

let v: Option<Value<i32>> = 

Some(Rc::new(RefCell::new(8)));

*v.as_ref().unwrap().borrow_mut() = 9;

return a;

std::unique_ptr<T>
->
Option<Value<T>>

std::make_unique<T>(…)
->
Some(Rc::new(RefCell::new(…)))

let mut a: i32 = 2;

sum(a);

a += 2;

let mut v: i32 = 8;

v = 9;

return a;

Rc/RefCell/Option elimination

Translation walkthrough
int a = 2;

sum(a);

a += 2;

auto v = std::make_unique<int>(8);

*v = 9;

return a;
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Evaluation

o Translated to safe Rust: woff2 (font compression), brunsli (JPEG repacker). 13K LoC total

o C++ features: STL (map, vector, unique_ptr), OOP, void*, lambdas

o We compare the perf of C++ vs Cpp2Rust unsafe vs Cpp2Rust Safe
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Woff2
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Woff2
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Cpp2Rust: memory-safe 
Rust, near C++ performance 
for some applications

Open-source (try it )

github.com/cpp2rust/cpp2rust
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