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Abstract

Sensor technologies have evolved to a point where it is now con-
venient to monitor products along the supply chain. The collected
data can even be stored in a decentralized way using blockchain
technology. However, ensuring the reliability of sensed data is a
challenge as we need to trust the data.

We propose Chainguards, a decentralized system that uses product-
specific rules to verify data collected across the supply chain, with
particular focus on sensor-derived information to issue warnings
and trigger audits when anomalies are detected. We evaluated it
with data from a real world supply chain deployment. The imple-
mented solution is able to correctly detect data discrepancies and
inconsistencies and provides reliable verification of supply chain
data with low performance overhead.

CCS Concepts

« Computer systems organization — Embedded systems; Re-
dundancy; Robotics; « Networks — Network reliability.
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1 Introduction

A supply chain consists of multiple trading partners that are in-
volved in the production and distribution of goods, yet recent scan-
dals such as one involving mislabeled meat products [13] reveal
weaknesses in current safety measures. Existing mechanisms rely
on audits and labeling, which do not always ensure accuracy.
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Although sensors enhance monitoring, they also risk faulty read-
ings or manipulation. Reliable information therefore requires verifi-
cation based on defined data-checking rules. Assigning this role to
a central authority would undermine transparency and resilience,
making blockchain technology [10] a suitable decentralized envi-
ronment for collective and deterministic verification. We introduce
ChainGuards, a chaincode library for Hyperledger Fabric [3] that
applies verification rules to data recorded in the ledger. The sys-
tem evaluates entries, flags inconsistencies and can turn unverified
claims into facts agreed upon by all participants.

2 Related Work

Sensor data is inherently error-prone with common issues such as
outliers, drift, noise and others [14]. Addressing these problems
often relies on preprocessing to remove noise and inconsistencies
through cleaning, integration and transformation [2]; error detec-
tion to identify anomalies [16]; and analysis to extract insights or
support decision-making, sometimes through multi-sensor fusion
to achieve more reliable signals [15].

Various blockchain-based solutions have been applied to trace-
ability across industries, including food [4, 6, 7, 12] and pharma-
ceuticals [8, 11], demonstrating its versatility for immutable data
storage in supply chain scenarios.

Our work focuses on rule-based verification using business rules
—formal, event-driven policies that define how sensor data and
operational claims should be checked [1, 5, 17]. When combined
with intra- and inter-organizational cross-validation in a blockchain
environment, these rules enable detection of sensor errors and
support consensus on the validity of recorded claims.

3 Proposed Solution

ChainGuards is designed to improve trust in supply-chain sensor
data by applying collaboratively defined, product-specific rules. Its
design is grounded in expert requirements — focusing on prove-
nance, environmental conditions, shipment integrity and support
for audits and recalls — and aims to validate data coming from
multiple organizational contexts. The supply-chain model includes:
Journeys, representing a product’s lifecycle; Steps, capturing busi-
ness phases such as storage or transport; and Points, containing
granular sensor readings.

ChainGuards considers three classes of data sources: single-
source data (SSoD), multi-source data within an organization (MSoD)
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and diverse sources across organizations (DSoD). SSoD ensures
basic checks when only one device is available; MSoD performs
redundancy-based cross-validation and configurable sensor fusion;
and DSoD compares independent records from different stakehold-
ers, supporting provenance checks and discrepancies at handoff
events. Verification rules are modular and parameterized through
policy files, covering thresholds, geofencing, route deviation, hand-
off timing and shipment duration. These rules are evaluated at
the Step or Journey levels depending on context, enabling local-
ized checks (e.g., temperature within a phase) and lifecycle-wide
verification (e.g., consistent custody).

Processing follows a structured pipeline: incoming events are
parsed; sensor data is cleaned through outlier detection (IQR for 1D,
speed-based filtering for GPS) and smoothed with Kalman filter-
ing; multi-sensor fusion for MSoD uses reliability weights derived
from Mahalanobis distance. Warnings and alerts are issued, pro-
viding an auditable trail for anomaly investigation and supporting
transparent, multi-stakeholder trust in supply-chain data.

4 Evaluation

Evaluation combined controlled synthetic tests with data from the
Fundéo Cherry supply chain pilot. Synthetic traces — generated
with a custom EPCIS toolkit and OSRM [9] — enabled systematic
validation of all verification rules, including geofence, backtrack,
thresholds, multi-sensor fusion (MSoD) and cross-stakeholder dis-
crepancy checks (DSoD). These tests confirmed that the system
reliably detects abnormal situations.The synthetic dataset genera-
tion toolkit allowed complete coverage of all rule types.

The pilot offered real-world validation in a cherry supply chain
with PGI (Protected Geographical Indication) certification. It in-
volved farms, processing factory and regional depot. Data was col-
lected using newly deployed technology, covering field production,
factory reception, palletization and downstream logistics. Chain-
Guards successfully verified farm-to-factory routes, confirmed ge-
ofence and timing compliance and detected discrepancies in prod-
uct attributes and lineage between the sensor provider and factory
systems. These mismatches exposed real data-quality issues, il-
lustrating the value of rule-based cross-verification for resolving
inconsistent claims.

Performance tests on Hyperledger Fabric (v2.5.9) showed approx.
~1% overhead for storing parsed objects and stable verification
latency even with thousands of events. Multi-source preprocessing
added negligible cost and granular point storage enables parallel
ingestion, significantly reducing processing time. The system also
scales reliably across multi-organization networks.

5 Conclusion

ChainGuards introduces a rule-driven verification layer that con-
nects sensor outputs with blockchain records. Events are processed
on Hyperledger Fabric and checked through single-, multi- and
cross-stakeholder verification, while the underlying object model
unifies sensor traces with business steps and full journeys. Tests
using both real data and anomaly-injected synthetic events con-
firmed that the system reliably identifies environmental deviations,
route issues and process discrepancies. These results show that
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ChainGuards improves supply-chain transparency by validating
data automatically and consistently across organizations.
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